


Libya	since	the	two	countries	host	significant	numbers	of	migrants	and	beneficiaries
of	temporary	protection,
3)	information	about	the	means	by	which	members	of	the	above	mentioned
communities	reach	the	EU	(specific	attention	is	paid	to	misinformation	disseminated
by	certain	Facebook	pages	and	accounts	that	may	encourage	illegal	movement
which,	in	turn,	may	result	in	losses	in	life);	and	finally,
4)	information	about	asylum related	legal	aspects	(laws,	directives,	new	procedures)
and	integration related	issues	as	reflected	on	major	diaspora	pages.
	
Moreover,	the	monitored	posts	are	gleaned	from	open	sources	via	the	use	of
keywords	in	the	languages	the	project	covers.	In	this	sense,	all	the	posts	are	publicly
available,	appear	on	public	pages,	and	are	shareable	by	other	social	media	platforms
users.”
	

										For	the	recipients,	my	colleagues	have	indicated:
“Social	media	monitoring	reports	are	shared	with	four	categories	of	recipients:
	

1)						EASO	staff	members	(who	have	official	EASO	email	addresses)
	

2)						EU	Institutions	and	Agencies,	namely:	EC,	EUROPOL,	FRONTEX,	EEAS,	EUROPARL,
EUROJUST,	EU	Council,	JRC,	SATCEN,	FRA.
	

3)						EU+	Authorities:	DE,	UK,	BE,	DK,	AU,	MT,	S,	LU,	F,	CH,	NL,	IS,	RO,	NO,	IT,	EE,	EL,	PT,
IE,	CY,	ES,	SK,	PL,	HU,	FI,	SI,	CZ,	HR.	The	authorities	are	mainly	ministries	and	asylum
agencies.
	

4)						Specific	and	relevant	International	Organizations:	UNHCR,	IGC,	IOM,	and	INTERPOL.
EASO	does	not	envisage	expanding	the	list	of	recipients	to	other	International
Organizations.
	
	
In	regards	to	correspondence	sent	by	email	the	data	is	secured	(encrypted)	in
transport	between	email	servers	and	clients	with	Transport	Secure	Layer	(TLS)
protocol	only	if	a	remote	email	server	allows	using	it	(is	configured	properly).
In	other	words	EASO	email	servers	apply	TLS	on	best effort	basis	 	which	is	an
industry	standard.
	
Most	of	recipients	get	emailed	only	an	individual	HTTPS	link	to	each	report	published
on	EASO	platform.
The	publishing	is	secured	with	TLS	protocol	as	well	 	ensuring	EASO	is	a	valid
publisher	of	the	content	(TLS	prohibits	spoofing	by	encrypting	published	content	in
transport,	in	this	case	between	a	web	server	and	a	browser;	it	is	applied	by	EASO
web	servers	in	every	case).
	
By	default	the	links	generated	expire	after	365	days	but	this	value	can	be	amended
(shorten	it)	per	each	link	during	the	file	sharing	setup	process”

	
										As	far	as	the	retention	period	is	concerned,	The	social	media	posts	of	relevance
are	saved	on	the	social	media	platforms	during	the	reporting	period	only.	Once	the
analysis	is	carried	out,	the	saved	posts	are	deleted.	The	SMM	team	does	not	save
personal	data	in	any	form	on	their	devices.
	
The	reports	are	retained	on	EASO’s	servers	for	a	period	of	five	years	by	default.
There	is	no	particular	significance	to	this	retention	period.	Moreover,	the	reports	are
also	saved	on	the	devices	of	the	team	members,	and	are	used	for	further	analyses
required	for	further	reports.
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