EDPS response to the Commission's Consultation on its Report on
the application of IPRED

1. Introduction

1. This document provides a response to the Commission's Consultation on its Report
on the application of the enforcement of intellectual property rights Directive
("TPRED"Y), published on 22 December 2010 (hereinafter 'the Commission's Report’
or "the Report")”. A Staff Working Document’ accompanies the Report.

2. The bulk of the Report is devoted to the perceived challenges that internet has
brought to the enforcement of intellectual property rights and how to address them.
Different tools or mechanisms are used to shate content on the internet, potentially
involving unlawful exchange of matetial subject to copyright. Examples of such
tools or mechanisms include P2P file shating. The Repott states that gathering
evidence of alleged copytight inftingements committed using these tools ot
mechanisms is challenging. Mote patticulatly, the Report depicts data protection and
privacy laws as possibly intetfering with the application of Article 8 IPRED, which
allows information to be obtained on the identity of the infringer“.

3. The Report does not formulate any conctete proposal to address the perceived
problem other than calling for further evaluation and, "#f necessary, means to remedy the
situation" regarding the relationship between the tright of information (ex Art 8
IPRED) and protection of ptivacy and data protection, arguably hinting at a need to
relax data/ptivacy protections.

4. Lacking concrete Commission proposals, the EDPS has decided to contribute to the
Consultation exetcise with some reflections on the current framework to enfotce on-
line intellectual property rights ("IP rights") and possible changes to it’. This is
structured as follows.

5. Section 2 desctibes the typical actions (technicalities and facts) carried out to enfotce
copyright on P2P netwotks. The legal framework that applies to enforcement of IP
rights using P2P platforms is explained in Section 3. Enforcement in P2P netwotks
was selected as an example, not only because it is often referred to as the
ptredominant platform for content covered by copyright, but patticulatly because it is
a helpful example to illusttate how data protection/privacy requirements apply in the
different steps catried out towards enforcing IP rights®.

1 Directive 2004/48/EC of the European Patliament and of the Council of 29 April 2004 on the
enforcement of intellectual property rights, 1.195, 2004-06-02, pp.16 — 25.

2 Report on the enforcement of intellectual property rights (COM(2010) 779.

3 Analysis of the application of Directive 2004/48/EC on the enforcement of intellectual property tights in
the Member States (SEC(2010) 1589), hereinafter referred to as "Staff Working Document".

1 Article 8 also allows information to be obtained on, for instance, someone providing setvices used in
infringing activities on a commercial scale.

5 Obviously these comments only focus on the aspects of the legal framework that have an impact on the
data protection and privacy of individuals.

6 Thete are other mechanisms that can be used to exchange information, including copyright-protected
content, such as web download, streaming, etc. Furthetmore, enforcement of IP rights on the internet is
also affected by other platforms such as on-line trading marketplaces which can be used to trade
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Section 4 comments on the Commission's Report and queries some of its explicit
and implicit conclusions. In doing so, the EDPS puts forward proposals to clarify
the legal framework and address the perceived problems.

P2P networks: facts and enforcement steps

P2P technology is a distributed computing software architecture that enables
individual computers to connect to and communicate with other computers. Thus,
the technology enables internet users to shate information, including copyrighted
material stored in their own computer, with other internet users’.

The first phase of enfotcement of IP tights in P2P networks consists of gathering
evidence of alleged inftingements. Right holdets need to collect prima facie evidence
of possible infringements. To that end, they may join P2P networks, monitor
suspected usage and then make specific downloads of copyrighted material in order
to obtain the following: (i) ptoof that copyright material is indeed being made
available; (ii) IP addtesses of the soutces from where they downloaded the content;
(i) time/date of the alleged infringement and, (iv) a record of activity showing that
someone (using a given IP address) is engaged in infringement’.

The second step consists in effectively linking the evidence to an alleged infringer.
The evidence of alleged internet infringements does not reveal directly the identity of
an individual. Instead, it relates to an IP address that can be linked to an individual
with the collaboration of the Intetnet Setvice Provider ("ISP").

To make the link between the IP address and the individual using it, the right holder
may request a coutt to ordet the ISP to release the identity of the holdet of the IP
addresses from which the shating of the copyrighted material was done.

Undet IPRED, a court must balance several considerations, including the scale of the
alleged infringement and the rights to data protection and privacy of the suspected
infringer. Having done so, it may order the ISP to disclose information telating to
the subsctibet of the IP address.

The actions described above, which are instrumental in enabling copyright holders to
enforce their rights on the internet, if done within certain parametets, ate not
incompatible with the existng data protection legal framework, as will be
demonstrated below.

3. The Current Legal Framework

counterfeited goods. Some of the issues raised in P2P platforms may be present when using these other
mechanisms but not necessarily all.

7 Each computer constitutes a peet and is both supplier and consumer of information.

8 This description summarizes the main steps taken by private specialised companies to track online alleged
infringements on behalf of right holders. Along these main lines there are many variants. However, in all
cases, the main pattern seems to be the blanket monitoring for some period of time of sites and servers
supporting online content shating followed by the analysis of such data.



3.1. Monitoring and recording of suspected IP addresses by right
holders

13. As illustrated above, broadly speaking, the enforcement of IP rights on the internet
may entail the monitoring of P2P usage involving the collection of suspected
individual's TP addresses by holders of IP rights. This constitutes personal data as
defined under Article 2 of the Data Protection Directive’.

19 data related to offences,

14. Pursuant to Article 8(5) of the Data Protection Directive
criminal convictions or security measures (usually referred to as "judicial data") can
be processed only under strict conditions as implemented by Member States. I[P
addresses, collected as illustrated above, are deemed by the Article 29 Working Party
as judicial data. While some variations may exist from one Member State to another,
generally speaking, such data may only be processed to establish, enforce, or defend a

legal claim.

15. Howevet, Article 8 read together with Atticle 6(c) of the Data Protection Directive,
requiring that processing be limited to what is "adequate, relevant and not excessive",
put limits on the scope of the monitoring in terms of its scale and in tetms of the
amount of data collected and further processed. The Data Protection Directive must
be interpreted in the light of Article 8(2) of the European Convention on Human
Rights ("ECHR") and with Article 8 of the Charter of the Fundamental Rights of the
Union. This also puts emphasis on the requitements for the processing to be
necessary and to be in a reasonable proportion to the legitimate aim pursued. The
above means that the processing must be cartied out in the context of ypecifis, current
or forthcoming, judicial proceedings to establish, make or defend legal claims.
Genetalized monitoring followed by the stotage on a general scale for the purpose of
enforcing claims, such as the scanning of the internet as such or all the activity in
P2P networks, would go beyond what is legitimate“.

16. In addition, the Data Protection Directive provides additional conditions for
legitimate data processing. These conditions ate applicable to the processing of IP
addresses described above. For example, those included in Article 6 of the Directive
related to data quality ex Article 6(1)(d)"?, the consetvation principle ex Atrticle
6(1)(e)" and the purpose specification principle ex Article JOIOM

17. Moteovet, some Member States have relied on Atticle 20 of the Ditective” to requite
a prior check or authotization before the data collection can be cattied out'’. Given

9 See also paragraph 27 of the EDPS Opinion of 22 February 2010 on the current negotiations by the
FEuropean Union of an Anti-Counterfeiting Trade Agreement (ACTA).

10 Directive 95/46/EC of the European Parliament and of the Council of 24 Octobet 1995 on the
protection of individuals with regard to the processing of petsonal data and on the free movement of such
data (hereinafter "Data Protection Directive”). L 281,1995-11-23, pp.31 — 50.

11 See footnote 9. Such a generalized monitoring by private entities has been declared unlawful by the
Ttalian Data Protection Authority.

12Tt requires personal data to be accurate and kept up to date.

13 It provides that data must be made anonymous or erased when it is not longer necessary for the
purposes for which the data was collected. .

14 Tt requires personal data to be collected for specified, explicit and legitimate purposes.

15 Article 20 enables Member States to determine data processing operations that are likely to present
specific risks to the rights and freedoms of individuals and to requite that these processing operations are
subject to priot checking.



the sensitivity of the collection of such information, such an approach should be
required.

18. Once having collected the IP addtesses (and the information described under Section
2), right holders need to ascertain the identity of the holders of those P addresses
from ISPs pursuant to the conditions described below.

3.2. Storage and further processing of IP addresses by ISPs

19. The enforcement of IP rights requires the cooperation of ISPs, since they may have
stored information on the individual using a given IP address identified by the right
holder. Their cooperation is needed in order to identify the individual.

20. A relevant question is whether ISPs have a real need and the legal grounds to keep
the records for the above mentioned purposes linking individuals to given IP
addresses used for a certain communication. Pursuant to the ePrivacy Directive,
ISPs may be allowed to store and further process IP addresses used by individuals
after the communication has ended. However, the ePrivacy Ditective sets limits to it,
due to the sensitivity of information involved in communications activities.
Concretely, ISPs may retain IP addresses data for billing purposes ex Article 6 of the
ePrivacy Directive fot such limited petriod of time during which the bill can be
challenged, although in many cases this would not be necessary as the prevalence of
flat rates' limits the cases where ISPs may legitimately store IP address usage for
billing needs.

21. In addition, Member States, under the conditions set out in Article 15(1) of the
ePrivacy Directive, can adopt legislative measures obliging providets to retain data.
Such an obligation to tetain data is contained in the Data Retention Directive'” which
requites ISPs to retain IP addresses for a limited petiod of time'. The disclosure of
that information is however limited to competent national authorities for #he purpose of
the investigation, detection and prosecution of serious crime, as defined by each Member State in ifs
national law". Serious crime does not necessarily include copyright infringements™.

22. It follows from the above that ISPs may at the time of receiving a request for the
information either have the necessary data to link an individual subscriber to a
particular IP address ot not. However, the mere fact that ISPs have data available for
a specific purpose (for billing purposes, or pursuant to an obligation of additional
storage in the context of fighting setious crime) does not mean that these data can be

16 Such type of prior checking, followed by permits, is (or has been) required in countries such as France,
Norway and Sweden. In the three countries, permits were requested (and granted or not) to engage in
some data processing to counter illegal copying, In Sweden, the requirement for a permit was abolished
through the transposition of IPRED.

17 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the
retention of data generated or processed in connection with the provision of publicly available electronic
communications services or of public communications networks, 1105, 2006-04-13, pp. 54-63.

18 These comments do not address the question of whether the retention of traffic and location data of all
persons in the EU is necessary and justified. The EDPS has dealt with these issues in other contexts. See
for example, the EDPS Press release of 3 December 2010 entitled "The moment of truth" for the Data
Retention Directive: EDPS demands clear evidence of necessity".

19 See Article 4 of the Data Retention Directive. ‘This is without prejudice of Member States being able to
derogate from the principle of confidentiality of communications for other purposes in application of
Article 15(1).

20 Currently thete is no harmonized EU definition of ‘serious crime.



transferred to copyright holders for another purpose. The next section analyses
under what conditions the disclosute of data could be allowed.

3.3. Processing of requests and transferting personal information in
the context of civil and criminal litigation

23.
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25.

26.
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Pursuant to Article 15(1) of the ePrivacy Directive, Member States may adopt
legislative measures obliging providers of electronic communications to cooperate
with the authorities in the context of investigation, detection and prosecution of
criminal offences. These measutres must be in accordance with EU law. Pursuant to
Article 82 FCHR, such measures should be necessary, appropriate and
propottionate. In the case i hand, this means that ISPs may be ordered to disclose
the identity of holders of IP addresses to judicial authorities in the context of
criminal litigation, under the conditions foreseen by national legislation.

In addition to the above, in applying the Promusicae judgment of the ECJ*, Membet
States may also lay down a legal obligation to disclose personal data in the context of
civil litigation. This has to be read in conjunction with Article 8 IPRED, which
obliges Member States to enable coutts to ordet thitd parties, including ISPs, to
provide information on alleged infringers when the alleged infringement has been
conducted on a commetcial scale™.

Article 8 IPRED sets forth in itself some minimum trequitements that limit the
citrcumstances under which information must be disclosed. Natmely, the requirement
for a "commetcial scale infringement”, the requirement for the disclosure to be "in
the context of proceedings" and the need for the request to be "justified and
proportionate”. It is then up to courts, on a case-by-case basis, to assess the facts,
the gravity of the alleged wrongdoing, i.e. its scale and the ptivacy tisks to individuals
in order to make a decision as to whether to order or not the disclosure of
information.

It follows from the above that the tequitements for the initial monitoring of IP
addresses to be necessary, proportional (ex Atrticle 6.1(c) and Article 8 of the Data
Protection Ditective) are fully consistent with the proportionality, justification and
commetcial scale critetia that govern the disclosure of information undet Atrticle 8
IPRED.

Commission's Report in the Light of the Existing Legal

Framework

4.1. A fair and reasonable legal framework to be maintained

27. Allin all, the legal system desctibed above, propetly transposed, contains checks and

balances intended to ensure that enforcement, civil and ctiminal, is possible without
unduly jeopatdizing individual privacy and data protection rights. It provides right

2 Promusicae v Telfonica C-275/06; See par. 54 of the judgment.

22 The “commercial scale” criterion is taken from Article 61 of the Agteement on Trade-Related Aspects of
Intellectual Property Rights (TRIPS Agreement), concluded on 15 April 1994 and signed by all the
members of the World Trade Organization. It encompasses cases which cause significant harm to the

tight holder,
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holders with means to establish infringements, criminal and also civil. Article 15 of
the ePrivacy Directive — as explained by the ECJ in the Promusicae case - allows
Member States to provide for a possibility to order ISPs to disclose the identity of
holders of IP addresses also in the context of civil litigation. A cotrect transposition
of Article 8 TPRED would require that Member States, in fact, allow for that
possibility.

At the same time, the means available to copyright holders are not unlimited.
Limitations are the logical result of the application of fundamental rights and the rule
of law in democratic societies™. Accordingly, disclosure of individuals' identities will
only take place when the alleged infringement reaches a commercial scale and the
applicant has provided to coutts sufficient evidence of the alleged infringement. The
gravity of the wrongdoing and the considerable hatm to the right holder favors, in
such cases, giving weight to the provision of information on the identity of the
infringer. The ptivacy and data protection rights should prevail when the conduct
does not reach this threshold.

The EDPS considers that the system as a whole provides the appropriate checks and
balances. Mote patticulatly the ‘commercial scale’ embodied in IPRED, putsuant to
which the right to information in ptinciple prevails, is welcomed. This, together with
the need for the requests to be justified and proportionate and in the context of
proceedings, ate apptoptiate criteria to set the limits of when the tight to ascertain
the identity of individuals must prevail over the right to personal data.

The Commission's Report calls for special attention to the relationship between the
right of information and the protection of privacy. It appears to suggest that changes
to legislation on this aspect may be considered.

In principle, the EDPS does not favor changes to Article 8 IPRED for the reasons
explained above and below. However, if changes were to be proposed, the EDPS
would urge the Commission to avoid any distortion to the balance that exists in the
current legal framework. Mote particulatly, the EDPS calls upon the Commission to
considet the following:

a) Ensuring due process and involvement of coutts

The Report seems to indicate that ISPs should disclose personal data before judicial
ptoceedings have started, and thus without a coutt order®. This would be contrary to
Article 8 TPRED, which provides the exclusive mechanism for right holders to.
obtain information. Under Article 8 only "competent judicial authorities” may order
the disclosure of the information, subject to a balancing test. The involvement of
judicial authorities is an essential part of the cutrent system and crucial to ensure that
enforcement takes place in respect of due process and fundamental rights as well as
of specific guarantees for the freedom and confidentiality of communications
provided by constitutional chatters in some Member States.

Futthermore, voluntary disclosute of petsonal information by ISPs without users'
consent would also be in breach of the ePtivacy Directive.

2 Promusicae v Telefonica C-275/06, See pat. 68 and 69.
2 See page 12 of the Staff Working Document.



b) Maintaining the right balance of interests

34. The Commission's Report avers that data protection and ptivacy challenge the
application of the right of information under IPRED. This is despite the fact that, as
the Reportt recognizes, expetience in applying the Directive is limited and only few
court cases have been treported. The Commission then appears to advocate for a
different balance to be struck between the right to intellectual property and the rights
to privacy and data protection.

35. However, the Report has no concrete suggestions on how to strike such a new
balance. While not explicitly said, the Commission's solution in both the Repoxt and
the Staff Working Paper seems to appeat as ambiguous and to point towards
allowing or facilitating the antestricted transfer of individuals' identities from ISPs to
copyright holders™.

36. As described above, Article 8 IPRED contains requitements enabling disclosure
when the enforcement relates to an alleged wrongdoing on a commercial scale,
disclosure is requested in the context of proceedings, and the information request is
"iustified and proportionate”. However, arguably, the Commission seems to want to
sbandon some of these critetia. Instead it appeats to favor the disclosure of petsonal
information, ie. the identities of individuals and/or IP addresses used by them, also
in minor cases. This is conttaty to the legislators' intention when the Ditective was
enacted, as intetpreted by the Commission FAQ which said that the Directive "is not
aimed at allowing the prosecution of latge numbers of individuals using peer to peet
netwotks for casual file swapping"%. It is also contrary to Recital 14 of IPRED
which comments on the commercial scale critetion and mote patticulatly says "this
would normally exclude acts carried out by end consumers acting in good faith".

37, These ctriteria were adopted in 2004. The Report seems to imply that they may be
outdated. Tt states in its conclusions that "it has become apparent that the Directive
was not designed with the challenge posed by the Internet to the enforcement of
intellectual property rights in mind". However, in 2004, the internet phenomenon
was already in place with around 43% of the households connected to internet and
around 15% of households with broadband”. The exchange of information,
including alleged unlawful exchange of copyrighted content using P2P networks had
existed alteady for some time, and was in fact a motivation behind IPRED as is

2 T this sense, see vatious statements from the Staff Working Document which all seem to point in the
direction of enabling systematic transfer of information on individuals to copyright holders. For example,
"The possibility of intermediaries to share the data with the right holders would be an important element in
this context". "The situation is more complicated if the request for information is made before the start of
judicial proceedings”, which clearly indicates a transfer without the involvement of courts. The following
also suggest the need for transferring data before a court order (in order to facilitate showing evidence of
the scale of the infraction: "At the same time, it appears that some right holders find it difficult to establish
that the infringer has acted on a commercial scale without having obtained information from the Internet
service providet, in patticular on different TP addressees used by the same infringet". Also "In those
Member States where privacy laws currently prevail over the right to (intellectual) property it can be
difficult for the right holders to make effective use of their right of information". See also the Note on File
Shating from the European Patliament, Directorate-General for Internal Policies, Citizens' Rights and
Constitutional Affairs, 2011, page 13 and 14, which shares the same perception.

2http://europa.eu/ rapid/ pressReleasesAcﬁon‘do?referenceZL\/[EMO /03/208&format=HTML&aged=&Ia
nguage=null&guilanguage=en

27 hitp://epp.eutostat.ec.europa.eu/portal/ page/portal/information_society/data/main_tables




shown in the Commission's original proposalzg This confirms that the legislators
took this into account and nevertheless set forth the current threshold. Recital 14
and Article 8 TPRED and the Commission FAQ confirm this view.

38. The criteria embodied in Article 8 IPRED are, to some extent, equivalent to the
criteria that would otherwise apply under the ePrivacy and Data Protection
Directives. Indeed, Article 8 IPRED encompasses the requirements of necessity and
proportionality present both in the Directives and in the ECHR, which is an
additional argument against changing it.

39, Furthermore, there is an enhanced danger that although, in the short term, new rules
and ctiteria allowing untestricted transfers of IP addresses to right holders may be
considered as an effective enforcement tool, they ate likely to become less helpful in
the medium term. One should expect technical counter-measutes to be developed to
make the identification of IP addresses impossible or vety difficult”: In practice, this
would mean that a measure seriously invading the privacy of individuals would be
adopted without any reassurance of a long term retutn.

40. In the EDPS view, a balanced approach should enable the co-existence of both rights
(intellectual propetty and privacy). Furthetmote, such an approach must respect the
rule of law, due process and othet fundamental rights. In the EDPS view, the current
framework, propetly implemented, delivers these guarantees and ptovides a propet
balance. Thus, changes to it seem unnecessary.

41, However, the EDPS acknowledges that a balanced legal framework does not
necessarily mean that the framework is clear. In this case, as the Commission's
Repott states, the framework is indeed ambiguous. As further described below, the
intetrelation between various Directives and the way in which the criteria should be
applied in practice could be further clarified. This would be patticularly helpful to
courts and it would assist towards creating a harmonized EU approach.

4.2. Clasification of the existing legal framework

42. The Commission's Repott has cotrectly identified the relationship between the right
of information (Art 8 IPRED) and protection of privacy and petsonal data as an area
that presents uncertainties and thus may requie legal clarification.

28 See COM proposal, http:// www.europatl.europa.eu/oeil/ file.jsp?id=230622. For example, page 3 refers
to "Increasing use of the Internet enables pirated products to be distributed instantly around the globe". P
11: "In the multimedia products industry, counterfeiting and piracy via the Internet are steadily increasing
and, despite the relatively recent development of the web, already represent considerable losses". Page 12
reads: "Counterfeiting and piracy, which were once craft activities, have become almost industrial-scale
activities. They offer criminals the prospect of large economic profit without excessive risk. In the context
of the Internet, the rapidity of illegal operations and the difficulty of tracking the opetations further reduce
the risks for the criminal. Counterfeiting and piracy cattied out on a commetcial scale are even said to have
become more attractive nowadays than drug trafficking, since high potential profits can be obtained
without the risk of major legal penalties".

 For example, the technology allows modifications of traditional P2P applications to enable anonymity.
P2P applications can evolve to ensure that data is exchanged anonymously in a variety of ways such as not
using application IDs ot enabling double secured hops for every portion of bytes exchanged. It is also
possible to use VPN (Virtual Private Network) hiding services so that ISPs could not link an IP address to
a subscriber.
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As shown above, the existing legal framework enables the establishment of
infringements, ctiminal and also civil, without unduly jeopardizing individual ptivacy
and data protection rights. However, the EDPS agrees with the Commission that the
framework is not crystal clear. Several factors conttibute to this. The framework is
rather fragmented, because it is comprised of several Directives, which deal with
different subjects, making the interaction between them not necessarily obvious. For
example, the relation between Article 8 IPRED and the ePrivacy Directive is not
apparent to everyone; the fact that Article 8 IPRED sets the conditons to provide
individuals' data in response to court orders is not undisputed. The numbet of
prejudicial questions to the ECJ that touches upon the applicable framework
highlight that many questions remain open. Discrepancies in MS transposition may
add to the confusion (see Section 4.3). This must be clarified. In addition to clarifying
the interaction between the Article 8 IPRED and the ePrivacy Directive, clarification
is necessary in the following two ateas:

a) Setting clear limits to the allowed monitoting of intetnet users

As desctibed above, enforcement of IP rights on the internet entails first the
monitoring and collection of petsonal data, individual's IP addresses. Putsuant to
Atticle 8 of the Data Protection Directive, such monitoting may be catried out in the
context of specific, cutrent or forthcoming, judicial proceedings. Blanket monitoring
of individuals, in particular by private entitles, would not meet the requirements of
the law. In this regard, it would be useful to have clear guidance on the scope of the
allowed monitoring.

Clatification on how to apply the framework and to make effective the balance of
interests that it embodies would not only be useful but necessary. More concretely, it
would be useful for copytight holdets, but also for data protection authorities and
coutts to reach a common undetstanding on which type of monitoring would meet
the criteria to be targeted and specific. Practical questions such as to what extent it is
allowed to locate given trackers ot links associated to copyright content and then
monitoring the IP addtess shating it should be discussed and clarified. Questions
telated to ascertaining repeat inftingement ate also relevant, for example, to provide
evidence of commercial scale, as discussed below.

b) Ensuring a balanced approach to transferting subscriber details
in the context of court proceedings

In addition to the above, practical, conctete, ctitetia may also be particularly helpful
when national coutts are confronted with requests for information. This would also
contribute to a harmonized EU approach.

Discussion and guidance on the natute of the infringement and on the factots to
establish the 'commercial scale' in P2P exchanges (and in other mechanisms) would
be particulatly useful in helping to weigh the interests of the parties. It may be
relevant to give guidance on the conditions under which non-significant yet
continuous infringements, over a period of time, for the purpose of commmercial
advantage ot financial gain, would amount to 'commercial scale' and how to idenﬁfy
it. For example, P2P applications often have their own IDs, which may be helpful to
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detect non-significant yet continuous infringements. They could potentially also be
detected if IP addresses remain the same for a certain petiod (which is not unusual)™.

Thus, the EDPS encourages the Commission to continue working on this area and
would be pleased to contribute to this exercise.

4.3. Need to ensure an appropriate implementation of the applicable
legal framework

49.
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The Commission's Report states that Member States' implementation of IPRED, but
also of data protection and privacy legislation, may be preventing the effective
exercise of the right to information (Article 8). The Staff Working Paper states that
"Tin some Member States ... it seems that the disclosure of the relevant information is practically
impossible in both criminal and civil proceedings”. In this regatd, in order to determine
whether these ptactices infringe the aeguis communantaire, the Report explicitly states
that "Further evaluations could be needed on the exctent to which Member States' laws and the way
they are applied are consistent with these requirements". This seems to indicate that the
Comitnission intends to analyze the compatibility of the existing Member State laws
with the aequis communautaire.

The Commmission has the duty to ensute that the Treaty and legal acts based on it, in
this case, the relevant Directives, are upheld by the Member States. This can be done
by launching infringement procedutes under Article 263 TFEU. The EDPS fully
agrees with the Commission's intention to bring Membet States' transposition in
alignment with the Directives and suggests that this should be a priotity for the
Commission.

The EDPS understands that in this case, the situation is quite complex. The
Commission's evaluation of the implementation of the legal framework has to
encompass not only IPRED but also the review of the other applicable Directives
and ECJ decisions and the way in which they are de facto implemented. However,
complexity should not be a deterrent for the Commission to act.

4.4. Need to explote alternative business models

52.

53.

The Report emphasizes that the internet and digital technologies present a challenge
to the enforcement of IP rights. It also states that the widespread practice of file
shating of copytight protected content is due to the absence of a sufficient legal offer
of digital content to keep up with demand. Such legal offets may in fact be largely
absent in some Member States.

It follows from the above that the development of legal offers across the EU is likely
to have a significant impact on the level of infringement and overall enforcement -
monetisation - of IP rights. Despite this, neither the Report nor the Staff Wotking
Document dedicates any comment on how to encourage the development of legal
offers and how this would impact the perceived problems. Massive availability of
bandwidth and ubiquitous connectivity should enable the development of e.g.

30 Mote sophisticated methods exist:

http://halinria.fr/docs/00/47/03/24/PDF/bt_privacy LEET10.pdf
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stteaming services both in the areas of music and films for very attractive fees. The
rise of such new possibilities in the market could make less attractive the exchange of
unlawful copyright material (in economic terms and also in terms of availability and

quality).

The EDPS also regrets that no particular attention was paid in the Report to
alternative economic business models, which may have much less privacy
implications. For example, if copyright holders demonstrated their losses due to P2P
usage, [SPs might provide differentiated internet access subscriptions, some with P2P
access, others without. The part of the price for a subsciiption with unlimited access
could be distributed to copyright holders.

These are areas that, in the EDPS view, would need further consideration and

encoumgement.

5. Conclusions and recommendations

56.

57.

58.

In the EDPS view, the existing framework, corfectly applied, provides an effective

apptoach to enforcement while respecting the right to personal data and privacy.

He is also of the view that the cutrent Article 8 provides for an apptoptiate balance
of tights and should not be modified. More patticularly, he considets that:

e The commercial scale critetion should be maintained - while possibly clarified
- as well as the requitement for the disclosure to be "in the context of
proceedings" and the need for the information request to be "justified and
proportionate”.

e The need for court involvement in decisions about transferring personal data
to copyright holders should be maintained. Upon the evaluation of the prima
facie evidence provided by the right holders or law enforcement bodies,
judicial bodies may order the transfer of personal data in the context of
litigation in line with applicable law. Personal data should only be transfetred
in the context of civil litigation upon trequest or authorization of a judge who
has evaluated the individual circumstances of the case. Other alternatives
would unbalance the equilibtium between the two rights (intellectual property
rights, data protection rights).

Despite the above, the EDPS agrees with the Commission that there is scope for
improvement. In this regard, the EDPS welcomes that the Commission's Report
brings forward possible suggestions for clarification. More patticulatly, he agrees that
there is a need to clarify the relationship between the right of information (Art 8
IPRED) and the Directives related to the protection of privacy and data protection.
The need for clatification also extends to other ateas, outlined below.

eIssuing guidance on the limits to the allowed monitoring of intetnet usage
Enfotcement of TP rights on the internet entails first the monitoring and collection

of petrsonal data, individual's IP addresses. Putsuant to Article 8 of the Data
Protection Ditective, such monitoring may be catried out in the context of specific,
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current or forthcoming, judicial proceedings. Blanket monitoring of individuals
would not meet the requirements of the law.

In this regard, it would be useful to have clear guidance on the scope of the allowed
monitoring. For example, copytight holders might engage in targeted monitoring of
certain suspected IP addresses in ordet to prepare proceedings and verify the scale of
the suspected violation. Today such monitoring seems to be a common practice, but
it appears to be happening outside the legal data protection framework, including the
ptopet supervision of data protection authorities.

This situation is clearly not sadsfactory. The EDPS therefore proposes two set of
actions: First, guidance setting forth allowed monitoring should be issued. Probably,
the Commission, in consultation with the Article 29 Working Party would be well
suited to carry out this task. Guidance would help to ensure the harmonized
apptoach which is cutrently lacking. Second, given the specific nature of this
monitoring, it would be apptoprate to subject this data processing to a priot
check/supervision from data protection authorities. Authorities should analyze the
methods and procedutes and provide ot deny authorization.

elssuing guidance on how to ensure a balanced approach to transferting
information (subsctiber details) in the context of court proceedings

Atticle 8 TPRED sets forth apptopriate ctiteria under which courts may order the
disclosure of the identity of alleged infringets in the context of civil and criminal
litigation. As stated above, the EDPS considers that the current law provides for a
careful, balanced apptoach which enables the enforcement of IP rights without
impinging in a disproportionate manner upon individuals' rights to data protection
and ptivacy.

However, the relation between Article 8 IPRED, the Data Protection Directive, the
ePrivacy Directive and the Promusicae judgment should be clarified, for instance in
an intetpretative communication by the Commission. Such a communication could
also serve as a basis fot infringement proceedings against Member States which have
not transposed EU law cotrectly. More patticulatly, practical guidance is needed in
otder to apply Atticle 8 IPRED in a way that balances the interest of the parties,
ensuring that the ctiteria that it embodies and the balance of interests are well
understood and applied.

elIf changes were proposed, they must guarantee the protection of privacy
and personal data

If despite the above the Commission wete to put forward proposals amending the
current framewotk, it is essential to ensute that any changes to the existing law do
not undermine an approptiate system of checks and balances, so that not only
protection of the rights of copyright holders but also of privacy and data protection
are guaranteed in the legal system.

Brussels, 8 April 2011

12




