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Opinion on the notification of a prior check received from the Data Protection Officer of
the Council of the European Union on the ‘Holiday Camps’ case.

Brussels, 22 February 2012 (Case 2011-0950)

1. Procedure

On 7 October 2011, a consultation within the meaning of Article 27(3) of
Regulation (EC) No 45/2001 (‘the Regulation’) was conducted by the Data Protection Officer
(‘the ‘DPQ?), of the Council of the European Union (‘the Council’) concerning the processing
of personal data under the holiday camps programme.

On 20 October 2011, the EDPS replied that, due to the very nature of health data processed
concerning a handicapped child, this processing must be submitted for prior checking by the
EDPS within the meaning of Article 27(2)(a) of the Regulation. On 31 October 2011, the
DPO sent the EDPS the notification form together with the related documents. The EDPS
considers this date to be the date of receipt of the notification, in the light of Article 27(4) of
the Regulation.

In the course of this notification, questions were put to the Council’s DPO by e-mail on
2 December 2011 and replies were received on 3 January 2012. Supplementary questions
were asked on 13 January 2012 and replies were furnished on 2 February 2012.

The draft opinion was sent to the Council’s DPO for comments on 17 February 2012.
Comments were provided on 21 February 2012.

2. The facts

The processing of data in the context of the holiday camp programme was set up by the Staff
Committee of the Council. The Staff Committee is an organisational entity integrated in the
Council, which carries out the processing in question as part of its functions listed in
Article 9(3) of the Staff Regulations. In contributing in part to the reimbursement of the costs
of the holiday camps, the Staff Committee encourages parents to make use of the cultural,
linguistic and/or sporting events organised during school holidays. This opportunity helps the
parents to reconcile their working and family lives, as the children have more days’ holiday
than their parents.

The purpose
The purpose of the processing is to calculate the reimbursement of expenses associated with

the holiday camps according to the administrative and family situation of the data subjects (in
particular their dependent children, including handicapped children and orphans).
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Legal basis
The notification makes reference to the following:

e Article 9 of the Staff Regulations;

e the general budget of the European Union for each financial year, namely Section Il for
the Council, Chapter 13 on other expenditure relating to persons working in the
institution and Article 1313 relating to welfare expenditure; and

e the regulations on holiday camps, adopted at the 9th plenary meeting of the Staff
Committee on 4 May 2011.

Data subjects
The notification indicates the following data subjects:

o officials and other servants of the Council;
e retired officials;
e their family members; and
e orphan children benefiting from a Council pension.
Handicapped children are not specifically mentioned as data subjects, as they are included in
the categories of officials, servants, their family members or retired officials. However, orphan
children are listed as a separate category of data subjects, as they relate to another category,
that of the family members of a deceased official or servant.

Data compiled in the course of processing

According to the regulations on holiday camps, all the ‘dependent’ children of
officials/servants are entitled to apply for reimbursements provided that they do not exceed the
amount of income calculated at a weighted rate with a deduction related to the number of
dependent, orphan or handicapped children, and that they satisfy the criteria established in the
regulations, namely the date of submission, the age of the child as of the starting date of the
event, etc.

Interested persons must submit the following data to the Staff Committee Bureau:
e an application form for reimbursement, with their signature:
o surname, forename, office, telephone number, number of dependent children
and IBAN of the official/servant;
o surname, forename and date of birth of the orphan child or the handicapped
child;
o the name and address of the organisation;
o length of stay and the number of days with or without accommodation;
o total price or other currency;
in the case of an orphan child, evidence of the orphan’s pension paid by the Council,
in the case of a handicapped child, evidence of the double allowance;
a pay slip;
a “dependent children’ certificate;
an official school calendar from the dependent child’s school,
a certificate of attendance filled in by the organisation; and
proof of payment.

Nature of the processing
Processing is partially automated; electronic files are used to calculate the reimbursement.




The data collected and stored in hard copy format are as follows: the full application, a copy
of the calculations, the treasurer’s payment document with the reference of the bank statement
showing the Staff Committee payment.

The data in electronic format relate to the following data which are stored in the Pléiades
database®: surname and forename of the beneficiary, telephone number, administrative
address, weighted income, number of dependent children, surnames and forenames of the
children included in the application, their birth dates, the bank account, and particulars of the
organisation where the camp has been held.

Recipients:
A single person is in charge of entering the data and verifying and preparing the calculations.

The file is then forwarded for checking to the secretary of the Staff Committee and to the
treasurer for payment. In the following year, the auditors carry out a check on the file that was
forwarded to the treasurer for payment.

Right of access, rectification, blocking and erasure

According to the notification, data subjects have the right to access the data provided in the
course of their application for reimbursement, and may request the correction, blocking or
erasure of the data, stating the reason for the request.

The maximum time taken for the requested correction, blocking or erasure of the data is three
working days, on the understanding that this period starts to run only from the date on which
the Staff Committee reaches a final decision.

Applicants for reimbursement may, at any time before reimbursement, withdraw their
application and the data provided will be deleted as soon as possible, but within a maximum of
three working days following the withdrawal of the reimbursement request.

Right to information
On the second page, ‘IMPORTANT — REMINDER’, of annex 1 to the regulations on holiday
camps, headed ‘Claim form for reimbursement’, the following information is given:
¢ the identity of the data controller;
the purpose of the data processing;
the recipients of the data;
the obligation to furnish the documents listed,;
the existence of the right of access to, and the right to rectify, the data subjects’ data;
the right to have recourse at any time to the EDPS.

Retention of data

Hard copy documents are kept for a period of seven years, in the light of Financial Regulation
No 2342/2002. This period is established by reference to the date on which the European
Parliament grants discharge for the budget.

Computer files are stored for two years, or up to the time at which the child concerned ceases
to be eligible.

! This database contains background information on the application and automatically calculates the
reimbursement to be made against the claim.



No data are retained if the data subjects are not granted a reimbursement. Instead the data are
returned to the applicant.

Storage and security measures
Access to the Pléiades database is protected by an individual password.

The room in which the hard copy and electronic files are stored is fitted with a magnetic card
lock.

3. Legal aspects
3.1 Prior checking

The applicability of the Regulation: The data processing being analysed consists of the
processing of personal data (‘any information relating to an identified or identifiable natural
person’, according to Article 2(a) of the Regulation). The data are processed by an institution
of the European Union (‘the EU’), the Council, in the exercise of activities within the field of
application of EU? law. Processing is automated in part, and thus the Regulation is applicable.

Reasons for prior check: Article 27(1) of the Regulation states that ‘Processing operations
likely to present specific risks to the rights and freedoms of data subjects by virtue of their
nature, their scope or their purposes’ shall be subject to prior checking by the European Data
Protection Supervisor. Article 27(2) lists the processing operations likely to present such
risks, such as the ‘processing of data relating to health ... (Article 27(2)(a)).

For a handicapped child to be granted reimbursement of the holiday camp costs, the official or
servant concerned must provide a certificate of the handicap and proof of the double
allowance. Health data will therefore be processed as part of the processing. Due to the
sensitive nature of the data, the processing may present special risks relating to the rights and
freedoms of handicapped children and their parents. This is why a prior check must be
conducted on this processing, based on Article 27(2)(a) of the Regulation.

In principle, the check by the EDPS is carried out prior to processing being set up. The EDPS
regrets that he has been unable to give his opinion before the start of the processing. By
default, therefore, the check necessarily becomes “a posteriori’. This does not in any way make
it less desirable to implement the recommendations presented by the EDPS.

Official notification is considered to have been received on 31 October 2011. In accordance
with Article 27(4) of the Regulation, the period of two months in which the EDPS is required
to deliver his or her opinion has been suspended. Due therefore to the 53 days’ suspension, the
EDPS will deliver his opinion by 27 February 2012 at the latest (49 days’ suspension + 4 days
for comments).

2 The concepts of ‘institutions and Community bodies’ and ‘Community law’ could no longer be

used after the Lisbon Treaty came into force on 1 December 2009. Article 3 of the Regulation must
therefore be read in the light of that Treaty.



3.2 Lawfulness of processing

According to Article 5 of the Regulation, data may be processed only on one of the conditions
specified.

Of the five conditions listed in Article 5 of the Regulation, the processing in this instance
satisfies the conditions stated by Article 5(a), to the effect that data may be processed if
processing is necessary for the performance of a task carried out in the public interest on the
basis of the Treaties establishing the European Communities ... or in the legitimate exercise
of official authority vested in the Community institution’.

In the present case, the legal basis for the processing is Article 9 of the Staff Regulations and
the regulation on holiday camps, adopted at the 9th plenary meeting of the Staff Committee of
4 May 2011.

The necessity of processing is also mentioned in paragraph 27 of the preamble to the
Regulation, which states that ‘Processing of personal data for the performance of tasks
carried out in the public interest by the Community institutions and bodies includes the
processing of personal data necessary for the management and functioning of those
institutions and bodies’. In this instance, the processing of personal data on health is
necessary in order to establish a list of the data subjects eligible for reimbursement of the
costs of holiday camps. This processing is therefore necessary for the proper management and
functioning of the Council.

The processing proposed is therefore lawful.
3.3 The processing of special categories of data

Article 10(1) of the Regulation states that the processing of personal data on health is
prohibited, except where it is justified by the reasons referred to in Articles 10(2) and 10(3)
of the Regulation.

This processing as envisaged in the Staff Regulations and the regulations on holiday camps is
seen as necessary to enable the Council to comply with its specific rights and obligations in the
field of employment law, as provided for by Article 10(2)(b). The Council, as the employer
and with its responsibility for data processing, needs to receive the data so that it can reimburse
the data subjects according to the terms of the regulations on holiday camps in the context of
the Staff Regulations. This being so, the processing is justified pursuant to Article 10(2)(b).

The EDPS considers, moreover, that Article 10(2)(e) of the Regulation is also applicable to this
processing. The Staff Committee may be considered to be a non-profit-seeking body which
constitutes an entity integrated in the Council. This entity is not subject to national data
protection law (but it is subject to the Staff Regulations). In its function of staff representation
it may be considered, without prejudice to the specific competences of the trade unions, as
pursuing a trade-union aim. Lastly, the processing carried out relates solely to the Council
officials or servants having regular contact with the Committee in connection with its
purposes®. This is why the processing of data on the health of the handicapped children,

® According to Article 9.3 of the Staff Regulations, ‘The Committee shall participate in the
management and supervision of social welfare bodies set up by the institution in the interests of its
staff. It may, with the consent of the institution, set up such welfare services’.



namely the certification of their handicap and proof of the double allowance with a view to
reimbursement, may also be justified pursuant to Article 10(2)(e).

The Staff Committee’s Bureau collects a certificate of handicap, but no information on the
nature of the handicap is revealed in this certificate. The child concerned will, however, be
identified as having a handicap, which may be considered as information on health. Because of
this, and in order to establish appropriate guarantees, the EDPS recommends that, in line with
the provision of Article 10(3) of the Regulation, the processing manager be bound by an
obligation of professional secrecy equivalent to that of a health professional, by means of a
note or a declaration to be signed.

3.4 Data quality

Pursuant to Article (4)(1)(c) of the Regulation, personal data must be ‘adequate, relevant and
not excessive in relation to the purposes for which they are collected and/or further
processed’. It should therefore be verified that the data are relevant in relation to the purpose
for which they are being processed.

The EDPS considers that the data as described in this opinion satisfy these conditions
regarding the purposes of the processing as explained above.

Furthermore, Article (4)(1)(d) of the Regulation provides that data must be ‘accurate and,
where necessary, kept up to date’. According to this Article, ‘every reasonable step must be
taken to ensure that data which are inaccurate or incomplete, having regard to the purposes
for which they were collected or for which they are further processed, are erased or rectified’.

In the present case, the procedure set up means that the system can in itself reasonably be
regarded as guaranteeing data quality. Furthermore, the rights of access and rectification are
available to the data subject, in order to make the file as comprehensive as possible. These
rights constitute the second means of ensuring that data concerning the data subjects are
accurate and updated (see Section 3.7 on the right of access).

In addition, the data must be ‘processed fairly and lawfully’ (Article (4)(1)(a)). The lawfulness
of the processing has already been discussed in section 3.2 of this opinion. As for fairness, this
is linked with the information that must be forwarded to the data subject (see Section 3.8 on
the right to information).

3.5 Retention of data

The general principle stated in the Regulation is that the data must be ‘kept in a form which
permits identification of data subjects for no longer than is necessary for the purposes for
which the data were collected or for which they are further processed’ (Article (4)(1)(e) of
the Regulation).

The EDPS notes that the retention periods adopted by the Council for hard copy documents
and electronic files respectively are considered necessary and reasonable, having regard to the
purpose of the processing, and that therefore they comply with Article 4(1)(e) of the
Regulation.

In addition, the EDPS finds it satisfactory that the Council does not retain any data if the data
subject is refused any reimbursement.



3.6 Transfer of data

Articles 7, 8 and 9 of the Regulation lay down certain obligations that apply where personal
data are transferred to third parties. The rules differ depending on whether the transfer is within
or between EU institutions or bodies (Article 7), to recipients subject to Directive 95/46/EC
(Article 8), or to other types of recipients (Article 9).

In this instance, the recipients are within the Council. To comply with the provision of Article
7(1), the Council must ensure both that the recipients have the appropriate competence and that
the transfer is necessary. Each recipient in question, namely the secretary to the Staff
Committee, the treasurer responsible for payment, and the auditors, has a specific competence
and the data transferred to each one is seen as necessary for the lawful performance of the
duties coming within their respective area of competence. The EDPS therefore considers that
these transfers meet the requirements of Article 7(1) of the Regulation. It will be a matter of
verifying the lawfulness of the transfer on a case by case basis.

The EDPS points out, however, that only the data necessary for the performance of their duties
must be transferred. This is why the EDPS recommends that the Council remind all recipients,
by means of a note, that they are processing the data only for the purposes for which they have
been transmitted, as provided for by Article 7(3) of the Regulation.

3.7 Right of access and rectification

Article 13 of the Regulation states the principle of the right of access to the data — and the
procedures therefor — at the request of the data subject. Article 14 of the Regulation provides
for the data subject’s right of rectification.

The note headed ‘IMPORTANT - REMINDER’ addressed to the data subjects indicates that
they have the right of access to their data in the context of reimbursement and the right to
request rectification of the data.

The EDPS considers that the rights of access and rectification have been provided for and that
they should be respected in practice in accordance with Articles 13 and 14 respectively.

3.8 Information to be given to the data subject

Articles 11 and 12 of the Regulation relate to the information to be given to data subjects in
order to ensure transparency in the processing of personal data. These articles list a series of
compulsory and optional items of information. The optional items are applicable insofar as,
having regard to the specific circumstances of the processing operation, they are required to
guarantee fair processing in respect of the data subject.

In this instance, all the data required are supplied to the Staff Committee directly by the data
subject, and therefore Article 11 of the Regulation is applicable.

The information note headed ‘IMPORTANT - REMINDER’ contains most of the information
listed in Article 11 of the Regulation. Nevertheless, the EDPS recommends that the Council
specify in the note the time limits for storing the data. The note should also inform the data
subjects that in the event of non-reimbursement their data will be returned to them.



3.9 Security measures

In accordance with Article 22 of Regulation No 45/2001/EC on security of processing, ‘the
controller shall implement appropriate technical and organisational measures to ensure a
level of security appropriate to the risks represented by the processing and the nature of the
personal data to be protected’.

Having regard to all the security measures adopted to ensure an appropriate level of security
for the processing in this instance carried out in particular by administrative managers within
the Council, the EDPS has no reason to believe that the Council has not complied with the
security measures required by Article 22 of the Regulation.

Conclusion:
The processing proposed does not appear to involve any infringement of the provisions of

Regulation (EC) No 45/2001 provided that the comments made above are taken into account.
This means in particular that the Council should:

e ensure that the processing manager is bound by an obligation of professional secrecy
equivalent to that of a health professional, by means of a note or a declaration to be
signed;

o remind all the recipients, by means of a note, that they are processing the data only for
the purposes for which they have been transmitted,

e state in the information note the time limits for storing the data collected both in hard

copy and in electronic format. The note should also inform the data subjects that in the
event of non-reimbursement their data will be returned to them.

Done in Brussels on 22 February 2012
(signed)

Giovanni BUTTARELLI
Assistant European Data Protection Supervisor



