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DUTIES OF THE DPO

ensure the internal application of the provisions of Regulation
45/2001

ensure that controllers & data subjects are informed of their rights
and obligations

cooperate with the EDPS

keep a register of processing operations notified to them by the
controller

notify to the EDPS the processing operations likely to present
specific risks in terms of Article 27 of Regulation 45/2001

(Article 24(1)(a), (b), (c), (d) & (e) of Regulation 45/2001)
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EUROPEAN DATA
"% PROTECTION SUPERVISOR

PRIOR CHECKING PROCEDURE ()

x & -

data processing operations likely to present specific risks to the rights
and freedoms of data subjects by virtue of their nature, their scope
or their purposes

- data relating to health;

- data relating to (suspected) offences, criminal convictions or security
measures;

- processing operations intended to evaluate personal aspects
of the data subjects, such as their ability, efficiency and conduct;

- processing operations allowing linkages not provided for pursuant to
national or EU legislation between data processed for different purposes;

- processing operations for the purpose of excluding individuals from a
right, benefit or contract

(Article 27(1) & (2) of Regulation 45/2001)
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PRIOR CHECKING PROCEDURE (II)

STAGES

NOTIFICATION FOR PRIOR CHECKING to be submitted
to the EDPS by the DPO in due time before the actual processing
Is launched

acknowledgement of receipt
analysis of the facts provided in the notification & related documents

legal analysis
draft opinion sent to the DPO for eventual comments

OPINION adopted by the EDPS with recommendations
and sent to the controller

FOLLOW UP: recommendations have to be implemented
and the EDPS informed thereof
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PRIOR CHECKING PROCEDURE (lI1)

DEADLINES

- for EDPS to adopt the opinion: two months after receipt
of the notification, i.e. 61 calendar days

- for controller to implement recommendations provided
in the EDPS opinion: three months after adoption of the opinion

- for DPOs to submit the outstanding “ex-post” notifications

for prior checking: 30 June 2013
(cf. EDPS letter to the management of EU institutions & bodies of 5 July 2012)

- specific deadlines for DPOs to submit certain notifications
can be set in relation with the EDPS thematic guidelines
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) et PRIOR CHECKING PROCEDURE (1V)
STAGES & DEADLINES

- NOTIFICATION by DPO *—

- draft opinion
sent to DPO for comments

- OPINION

with recommendations
adopted by the EDPS —

- FOLLOW UP
information about the three months
implementation of the EDPS
recommendations *—

two months*

* unless SUSPENSION for further information or comments on the draft
EXTENSION due to the complexity of the matter
EX POST prior checks after 30 June
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ot PRIOR CHECKING PROCEDURE (V)

REGISTER MUMBER: 18

EDPS - European Data Protection Supervisar _
CEPD - Confrileur earopéen de la protection des données

MOTIFICATION FOR PRIOR CHECKING

DATE OF SUBM ISSION: 20 APRIL 2005
CASE NUMBER: 2004-280
MOTIFICATION OF: OHIM

LEGAL BASIS: ARTICLE 27-5 OF THE REGULATION CEN® 45/2001("]

INFORMATION TO BE GIVEN-

1/ MAME AMD ADDRESS OF THE CONTROLLE R

Identity of the Controller (service depart menl ]:

Human Resources Department - Career and Develop ment Sector
Identity of the Controller (Person) : Francois Femis, Head of Caresr and
Dievelopmenl Seclor

2/ ORGAMNISATIOMAL PARTS OF THE IMSTITUTION OR BODY ENTRUSTED WEITH THE
FROCESSING OF FERSOMAL DATA

The members of stallin Career and Development Sector dealing with
appraisals,

3/ MAME OF THE FROCESSING
SLall appraisal

4/ PURPOSE OR PURPFOSES OF THE PROCESELMNG
Drafting appraisal reports for members o stallin compliance with art.
43 of the Stall Regulations.

5 DESCRIFTION OF THE CATEGORY OR CATEGORIES OF DATA SURECTS

The officials and lemporary sgents of the Office excepl grades A*16
and A® L5 and chairpersons and

members of the Boards of Appeal.

G/ DESCRIFTION OF THE DATA OR CATEGORIES OF DATA {inciuding, if sappiicabie,
special calegories of data (Article 10} and/ or origin of data).

Full name, grad e sd ministrative address, stall number, status,
seniorily in grade, starting datein job department and budgelary post
number, job title and overall purpose, data of previous job assignments
(department, service, seclor, period concerned) and the names and job
Litles of Lthe current and Lhe past reporting officer, il any.

1A} | 0

Flease attach all nedessary hadoap dooumvends

OPINION on 3 NOTIFICATION for PRIOR CHECKING received from the Daia
Protection Officer of the Office for Harmonizaton in the Internal market (OHIN)
on 28 April 2005

Brugsels, 28 July 2005 (Case 2004/253)

L. Froceedings

On 20 July 2004, the European Dsta Protection Supervisor (EDPS) sent a letter 10 all DPOs
asking fhem to make an inventory of the cases likely 10 be subject Lo prior checking by the
EDPS a3 provided for by Article 27 of Regulation (EC) 4572001 The EDPS requested
notification of all processing operations subject to prior checking, even those that flmﬁd Leefire
the appoimtment of the EDPS and for which the Article 27 check could never be prior, bat which
had to be denht with on an "ex-post” hasis

Adter receipt and snalysis of the inventories, the EDPS idemtified cortain priority themes and
chose a mumber of processing operations subject 10 éx-post prior checking 1o be addressed Staff
evaluation is one of these priority themes.

On 20 April 2003, the EDPS received a notification for prior checking by the Data Prul.ﬂ‘.‘l.ﬂm
Officer of the Office for Harmonization in the lmernal Market (OHIM), conceming stafl
appraisal The notification ncluded several docaments: the nenification to the DPO as provided
for in Article 25 of Regulation 452001, a blane (HIM appeaisal report, Decision 1° ADM-04-
19 establishing the composition, procedure and powers of the Joint Evalustion and Promation
Commities and Decision N° ADM-04-18 establishing provisions for implementing Article 43 of
the Staff Fegulations as regard the perodical appraisal report.

Additional information was requested by ¢-mail on Tuesday 14 June 2005, The answer followed
by e-mail on 20 July 2005 The 21 July is an official holiday in Belgum and the EDPS office
waes closed. The answer by e-mail was therefore received on 22 July 2005,

2. Examination of the matter
L1. The facis
2.1.1. The appraisal exercise

Article 43 of the Stafl Regulations' states:

“The abiliry, efficiency and candet ix the service of saeh official shall be the subject of 2
periadical report made of leas once every Two years as provided for by each instition in
accordance with Article 170, Each instirution shall lay down provisions conferring the right i

" Rrynlations wd Rules applicable to officials and ot servants of the Eusopean Communities
Postal address : e Wienz ik B 1047 Brassels
HTiees ¢ rue Moty 63
E-mail - soadpe g il
Tel.: 02-ZEY 1900 - Fax : 02-285 1950
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EUROPEAN DATA
PROTECTION SUPERVISOR

GUIDANCE AVAILABLE AT THE EDPS WEBSITE (1)

O T

The EDPS

osoft Internet Explorer provided by European Parliament =] x|

fle Edt Yew Favortes Took  Help

@@ i ‘;‘ ‘;“El it e, edps. eurapa, eufEDP SWEE edps EDPS7lang=en j L4 :‘ I"‘- ve search |E|
o ‘ o % deskrop & | Welcome to EDPSnet

@ The EDPS | | @v.\g@.‘;}. @.‘;

* EUROPEAN DATA
* M PROTECTION SUPERVISOR

* « ®* The European guardian of personal data protection
LT

QUICK LINKS: QA | GLOSSARY | COMPLAINTS | CONTACT |

Home | Sitemap | Legal nof

Welcome to the home page of the European Data Protection
Supervisor

M. Peter Hustinx M. Giovanni Buttarelli
Supervisor Assistant Supervisor

The EDPS is an independent supervisory authority devoted to protecting personal
data and privacy and promoting good practice in the EU institutions and bodies. He
does so by:

& monitoring the EU administration’s processing of personal data;

& advising on policies and legislation that affect privacy; and

& cooperating with similar authorities to ensure consistent data protection

B read more

Naews Room ‘@

'
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¢ DPO Comer |)

Read our Opinion on the Cammunication from the Comrnissian on 'sHeslth Action Flan 2012-2020 - Innawative healthcare
far the 21st century’,

W 27 March 2013

Read our Opinion on the Commission proposal for a Regulation amending Council Regulation (EC) No 1346/2000 on
insalvency procesdings

W20 March 2013

EDPS: Enormous energy put into reforming data protection rules must deliver strong and effective protection for EU
citizens, Please read our press relase and the EDPS comments,

W15 March 2013

*Data Protection and Criminal Justice - The view of the EDPS"™: Speech delivered by Peter Hustinx at the Conference on
European Data Protection Law, Delegation of the Bars of France, Brussels
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EUROPEAN DATA
PROTECTION SUPERVISOR
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DPO Corner - Microsoft Internet Explorer provided by European Parliament

GUIDANCE AVAILABLE AT THE EDPS WEBSITE (I1)

s

fle Edt Yew Favortes Took  Help

@@ - ‘4,“ X ”E ikt p: {fumns. elps. europa. eu/EDP SWES edps/ Supervisionjdpo_corner

')’A? ‘ w % deskrop & | Welcome to EDPSnet

| 8 e searcn | o~
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EUROPEAN DATA
PROTECTION SUPERVISOR
The European guardian of personal data protection

Home = Supervision = DG Corner print G

DPO Corner

Data Protection Officers (DPOs) play a fundamental role in helping to ensure a high level of
dats protection within EU institutions and bodies. So we at the EDPS have created s
dedicated "DPO corner” on aur website far you, the people entrusted with this function to
support you in this important rale.

one of the aims of the DPO corner is to provide informative documents focused on the role
and missions of a DPO, These useful reference documents are designed to give you a clear
overview of this function. In addition, we have created a kit that you will also find in the
DPO corner, whichcontainsseme tools to support you in carrying out your tasks. This kit
includes & variety of templates and presentations, which may help you to raise awareness in
your institution,

An efficient DPO is of course a well-informed DPO and because the Data Protection field is
evolving at a great pace, a selsction of matsrials covering recent developments , have been
included in the PO corner. These tools have been carefully selected by EDPS staff for their
relewance and presented in the form of summaries to give you an overview of the current
state-of-play in the Dats Protection arena,

At least 57 other people share your function, so the network of DPOs section has been
designed for you to identify your peers and we encourage you to make contact with them to
share know-how and best practices.

To complete this DPO corner, a section has been created that is devoted to the events
(either trainings or meetings) that you can attend to improve your knowledge or skills and
that provide all the necessary tools to allow you to carry out your tasks as smoothly as
passible,

Dear DPOs, this corner is yours, feel free to drop in whenever you can,

& DFO Cormer | |
User : dpo| Logout
Home | Sitemap | Legal notice
lpane
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Network of DPOs

> Getting started

> Case-law & Guidance
> Network of DPOs

> Practicalities & Events
> Reports

Eurodac
Visa Information System

Thematic guidelines

Papers

B \E‘ |E:,' <pider soliire

B0 -9 @
=

Data Protection Officer
data protection within
"DPO corner"” on our w
this important role.

One of the aims of the
missions of a DPO. The
overview of this functic
corner, whichcontainss
variety of templates ar
institution.

An efficient DPO is of ¢
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* @ e GUIDANCE AVAILABLE AT THE EDPS WEBSITE (1V)

* o
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REGISTER of the existing processing operations
(Article 26 of Regulation 45/2001)

INVENTORY

— administrative procedures, e.g. selection & recruitment,
evaluation, leave & flexitime, disciplinary & harassment, health data,
public procurement & grants

— core business procedures

— Security procedures, e.g. video-surveillance

— IT procedures

— support procedures, e.g. budget & document management
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*

= @ T GUIDANCE AVAILABLE AT THE EDPS WEBSITE (V)
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TEMPLATE of a NOTIFICATION to the EDPS
& Instructions on how to complete it

Thematic guidelines

- Staff recruitment (October 2008)

- Health data at work (September 2009)

- Video-surveillance (March 2010)

- Administrative inquiries & disciplinary procedures (April 2010)
- Anti-harassment procedures (February 2011)

- Staff evaluation procedures (July 2011)

- Leave & Flexitime (December 2012)

13
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COMPLIANCE MONITORING TOOLS

- outlined in the EDPS Policy Paper on Monitoring and Ensuring
Compliance with Regulation 45/2001 from 13 December 2010

— SURVEYS: General Reports on Measuring Compliance
with Regulation 45/2001 in EU institutions and bodies

- “Spring 2007” adopted on 14 May 2008,

- “Spring 2009” adopted on 22 June 2009,

- “Survey 2011” adopted on 23 January 2012,
- “Survey 2013” in progress

- all available at our website:
www.edps.europa.eu/EDPSWEB/edps/Supervision/Inquiries

14
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EDPS compliance tools

VISITS
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a compliance tool since September 2010

Articles 41(2) and 46(c) of Regulation 45/2001 provide
for monitoring and ensuring compliance

a way for the EDPS to take targeted action with the
following objectives:

- raising awareness on data protection

- raising the level of compliance through commitment
of management

- raising EDPS visibility

- gaining better knowledge of agencies

- developing better cooperation with the agencies



EDPS compliance tools

VISITS

16

“A visit with courtesy but not a courtesy visit”
- nothing to inspect but stress the compliance problem:

Implementation of Regulation 45/2001 is not only a
matter of time and resources, but also an organisational
will!

- presence of the EDPS/AssSEDPS with top and middle
management

of the agency (Executive Director, Heads of
Department)

- need to support the DPO’s mission and function
- ROADMAP agreed between the EDPS and the agency



EDPS compliance tools

ROADMAP

17

a tool to ensure that the management of the agency
commits to its obligations under Regulation 45/2001

focused on measurable data: inventory, Article 25 and
27 notifications, specific processing operations on
standard administrative procedures, implementing rules,
DPO report of activities

focused on compliance procedures: consolidate the
DPO function, training policy, reporting mechanisms to
escalate issues to senior level and develop mechanisms
to keep the inventory up to date



EDPS compliance tools

12 VISITS since 2010
2010: EEA, EMSA
2011: GSA, ERA, EUROFOUND, CPVO

2012: ERCEA, ETF, EASA, ECDC,
FRONTEX, REA
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EDPS enforcement powers

The lack of compliance could result in the use of
the EDPS

enforcement powers under Article 47(1) of
Regulation 45/2001

- ban of the processing operation in question
(permanent or temporary),

- referral to the Court of the EU

- referral to the Commission, EP, Council ...

19



THANK YOU FOR YOUR ATTENTIONI!

For more information:

www.edps.europa.eu
edps@edps.europa.eu

u @EU EDPS

20
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