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This presentation

• Advice on Article 22 of Regulation 45/2001

• Based on good practices in Information 
Security Risk Management (ISRM)

• Aims to help controllers assume their 
responsibility and apply accountability

2



Some definitions

• Information security: preservation of confidentiality, integrity and availability of 
information

• Risk: effect of uncertainty on objectives
– (Note 6) […] the potential that threats will exploit vulnerabilities of an information asset 

[…] and thereby cause harm […]

• Risk management: coordinated activities to direct and control an organization 
with regard to risk

• Risk management process: systematic application of management policies, 
procedures and practices to the activities of communicating, consulting, 
establishing the context and identifying, analysing, evaluating, treating, 
monitoring and reviewing risk

• From ISO 27000:2014
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ISRM 101

• ISRM : Information 
Security Risk 
Management

• ISO 27005 (among 
others…)
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ISRM 101: Risk identification

1. Context establishment

2. Risk identification
– Assets (p.d. and more…)
– Vulnerabilities
– Threats
– Existing controls
– Impact
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ISRM 101: Risk analysis and 
treatment

3. Risk analysis
– Methodology
– Impact assessment
– Likelihood assessment
– Risk

4. Risk treatment
– Avoid
– Reduce
– Transfer
– Accept

6



ISRM 101 – Outcomes

• Security plan

• Residual risk

• Monitoring and review

7



Regulation 45/2001 (I)

• Security of processing (Art. 22.1)
– “Having regard to the state of the art and the 

cost of their implementation, the controller 
shall implement appropriate technical and 
organisational measures to ensure a level 
of security appropriate to the risks 
represented by the processing and the 
nature of the personal data to be 
protected.”
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Regulation 45/2001 (I)

• Security of processing (Art. 22.1)
– “Having regard to the state of the art and the 

cost of their implementation, the controller 
shall implement appropriate technical and 
organisational measures to ensure a level 

of security appropriate to the risks 
represented by the processing and 
the nature of the personal data to be 
protected.”
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Regulation 45/2001 (I)

• Security of processing (Art. 22.1)
– “Having regard to the state of the art and the 

cost of their implementation, the controller 
shall implement appropriate technical and 
organisational measures to ensure a level 
of security appropriate to the risks 
represented by the processing and the 
nature of the personal data to be 
protected.”
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Risk management: coordinated activities to direct and 
control an organization with regard to risk

Risk management process: systematic application of 
management policies, procedures and practices to the 
activities of communicating, consulting, establishing the 
context and identifying, analysing, evaluating, treating, 
monitoring and reviewing risk



Regulation 45/2001 (II)

– “Such measures shall be taken in particular to 
prevent any unauthorised disclosure or 
access, accidental or unlawful destruction or 
accidental loss, or alteration, and to prevent 
all other unlawful forms of processing.”
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Regulation 45/2001 (II)

– “Such measures shall be taken in particular to 
prevent any unauthorised disclosure or 
access, accidental or unlawful destruction or 
accidental loss, or alteration, and to prevent 
all other unlawful forms of processing.”
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Information security: preservation of 
confidentiality, integrity and availability of 
information



Art. 22.1

• Measures has to be analysed in light of the risks to the 
processing of personal data and the nature of the personal 
data processed.

• All processing operations: manual or automated

• All factors that are relevant: systems used, infrastructure, 
physical security, etc.

• Directive 95/46/EC - Article 17
– Recital 46: measures have to be taken “both at the time of the design 

of the processing system and at the time of the processing itself”.
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Security measures

• Article 22.2 – minimum needed but not 
enough
– Exceptions need to be justified.

• Security measures catalogues:
– EC CD 3602, IR and security standards
– ISO 27002, NIST SP 800-53, COBIT, SANS 

Critical Security Controls for Effective Cyber 
Defense…
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Accountability

• Management is accountable: 
– Risk management process
– Risk assessments/treatment
– The security measures selected and their 

implementation
– Residual risks

• Responsibility: many stakeholders!!
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Stakeholders

• Information Security Officer
• Data Protection Officer
• Security Officer
• Documents Manager
• Business process owners
• Process/Project officers
• …
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Regular assessment

• Threats, technologies, business 
processes… evolve constantly

• EU institutions need  to review its risk 
assessment and the selection of security 
measures regularly

• ISRM a process not a project!!
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Implications for EUIs (I)

• Management commitment and decision on 
the acceptable levels of risks.

• Selecting a ISRM methodology and 
applying it consistently:
– (EC) CD 3602 and security standards
– ISO 27005, BSI standard 100-3, EBIOS, 

Octave Allegro, NIST SP 800-30…
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Implications for EUIs (II)

• Allocating resources to tackle all tasks 
related to ISRM

• Adequate training and awareness on the 
ISRM process

• Proper linking of ISRM process to other 
ones, e.g.:
– IT/DP governance
– overall risk management process
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Implications for EUIs (III)

• Documenting all key steps of the ISRM 
process

• Use tools to ease the implementation of all 
steps of that process
– Although not easy to find
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Information Security 
Management System

• Evolution and maturity

• Information Security Management System: 
27001
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What about you?

• InfoSec 
governance/management

• ISRM in your 
organizations

• ISRM and data 
processing feasibility
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Exists?

Is the DPO/DPC 
involved?
If not, why?



Recap

• InfoSec & data protection

• InfoSec based on ISRM

• Accountability
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