E- Prtvacy rewsnon An anaIySIS from cwtl Somety groups

In light of the adopted General Data Ptotecuon Regulation (GDPR) the orgamsattons mentioned in the
end of this document would like to draw attention to the following elements to be taken into considera-
tion for the upcoming review of the e-Privacy Directive (2002/58/EC)

I General Issites
SCOPE:

The scope of and definitions in the e-Privacy Directive are broadly limited to providers of e-communi-
cation services. We beheve that its_successor should cover all processmg of personal data relatmg to
relevant onhne activities, insofar as not aheady speaﬁcally covered by the GDPR to an adequate de-
gree of premsmn to ensure predlctablhty and the protection of fundamental nghts to freedom of expres-
sion and prlvacy It is pamcularly 1mportant to address issues that arise from the interaction between
the rlght 10 privacy. and freedom of communication, especxally the necessuy 10 safeguard the confiden-
tiality of communications. With appropriate changes updating the existing Iegtslatmn the new instru-
ment would agam “complement and partlculanse” matters covered by the mam mstmment (now the
GDPR) o : SO 3

NATURE OF THE NEW INSTRUMENT

The 1ev15ed instrument should be a Regulation, for the sake of consistency w1th the GDPR for pre-
dlctablhty and for effective protectlon of fundamental ughts The new instrument (the « Complementary
Regulaﬂon”) must fully incorporate and respect the standards or reqmrements set in the GDPR, and

achieve the aim of ensuring that all the prmc1ples and rules of the GDPR are fully apphed in the onlme
context in the same manner across the common market. _

CORE PRINCIPLES:

The successor to the e- anacy Dtrective should protect

The rev1sed mstrurnent should expressly clanfy that thlS prmc1p1e apphes fully to any type of data relat-
ing to online activities and communications, mcludmg traffic and location data as currently defined in
the e-Privacy Directive, as well as any similar data created. or used in the online environment, such as
location data, browsing data e-book usage patterns mob:le app use, search quenes, etc, and any new
data produced therefrom; - - : e

- the fundamental rlght to protectlon of personal data as enshrmed in Article 8 of the Charter;

- the fundamental rlght to freedom of expression, as enshrined in Article 11 of the Charter. To achleve
this goal, the revised instrument should also protect the freedom to seek information, without being
obliged to consent to tracking of one’s information-collecting activities. This is particularly important
when accessing information regatdmg issues lmked to the 5pec1al categortes of personal data as set out
in the GDPR. . - : _ :




- in addition, it is important to reaffirm the fundamental right to the inviolability of a person’s prop-
erty, with specific reference to the devices used for online activities, such as computers, mobile
phones laptops etc. [See below].

- Any mterference w1th these rtghts fmeseen under the 1ev15ed mstrument must be in lme w1th Article
52 of the Charter of Fundamental Rights. Such interferences, if intrtoduced, must be clearly defined in
law which is non-discriminatory and non-arbitrary and foreseeable in its application, and “necessary”
and “proportionate” to genuinely achieve a clearly-defined objective of general interest. Such interfer-
ences should not in any way undermine the essence of the fundamental rights protected under the re-
vised instrument. Individuals affected by them must have an effective remedy in accordance with Arti-
cle 47 of the Charter

These prtnt:lples become all the more urgent m the online environment, since eleetromc communica-
tions have become such an mteglal pait of many aspects or citizens' lives, whether economic, soc1al
polmcal or recreational. A successor to the e- Privacy Directive should acknowledge that online com-
munications technology has such a profound impact on fundamental freedoms that it }USUflES SpEleiC
apphcatlons of the prmaples of the Charter of Fundamental nghts in order for the essence of these
rights to be reSpected in practice, As the US Supreme Court put 1t eloquently in Rlley v Caltforma (573
USSC (2014) 13- 132 25 June 2014 P 17)

“Cell phones dtffer m both a quanutattve and a quahtotwe sense from other ob;ects that mtght be kept on

an arrestee’s person. The term 'cell phone' is itself misleading shorthand; many of these devices are in fact
minicomputers that also happen to have the capacity to be used as a telephone. They could just as easily

be called cameras, video players Rolodexes, caiendars tape recorders hbranes dmnes albums telew- S
sions, maps, or newspapers

The above quotatlon underhnes that technology-mdependent legislatton whﬂe soundmg atnaCUVe in
theory, in practice is hkely to fall short of any of the objectives above, When we argue in favour of
technology-mdependence itis about mdependence of the technologlcal means through which funda-
mental rights are impacted, not about treating actors equally regardless of the impact they have on fun-
damental rights.

APPLICABLE LAW IN THE ONLINE ENVIRONMENT:

The question of applicable law in the online enwromnent and the co-existence of EU and national leg-
islation in this area is a crucial element that needs to be addressed, Although the original GDPR pro-
posal aimed at harmomsmg the EU data protection measures falling within its scope (by virtue of it be-
ing a Regulation rather than a Dlrecnve), the final version of the leglslanon contains numerous provi-
sions that defer to the Member States for their 1mp1ementauon and interpretation, Desplte this, however
and unlike Directive 95/46/EC, the GDPR does not contain an “applicable law” provision. This is espe-
cially problematic in the online context and should be 1emed1ed in the revision process of the e-Privacy
Directive, : : S - :

We pxopose fo melude in the rewsed instrument a provision on the lines of the one in the Directive
95/46/EC i e : S -

1. Except as prowded for in par agt aphs 2and 3, where the GDPR allows for
matters to be regulated by the law of the Member States, each Member State shall
apply the relevant national provisions to the processing of personal data carried out
in the context of the activities of an establishment of the controller on the territory
of the Member State.




2, When the same controller is established on the territory of several Mem-
ber States, the processing shall be subject only to the relevant legal provisions of the
Member State where the controller has its main establishment, as defined in article
4 of the General Data Protection Regulation, insofar as the decisions on the pur-
poses and means of the processing are taken by the main establishment, and the
main establishment has the power to have such decisions implemented, also by
other establishments of the controller in other Member States. However, if the deci-
sions on the purposes and means of the processing are taken by another establish-
ment in another Member State, and the latter establishment has the power to have
such decisions tmplemented poragmph 1 shaH apply

3 : _' ':. When the controHer is not estabhshed in the Umon but the processmg by . _'
. subject to the legal rules relating to the matters covered by par agmph 1 of the o
s :__Member State where the conrroHer hos appomted ns representatrve

Specnﬁc lssues ' E :
REVIEW VALUE ADDED SERVICES

References to “value added servxces” and “publicly avadable communication services” need io be re-
viewed in the light of recent technological developments. There is.a need to claiify the dtfference be-
tween value added setv1ces for the 1 user and data re-use for the beneﬁt of thlrd parnes '

More broadly, approprlate changes are needed to address the fact that there is substanual substltutlon
ongoing between internet-based semces and more ttadmonal “pnbhcly avaﬂable communication ser-
vices”, For example, SMS messaging over mobﬂe networks has been latgely subsntuted by instant
messaging services. It therefore stands to reason that such service prov1ders should have a smnlar Te-
spon31bd1t1es as more traditional commumcattons service provrders This is not jl]St for reasons of corn-
petmon but aIso needed in order to ensure ongomg protectton for Charter rtghts N

ALIGN DEFINITION St

All relevant deftmnons should be ahgned w1th the GDPR and all concepts defmed m the GDPR should
be read in exaeﬂy the same way in the new Complementary Regulaﬂon -

TRAFFIC ANB LOCATION DATA AND OTHER GEOGRAPHICAL INFORMATION

Geographleal tnformatton trafftc data, locatton data and any other personal data processed should be
reduced to the least-pre(:tse (least-glanular, least—mvaswe) type needed for the relevant (initial or subse-
quent) purpose for which they are collected and used, and deleted as soon as they are no longer needed
for the initial or subsequent purpose, in line. w1th the pnnc;ples of “data minimisation” and “purpose
limitation,” as defmed under the GDPR, While these principles are .already prowded for under the
GDPR, itis nnportant to spell this out in the revised instrument for sake of clarity and plEClSlOll given
the increasing use of geographical location data in many dlffetent contexts, and the serious intrusions
of privacy that can result from the processing of location data. We draw attention in particular the fol -
lowing points:

1 Because the controller offers goods and seivices to data subjects in the Union, or monitors their behaviour within the
Union: vis Article 3.2 of the GDPR.
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- Some data can be both location and traffic data, depending on the context. There is a need for more
clarity on the particular regime that applies, ensuring maximum protection at any stage. Data derived
from traffic, location or subscriber information should also be recognised as being covered by the Char-
ter right to confidentiality of communications, in addition to the requirements of the GDPR.

- Regarding anonyrn_isa_tion, the opinion of Article 29 Workjng Party (Opinion 05/2014) on this regard
should be taken into account,

- There are special difficulties in the de-identification of location data that were not apparent when the
current directive was written. On the whole, data science is showing that yesterday's surefire methods
for anonymisation are, in fact, simply pseudonymisation. The European Data Protection Supervisor, in
his Opinion 7/2015 correctly argues that it “will be ever easier to infer a person’s identity by combining
allegedly ‘anonymous’ data with pubhcly available information such as on social media”, Therefore, it
would desrrable not menttonmg anonym1sat10n 1f that is not what the measure offers e

- What data is retamed for bﬂhng needs tlghtemng Thrs 13 eurrently opea to abuse, for example some
operators keep detailed web history logs with the argument that they may be challenged on data
charges. There is a need for more consrstency and transparency over retentton perrods and for full data
mmmusatton in that context o ; B : Ry .

BEHAVIOURAL ADVERTISING ONLINE 'I'RACKINGICOOKIES

There is a need for new, clearer rules on the use of techrncal mechamsms for what is often called be-
havioral advertrsmg Behavroral adverusmg is in itself a lmsleadmg term, because current pracuaes
rnostly rer on trackmg across different, websrtes apps and even devices. ThlS means that the focus lies
on tying the identity of v1s1tors across drfferent contexts together in order to create vast extensive pro-
files of individual citizens, with little transparency on what data are merged and what new personal data
are generated on the basis of assumptrons gleaned from that data. At the time of the drafting of the e-
Privacy Directive, the mechanism of choice for this activity was the cookie. ‘Currently, this is done
through a wide array of mechanisms, at the same time as the online economy has, for the most part
turned into a surveillance -economy. e hioenn

It is therefore clear that future legislation requires clear distinctions to be made between techmcal
mechanisms that are used to recognise a user for the correct functronmg of the online service (e.g. re-
membering that a user is logged in, that they have placed something in a shopping basket, etc), and
those which are used for the purpose of mapping and analysing an individual's behaviour. The use of
tracking, especially cross-context, should by its nature be regarded as constituting “monitoring of the
behavior” of the data subjects concerned and therefore be subject to the rules on such monitoring in the
GDPR in particular Articles 21 (rrght to obgect) and 22 (automated decrsrommaklng) In the context of
new techmcal developments in particular in mobile technologles and browsers, attention needs to be
focused more on potential lmpact of these developments on fundamenial rights and less on the specific
mechanisms used. It should not be the case, for instance, that trackmg perforrned with the assistance of
apphcaﬂon programming interfaces or ]avascupts are permissible without user consent, even though ef-
fectrvely identical trackmg through the use of cookies without consent is prolublted The new rules
should simply prevent any trackmg of the user's behavrour, which is not necessary for provrdmg the
service, without his/her consent (in line with the GDPR rules on profiling).

Generally, we support the implementation of the recommendations of the Article 29 Working Party in
this regard. The new, clearer rules should have a focus on reducing the number of cookie consent re-
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quests that the average citizen encounters during the day, and introducing more comprehensive and ef-
fective measures, as discussed below. This could be achieved inter alia by excluding innocuous analyt-
ics applications from the restrictions. =~ '




INSTALLATION OF SOFTWARE/MALWARE

The Yevised instrument should exphculy clarlfy that the commission of any of the offences listed in
Chapter I, Section 1, of the Council of Europe Cybercrime Convention (CETS No. 185) - i.e., unau-
thorised access to a computer system, interception of computer data, data interference or system inter-
ference, and misuse of devices — when perpetrated in relation to any computerised device, including
mobile phones, tablets, laptops and personal computers, constitutes a violation of the fundamental right
to the inviolability of a person’s property as well as, in most cases, a violation of the person’s right to
data protection and confidentiality of communications. Authorisation for any such actions by any state
agency should therefore be fully in accordance with the Cybercrime Convention and the Charter and
based on clear, precise, published law that is foreseeable in its application, clearly serves a narrowly-
defined legitimate public interest, and limited to what is necessary and proportionate to achieve that
purpose. Member States should also prohibit and criminalise such actions by private actors in accor-
dance with the Cybercrime Convention. They should not encourage such actions by private companies,
e.g., to counter copyright mfrmgements in what has been called “privatised law enforcement” but
rather should regulate such Inatters in clear pubhc law meetmg the above standards '

More spec1flcally

- The trackmg of users across multlple websnes and devxces is highly problemaue and intrusive. The
tracking of users across multiple websites makes it impossible for users to foresee the parties who will
gather knowledge about their internet use (and the extensive personahty, health, sexual, financial, polit-
ical and other data that can be extrapolated from such information) and the purposes for which that
knowledge will be used. It follows from this that internet users are inherently mcapable of giving in-
formed consent to such lrackmg across multiple websites and devices.

- The denial of consent to a uackmg cookie should not result in denial of any public service or a service
for which the provider holds a dominant position. A public service should, by definition, be available to
the genelal pubhc and availability should not be based on the acceptance of a tracking cookie.

- Public and private-sector entities which offer healthcare, or advice in healthcare or other mformatlon
regarding the issues linked to special categories of personal data as set out in the GDPR should not be
allowed to use tracking cookies. Tracking cookies in relation to the delicate nature of the work of these
entities may lead to the collection of highly sensitive personal data and -profiles, or such data or pro-
files can be infeired from the collected data.

SECURITY MEASURES

Privacy by default and de51gn should be required by the new instrument to ensure privacy and confi-
dentiality of communications. It should not be permitted to remove or weaken -- or attempt to remove
or weaken— any security measures that are applied by usets, subscribers or third-party services, Trans-
parency should also be required with regard to any inherent or discovered vulnerabilities with regard to
such security measures.

CONSENT FOR THE PROVISION OF DATA FOR VALUE-ADDED SERVICES:

The e-Privacy Directive allows the processing of traffic and location data for value-added services with
the consent of the data subject. There is the need to redefine what “value-added services” mean, from
the user's perspective and that such consent, 'in any case, must fulfill the conditions set out in GDPR.
Rules on how this consent needs to be provided (and revoked) should be made clearer. In some in-
stances, this is resolved by the provider of the value-added service “conveying” the consent to the
provider of the e-communication service, typically by issuing a warranty to the effect that the former
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will only request the relevant data from the latter, in cases in which the former has such consent.
Clearly, this means that the added-value service provider should bear the burden of proof if this is chal-
lenged.

Consent must not be bundled to cover both marketing communications and value-added services in one
check box, as now sometimes happens. Smart, context-specific solutions can be found.

THE NEED FOR HARMONISATION OF THE “NATIONAL SECURITY/PUBLIC
ORDER/CRIME PREVENTION ETC, EXEMPTIONS”:

The exemptions in Article 15 of the e-Privacy Directive need to be harmonised — or they should be
made subject to the “applicable law” rules proposed earlier. Jurisprudence from the Court of Justice of
the EU in the Digital Rights Ireland Case should be reflected in clarifications of the safeguards that
need to be in place when adopting measures that rely on the exemptions set forth in Articie 15. The cur-
rent wording has led to different restrictions (dlfferent exceptions to the main rules) in different Mem-
ber States. This is especially problemaﬂc when those different rules are apphed in the online context —
both as concerns state measures relating to state security, public security, national security and against
online crime and as concerns private-sector activities against such matters. Adoption of “applicable
law” rules along the lines proposed above would resolve this, but it would be important to clarify that
.those “applicable law” rules also apply to sMember States laws based on the “naUOnal secmlty/pubhc
order!crlme preventmn etc exemphons ' : : i : :

' More speelflcally, it should be, clarified in the SuCCessor mstrument that whlle the acuvmes of the
Member States in relation to national security are outside EU law, the dlsclosure of personal data by en-
tities subject to EU law, and more in particular by EU data protection law, to the agencies of the Mem-
ber States involved in national security matters is subject to EU law and EU data protection law — and
in relation to online activities thus to the GDPR and the successor instrument, including the exemption
clauses in the GDPR and the successor instrument. Such disclosure must therefore again be based on

- clear, precise, pubhshed law that js foreseeable in its application, clearly serves a narrowly-defined le-___ .

: : gzumate pubhc mte1 est, and lumted to what is necessary and proportionate to achleve that purpose

ENFORCEMENT

- Data Protection Authonues not Telecoms Regulators, shou}d be in charge of enforcmg the SuCCessor
of the e-Privacy Directive. Irrespective of whether or not some telecoms regulators have done a good
job in implementing the existing legislation, we are convinced that the new legal framework would
make it more efficient for this role to be entrusted to Data Protection Authorities. This will ensure more
consistency due, for example to the DPAs' more detailed awareness of, and involvement in preparation
of opinions and guidelines lssued by the Amde 29 kamg Party or the European Data Protection
Board. Furthermore, if the scope of the successor of the Directive is expanded to all online activities, as
we propose, the enforcement would fall beyond the scope of the Telecoms Regulators. Lastly, the Tele-
coms Regulators are not and cannot be involved in the crucially important “cooperation”- “mutual as-
sistance”- and “consistency” mechanisms introduced by the GDPR — which should fully apply to the
new instrument replacing the e-Privacy Directive.

- DPAs should receive better tools to engage with technical standardisation processes, which should en-
sure more effective implementation of privacy by design.
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