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Certification

“A structured system by which an 
independent and impartial third party

(certification authority), 
after performing an assessment of the system of interest

at a point in time, 
issues the results in the form of a certificate, 

asserting that the system complies with
public and standard criteria under specific conditions“



Challenges

• Flexibility
– Domain
– Organization
– Product/Process/People

• Scalability
– From self-assessment to 3rd party certification

• Requirements
– Depend on domain/product
– Might depend on stakeholder



TRUESSEC.eu



Stakeholders Online Platform



“Privacy Engineering”
• Books:

• Courses and training programs:

• Events:
2012 2013 2014 2015 2016 2017



“Privacy Engineering”
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“Privacy Engineering”



Privacy Engineering landscape?

Christian Lopez (the garage) https://www.flickr.com/photos/andidigress/4471100232



A Privacy Engineering Methodology Metamodel

Justin de la Ornellas (avex2) https://www.flickr.com/photos/ornellas/2835160463/



Privacy Engineering

Privacy Engineering

“Privacy engineering is an 
emerging research framework 
that focuses on designing, 
implementing, adapting, and 
evaluating theories, methods, 
techniques, and tools to 
systematically capture and 
address privacy issues in the 
development of sociotechnical 
systems.”
(Gürses & Del Álamo, 2016)



Privacy Engineering revisited
Privacy Engineering contributions

define Method(ologie)s or Methodological elements (Fragments)
to systematically capture and address privacy issues

in the development of information systems
made of:

Producers (role, tool or team)
who perform some Work Units (process [goal], task [what], technique [how])

which act upon (reads, creates, modifies, deletes)
some Work Products (documents, models*, software items)

while at a Stage (at a milestone, or during a phase, build, or time cycle)
and using some given Resources

(languages, notations, guidelines and constraints).
*Models

are composed of Model Units, 
conform to a Language, 

and are expressed in a Notation



Conclusions

• Certification challenges
– Diversity of approaches but lack of guidance and 

requirements
• Privacy engineering can deliver 

– A common conceptual framework 
– Methodologies defined in compatible terms
– A reusable knowledge base 

• TRUESSEC.eu is addressing these challenges
– Organizing debates on different topics

Join and participate!!!



Thank you

jmdela@dit.upm.es
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