EDPS Guidelines on assessing the proportionality of measures that limit the
fundamental rights to privacy and to the protection of personal data
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I. The purpose of these Guidelines and how to use them

Fundamental rights, enshrined in the Charter of Fundamental Rights of the European Union
(hereinafter, ‘the Charter’), form part of the core values of the European Union, which are
also laid down in the Treaty on the European Union (hereinafter, ‘TEU’)!. Among these rights
are the fundamental rights to privacy and the protection of personal data enshrined in Articles
7 and 8 of the Charter. These fundamental rights must be respected by EU institutions and
bodies including when they design and implement new policies or adopt any new legislative
measure. Other fundamental rights norms also play an influential role in the EU legal order, in
particular those set out in the European Convention for the Protection of Human Rights and
Freedoms (hereinafter, ‘the ECHR’)

The conditions for possible limitations on the exercise of fundamental rights are among the
most important features of the Charter because they determine the extent to which the rights
can effectively be enjoyed?®.

The necessity and proportionality of a legislative measure entailing a limitation on the
fundamental rights to privacy and the protection of personal data are an essential dual
requirement with which any proposed measure that involves processing of personal data must
comply. However, ensuring that data protection becomes an integral part of EU policy-
making requires not only an understanding of the principles expressed in the legal framework
and in the relevant case-law, but also a practical and creative focus on solutions to complex
problems, with often competing policy priorities®.

The Court of Justice of the European Union (hereinafter, ‘the CJEU’) has recognised that
EU legislation is often required to meet several public interest objectives which may
sometimes be contradictory and require a fair balance to be struck between the various public
interests and fundamental rights protected by the EU legal order®. Such rights and interests, as

1 Article 2 TEU states that'[t] he Union isfounded on the values of respect fohuman dignity, freedom,
democracy, equality, the rule of law and respect for human rights, including the rights of persons
belonging to minorities". In addition, Article 6(1) TEU recognises thearights, freedoms and principles

set out in the Charter, which has the same legal value as the treatiGsmphasis supplied)

2 Article 6(3) TEU statesthat "fundamental rights, as guaranteed by the European Convention for the
Protection of Human Rights and Fundamental Freedoms and as they result from tkenstitutional
traditions common to the Member States, shall constitute general principles of the Union's law"
(emphasis supplied)

3 Article 52(1) of the Charter states that O ¥ n ¥mitation on the exercise of the rights and freedoms
recognised by this Charter must be provided for by law and respect the essence of those rights and
freedoms. Subject to he principle of proportionality, limitations may be made only if they are necessary
and genuinely meet objectives of general interest recognised by the Union or the need to protect the rights
AT A EOAAAT I O T &£ 1T OEAOOGG S8

4 SeePolicy paper “EDPS as an advisor to EU institutions on policy and legislation: building on ten
years of experience”, 4 June 2014, available at:

https://edps.europa.eu/data -protection/our -work/publications/papers/edps -advisor-eu-institutions -
policy-and-leqgislation_en

5 Case 75/06, Productores de Mdusica de Espafia (Promusicae) v Telefénica de Espafia SAU
ECLI:EU:C:2008:54para. 68. In joined casesG-203/15 and C-698/15, Tele2Sverige ABAdvocate General
Saugmandsgaard geexplained in his Opinion,ECLI:EU:C:2016:57%ara. 247,that (his requirement of
proportionality within a democratic society or proportionality stricto sensu flows both from Article 15(1) of
Directive 2002/58 and Article 52(1) of the Charter, as well as from settled else it has been consistently
held that a measure which interferes with fundamental rights may be regarded as proportionate only if the
disadwantages caused araot disproportionate to the aims pursued(emphasis supplied) In para. 248 he
also pointedout that the requirement of proportionality in th is particular case of retention of large amount
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enshrined in the Charter, may include: the right to life (Article 2) and to the integrity of the
person (Article 3); the right to liberty and security (Article 6); freedom of expression (Article
11); freedom to conduct a business (Article 16); the right to property, including intellectual
property (Article 17); the right of access to documents (Article 42).

These Guidelines are intended to help with the assessment of compliance of proposed
measures with EU law on data protection. They have been developed to better equip EU
policymakers and legislators responsible for preparing or scrutinising measures that involve
the processing of personal data and limit the rights to protection of personal data and to
privacy. They aim at assisting policy makers and legislators, once they have identified the
measures which have an impact on data protection and the priorities and objectives behind
these measures, in finding solutions which minimise conflict between these priorities and are
proportionate.

The EDPS would underline the responsibility of the legislator to assess the proportionality of
a measure. The present Guidelines therefore do not intend to provide, nor can they provide, a
definitive assessment as to whether any specific proposed measure might be deemed
proportionate. Rather, they offer a practical, step-by-step methodology for assessing the
proportionality of new legislative measures, providing explanations and concrete examples.
They respond to requests from EU institutions for guidance on the particular requirements
stemming from Article 52(1) of the Charter.

The Guidelines complement the EDPS Toolkit “Assessing the necessity of measures that limit
the fundamental right to the protection of personal data” (hereinafter, ‘the Necessity Toolkit*)®
and deepen, with respect to the rights to privacy and to the protection of personal data’,
existing guidance produced by the European Commission, the Council of the EU and the
European Union Agency for Fundamental Rights (hereinafter, ‘FRA”), on the limitations
of fundamental rights in general, concerning, for example, impact assessments and
compatibility checks®.

I £ Fopebsta débate about the values that stprevail in a democratic society and, ultimately, about what
kind of society we wish to live in 8

6 EDPS, “Assessing the necessity of measures that limit the fundamental right to the protection of personal data:
A Toolkit”, 11 April 2017, available at:

https://edps.europa.eu/sites/edp/files/publication/17-06-01 necessity toolkit_final_en_0.pdf.

7 In these Guidelinesreference is often made todata protectiond O both Agiia tO privacy and to the
protection of personal data. We point out however that these are distinct rights. On the difference
between the two, seehttps://edps.europa.eu/data -protection/data -protection_en

8 SeeEuropean CommissionTool#24 on Fundamental Rights & Human Rights as part of the Better
Regulation Toolbox, available athttp://ec.europa.eu/smart -regulation/guidelines/tool_24_en.htm

and the more in depth analysis provided ifCommission Staff Working Paper, Operational Guidance on
taking account of Fundamental Rights in Commission Impact Assessments, SEC (2011) 567inal,
available at:http://ec.europa.eu/smart -regulation/impact/key_docs/docs/sec_2011 0567_en.pdf

See alsoCouncil Guidelines on methodological steps to be taken to check fundamental rights
compatibility at the Council preparatory bodies, 5377/15, 20 January 2015available at:
https://www.consilium.europa.eu/media/30209/qc0214079enn .pdf

and FRA Handbook QApplying the Charter of Fundamental Rights of the European Union in law and
policymaking at national level”, Quidance, May 2018, available at:
http://fra.europa.eu/en/publication/2018/national -guidance-application-eu-charter

These documentscover all fundamental rights, hence they also refer teeveral CJElcaselaw examples
relating to the rights enshrined in Articles 7 and 8 of the Charter



https://edps.europa.eu/sites/edp/files/publication/17-06-01_necessity_toolkit_final_en_0.pdf
https://edps.europa.eu/data-protection/data-protection_en
http://ec.europa.eu/smart-regulation/guidelines/tool_24_en.htm
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https://www.consilium.europa.eu/media/30209/qc0214079enn.pdf
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The aim ofthese Guidelinesis to explore in greater depth and provide relevant
examples d, issues relating to the impact on the fundamental riglgto privacy and
the protection of personal daf, zooming in and complementingin particular
Tool#24 of the (Commission) Better Regulation Toolbox and the Operational
Guidance on taking account of Fundamental Rights in Commission Impact
Assessments.

The EDPS observes that, in recent years, the protection of personal data has gained momentum
and is increasingly acknowledged as a dimension that must be considered by the legislator in
all policy areas and for almost all Commission initiatives. This is not just due to an increased
public awareness, but to the greatly increased capacity of data processing (which would
have seemed harmless until recently) to severely impact the life of each and every citizen.

47 FMAEAAEI EOAOA OEA #1111 EOOEI T80 AEA (
proactively, already at the moment of the preparation of the Impact
Assessment, reference is also madgin the operational part of trese guidelinesto
the terminology of the Commission Impact Assessment Methodology (that is:
Drivers ; Causes Problem Definition ; Impact).

The EDPS, also given the complexities and specificities of this exerciseommitted
and ready to assist the Commission services, including by contributing to the
Impact Assessment work, in providing a source of valuable information relating to
data protection asfundamental right.

The Policy and Consultation Unit of the EDPS can be contacted on any questions
this guidance and on how to assess the impact on the fundamental rights to priva
and to the protection of personal data of legislative act$:or this purpose, you can
contact the functional email address of the Policy and Consultation UniOLICY
CONSULT@edps.europa.eu

It is essential to highlight that necessity and proportionality, even though strictly linked to
each other (both conditions must be fulfilled by the legislation), entail two different tests. This
is made evident in section 1l of the present Guidelines presenting the practical step-by-step
checklist for proportionality, whereby we provide the first holistic view of the overall
workflow.

The Guidelines consist of an introduction, which sets out its content and purpose, a legal
analysis of the proportionality test applied to the processing of personal data and a practical
step-by-step checklist for assessing the proportionality of new legislative measures. The
checklist is the core of the Guidelines and can be used autonomously.


mailto:POLICY-CONSULT@edps.europa.eu
mailto:POLICY-CONSULT@edps.europa.eu

The Guidelines are based on the case-law® of the CJEU, the European Court of Human Rights
(hereinafter, ‘the ECtHR’), Opinions of the EDPS and of the Article 29 Working Party
(hereinafter, “WP29”) as well as on guidelines of the European Data Protection Board
(hereinafter, ‘the EDPB’).

Together with the Necessity Toolkit, we seek with the Guidelines to provide for a common
approach to the assessment of necessity and proportionality of legislative measures with
respect to the right to privacy and to the protection of personal data. However, we acknowledge
that to complete this framework further inputs and research are needed. For this purpose, these
guidelines are submitted to public consultation until 4 April 2019.

Our thanks in advance to respondents for their feedback, which we will use to improve the
document.

I1. Legal analysis: the proportionality test applied to the rights to privacy
and to the protection of personal data

1. The test of proportionality in assessing the legality of any proposed measure
involving processing of personal data

Article 8 of the Charter enshrines the fundamental right to the protection of personal data.
The right is not absolute and may be limited, provided that the limitations comply with the
requirements laid down in Article 52(1) of the Charter. The same analysis applies to the right
to respect for private life enshrined in Article 7 of the CharterZ®.

9 For an overview of the relevantcase-law of the CJEU and ECtHR, sERA Handbook on European data

protection Law, 2018 edition, available at:

http://fra.europa.eu/en/publication/2018/handbook -european-data-protection-law.

See alsahe "Factsheet- Personal data protection”, issued in September 2018 by the ECtHR, avaitaht:
https://www.echr.coe.int/Documents/FS_Data ENG.pdf

10 n joined cases €2/09 and C-93/09, Volker und Markus Scheclend Hartmut Eifert, Advocate General

Sharpston explainedn her Opinion, ECLI:EU:C:2010:35%ara. 73,thatO¢ | YEEA A 1 01 AAO 1T £ OE
rights, the right to privacy isnot an absolute right . Article 8(2) ECHR expressly recognises the possibility of
exceptions to that right, as does Article 9 of ConventNo 108 in respect of the right to protection of personal

data. Article 52 of the Charter likewise sets out (in general terms) similar criteria that, if fulfilled, permit

exceptions to (or derogation from) Charter rightsemphasis supplied) This approach was confirmed by

the judgment of the CJEWECLI:EU:C:2010:662paras 48-50.

/T OEA OECEO Oi OEA DPOi OAAOGEIT 1T £ PAOOGITAI AAOGA AO OI
i OOEA ' AT AOAT $AOA 0071 OAAOQE The pdde3ify of\péreohal dath sheul6eA ET A £0 A
designed to serve mankind Theright to the protection of personal data is not an absolute right; it must

be consideredin relation to its function in society and be balanced against other fundamental rights,

in accordance with the principle of proportionalityo(emphasis supplied)

On the difference betweembsolute rights (such as the prohibition of torture and inhuman or degrading

treatment or punishment as enshrined in Article 4 of the Charter) andights subject to limitations (such

as the right to privacy and to the protection of personal data), see Commission Staff Working Paper,
Operational Guidance on taking account of Fundamental Rights in Commission Impact Assessments,

SEQ2011) 567 final, page 9and FRA hadbook O! b1 UET ¢ OEA #EAOOAO 1T £ &O1 AA
%001 PAAT S5TEIT ET 1Ax AT A PI 1 EAUI AEdagego. AOG 1T AGET T AT 1 24
An important consequence of this distinction is thaabsolute rights cannot be limited and therefore are

not subject to a balance with other rights or interests. Hence, in cases where theight to privacy

concurs with (goes in the same direction ofan absolute right (for example, the right not to be subject to

torture), both (concurring) rights will not be subject to balance with other rights or interests (for

example, national security).



http://fra.europa.eu/en/publication/2018/handbook-european-data-protection-law
https://www.echr.coe.int/Documents/FS_Data_ENG.pdf

To be lawful, any limitation to the exercise of the fundamental rights protected by the Charter
must comply with the following criteria, laid down in Article 52(1) of the Charter:

1 it must be provided for by law,

9 it must respect the essence of the rights,

1 it must genuinely meet objectives of general interest recognised by the Union
or the need to protect the rights and freedoms of others,

9 it must be necessary - the focus of the Necessity Toolkit, and

1 it must be proportionate - the focus of these Guidelines.

This list of macro-criteria sets out the required order of the lawfulness assessment of a
limitation on the exercise of a fundamental right.

1. First it must be examined whether the law that provides for a limitation is accessible and
foreseeable!. If this requirement is not satisfied, then the measure is unlawful and there is
no need to proceed further with its analysis*2,

usi AAO 1 OOEAIT A v ¢ jnsdTar hsAhis Cltader corEafnOr@RsOWhich@arrEspond to rights

guaranteed by the Convention for the Protection of Human Rights afdindamental Freedoms, the meaning

and scope of those rights shall be the same as those laid down by the said Convention. This provision shall

not prevent Union law providing more extensive protectio/ 1  OE A IpfoGded for by l4wdBder

Article 52(1) of the Charter, the criteria developed by the ECtHR should be used as suggested in several

CJEU Advocates Gener@binions, see for examplahe Opinions in joined cases €03/15 and C-698/15,

Tele2 Sverige ABECLI:EU:C:2016:572 paras. 137154 and in case €70/10, Scarlet Extended
ECLI:EU:C:2011:255paras. 88-114. Hence, reference can be made, among others, to the ECtHR ruling in

Weber and Saravia v Germahy DA OABA y# OGO OAEOAOAOAO OEAO OEA AgPOA
1 Axd x Erddariing of Bricke 8 § Jof the ECHRJequires, firstly, that the impugned measure should

have some basis in domestic law; it also refers to the quality of the law in question, requiring that it should

be accessible to the person concerned, who must, nemver, be able to foresee its consequences for him,

and compatible with the rule of lan8 & 8

See alscRecital 411 £ OEA ' $02qd O30AE fr A 1 ACA1 Aclearta preds®¥ 1 ACEOI
and its application should beforeseeable to persons subject to it, in accordance with the caséaw of the

#1 000 1T £ ~OOOCEAA T £ OEA %OOi PAAT 51 Ei(dmphasssdupgliedAT A OEA
-/'T  OEA 1 foréskehbilityp £AE D OE A intRricelptibA & Cominuhications, see ECtHRase
Zakharov v Russigpara. 22914 BA #1 00O EAO EAT A 11 OAOAOAT T AAAOGEITO
in the context of interception of communications cannot be the same as in many other fiel#reseeability

in the special context of secretmeasures of surveillance such as the interception of communications,

cannot mean that an individual should be able to foresee when the authorities are likely to intercept his
communications so that he can adapt his conduct accordingly. However, espegiallhere a power vested

in the executive is exercised in secret, the risks of arbitrariness are evident. It is therefore essential to have

clear, detailed rules on interception of telephone conversations, especially as the technology available for

use is cantinually becoming more sophisticated. The domestic law must be sufficiently clear to give citizens

an adequate indication as to the circumstances in which and the conditions on which public authorities are
empowered to resort to any such measures(@mphasis supplied) In the same sense, most recently, séig

Brother Watchand othersv Uhited Kingdom, ECtHR13 September 2018 para. 306.

- See alsdShimovolos v Russizase ECtHR, 21 June 2011.

12 SeeECtHR case Benedik v. Slovenjgara. 132:0OE A ig 6f @@ @ew that the law on which the

contested measure, that is the obtaining by the police of subscriber information associated with the

dynamic IP address in question.(), was based and the way it was applied by the domestic couittscked

clarity and did not offer sufficient safeguards against arbitrary interference with Article 8 rights. In these

AEOAOI OOAT AAOh OEA #1000 Z£ZET AO OEAO OEA EIT OAOAZEAOAT AA
was not ‘in accordance with the law’ as required by Article 8 § 2 of the Convention. Consequently, the
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. Secondly, if the measure has passed the test of the quality of the law under point 1 above, it
must be examined whether the essence of the right is respected, that is, whether the right is
in effect emptied of its basic content and the individual cannot exercise the right. If the
essence of the right is affected, the measure is unlawful and there is no need to proceed further
with the assessment of its compatibility with the rules set in Article 52(1) of the Charter!2,

. Third, it must be examined whether the measure meets an objective of general interest. The
objective of general interest provides the background against which the necessity of the
measure may be assessed. As explained in the Necessity ToolKit, it is therefore important to
identify the objective of general interest in sufficient detail to allow the assessment as to
whether the measure is necessary.

. The following step consists of assessing the necessity of a proposed legislative measure
which entails the processing of personal data (necessity test),

. If this test is satisfied, the proportionality of the envisaged measure must be examined
(proportionality test). The concept of proportionality is a well-established legal concept under
EU law. It is a general principle of EU law which requires that “the content and form of

Court need not examine whether the contested measure had a legitimate aim and was
proportionated(emphasis supplied)

13 While the caselaw is not abundant regarding the conditions under whichthe essence of a right is
affected,it may be arguedthat this would be the caseif the limitation goes so far that it empties the
right of its core elements and thus prevents the exercise of the right.

- In caseC-362/14, SchremsECLI:EU:C:2015:650paras 94 and 95the CJEU found thathe essence of the
right to respect for private life and the right to an effective remedy were affected: Qegislation
permitting the public authorities to have access on a generalised basis to the content of electroni
communications must be regarded as compromising the essence of the fundamental right to respect for
private life, as guaranteed ¥ Article 7 of the Charter(...) Likewise, &gislation not providing for any
possibility for an individual to pursue legal r emediesin order to have access to personal data relating to
him, or to obtain the rectification or erasure of such dat@ges not respect the essence of the fundamental
right to effective judicial protection , as enshrined in Article 47 of the Chartdparas. 94 andd5) (emphasis
supplied). The Courtdid not further elaborate whether such a limitation was necessaryand invalidated -
also on other grounds the Commission’s Decision on the adequacy of the Safe Harbour Principles.

- In joined casesC-293/12 and C-594/12, Digital Rights ECLI:EU:C:2014:23%ara. 39, the CJEU found
that the essence of the right to respect for private life wasnot affected since the Data Retention Directive
did not allow the acquisition of knowledge of the content of electronic communications (but only of
The CJEU similarly found thathe essence of the right to the protection of personal data was not affected
because the Data Retention Directive provided for thbasic rule that appropriate organisational and
technical measures should be adopted against accidental or unlawful destruction, loss or alteration

of the retained data (paras.39 and 40). Onlyfollowing the assessment that the essence of the fundamental
right at stake was not compromised didhe Court proceal to examinethe necessity of the measure.

- In joined casesC-203/15 and C-698/15, Tele2 Sverige ABECLI:EU:C:2016:970para. 123, the Court
stated that the deprivation of review, by an independent authority, of compliance with the level of
protection guaranteed by EU law could alsaffect the essence of the right to the protection of personal
data as this is expressly required in Article 8(3) of the Charter an®® ¢ EY £ O B go0persoAsGwvhosd |
personal data was retained would be deprived of the right, guaranteed in Article 8(1) and (3) of the Charter,
to lodge with the national supervisory authorities a claim seeking the protection of their data

14 For our analysis ofthe necessity test, see theEDP\ecessity Toolkit,available at:
https://edps.europa.eu/data -protection/our -work/publications/papers/necessity -toolkit_en.



https://edps.europa.eu/data-protection/our-work/publications/papers/necessity-toolkit_en

Union action shall not exceed what is necessary to achieve the objectif/t® treaties"®®
(emphasis supplied). It is “built upon’ the constitutional traditions of several Member States®®.

Under Article 52(1) of the Charter, "subject to the principle of proportionality, limitations [on
the exercise of fundamental rights] may be made only if they are necessary (...)". According to
settled case-law of the CJEU, "the principle of proportionality requires that acts of the EU
institutions be appropriate for attaining the legitimate objectives pursued by the legislation at
issue and do not exceed the limits of what is appropriate and necessary in order to achieve
those objectives"!’. Hence proportionality in a broad sense (as referred to by the CJEU)
encompasses both the necessity and the appropriateness (proportionality in a narrow
senség of a measure, that is, the extent to which there is a logical link between the measure and
the (legitimate) objective pursued®®.

For a measure to respect the principle of proportionality enshrined in Article 52(1) of the
Charter, the advantages resulting from the measure should not be outweighed by the
disadvantages the measure causes with respect to the exercise of fundamental rights. It
therefore "restricts the authoritiesn the exercise of their powers by requiring a balance to be
struck between the meansused and the intended aim (or result reachetfy.

Indeed, in the Digital Rights judgment?®, the CJEU has ruled that the discretionary power of
the legislator is reduced when restricting fundamental rights: “where interferences with
fundamental rights are at issue, the extent of the EU legislature’s discretion may prove to be
limited, depending on a number of factors, including, in particular, the area concerned, the
nature of the right at issue guaranteed by the Charter, the nature and seriousness of the
interference and the object pursued by the interference”?!. Replying in substance to the
question ‘What is the extent of the (reduced) discretion of the EU legislator?’, the CJEU
stated: “[T]he EU legislation in question mustlay down clear and precise rules governing the
scope and application of the measure in question and imposing minimum safeguards so that
the persons whose data have been retained have sufficient guarantees to effectively protect

15 See Article 5(4) TEU.

16 The principle was developed by theCJEUin case Internationale HandelsgesellschaftC-11/70,
ECLI:EU:C:1970:114Similarly to the German administrative law; also at EU level, the test for establishing

the necessity andproportionality of a measure is composed of three steps: (i) appropriateness; (ii)
necessity; and (iii) proportionality stricto sensu See in this regard, C. Bagger TranbeRyoportionality and

data protection in the case law of the European Court of ltestinternational Data Privacy Law, 2011, Vol,

No. 4, page 240.

17 Case &62/14, Gauweiler (OMT)ECLI:EU:C:2015:400para. 67. See also 331/ 88, Fedesa and others
ECLI:EU:C:1990:39]para. 13: @s to review of proportionality, the principle groportionality, which is one

of the general principles d€ommunity law, requires that measures adopted by Community institutions do not
exceed the limits of what is appropriate and necessary in order to attain the objectives legitimately pursued
by the Egislation in question; when there is a choice between several appropriate measures recourse must be
had to the least onerous, and the disadvantages caused must not be disproportionate to the aims parsued
83 AA %$03 . AAROOEOU 4ADEEEOBEBEADOADAK BOERBI OBEI 1 Al EC
19K. Lenaerts, P. Van NuffeEuropean Union LawSweet and Maxwell, 3rd edition, London, 2011, p. 141
(case C343/09, Afton Chemical para 45; joined cases €2/09 and C-93/09, Volker und Markus Schecke

and Hartmut Eifert, ECLI:EU:C:2010:662para. 74; cases €581/10 and C-629/10, Nelson and Otherpara

71; case G283/11, Sky Osterreichpara 50; andcase G101/12, Schaible para 29).

20 Joined case$>-293/12 and CG-594/12 ,ECLI:EU:C:2014:238

21 |bid. para.47.



their personal data against the risk of abuse and against any unlawful access and use of that
data”?? (emphasis supplied).

This latter element (the balance to be struck) describes proportionality in a narrow sense
(stricto sensiand constitutes the proportionality test which is the subject matter of the present
Guidelines. It should be clearly distinguished from necessity (see section 111 below), from both
a conceptual and a practical viewpoint.

2. Clarifications on the relationship between proportionality and necessity

As specified in the Necessity Toolkit, “necessity implies the need for a combined, fact-based
assessment of the effectiveness of the measure for the objective pursued and of whether it is
less intrusive compared to other options for achieving the same goal”. The necessity test
should be considered as the first step with which a proposed measure involving the
processing of personal data must comply. Should the draft measure not pass the necessity
test, there is no need to examine its proportionality. A measure which is not proven to be
necessary should not be proposed unless and until it has been modified to meet the requirement
of necessity: in other words, necessity is a pre-condition for proportionality?.

These Guidelines are hence based on the assumption that only a measure proved to be necessary
should be assessed under the proportionality test. As mentioned in the Necessity Toolkit, in
some recent cases, the CJEU did not proceed in assessing proportionality after finding that
the limitations to the rights in Articles 7 and 8 of the Charter were not strictly necessary?*,

However, once a legislative measure is assessed to be necessary, it should then be examined
according to its proportionality. A proportionality test generally involves assessing what
‘safeguards’ should accompany a measure (for instance, on surveillance) in order to reduce the
risks, posed by the envisaged measure to the fundamental rights and freedoms of the individuals
concerned, to an ‘acceptable’/proportionate level.

22 |bid., para. 54.

- See alscEDPS Opinion 5/2015 Second Opinion on the Proposal for a Directive of the European
Parliament and of the Council on the use of Passenger Name Record (PNR) data for the prevention,
detection, investigation and prosecution of terrorist offences and serious crime, pages 6x ¢, O) 1 OEA
context of the performance of roportionality test, theextent to which the EU legislature's discretion
may prove to be limited depends on a number of factorsncluding, in particular: the area concerned, the
nature of the rights at issue, the nature and seriousness of the interference and the object pursued by the
interference. The Court insisted that these limitations and safeguards are even more important wheer
personal data are subjected to automatic processing and where there is a significant risk of unlawful access
O OEI OA AAOAB8d6 4EA %Bi0s3y/ edpPdiiofaled/siteR/@lp/Ae®puBitafoA/iISA A Oq,
09-24 pnr_en.pdf

23|n joined cases C-465/00, C-138/01and C-139/01, Reclhungshof ECLI:EU:C:2003:29%ara. 91, the
CJEUheld that: Of the national courts conclude that the national legislation at issueiigompatible with
Article 8 of the Convention, that legislations also incapable of satisfying the requirement of
proportionality in Articles 6(1)(c) and 7(c) or (e) of Directive 95/48emphasissupplied).

241n joined casesC-293/12 and C-594/12, Digital Rights ECLI:EU:C:2014:238he CIEUfirst stated that
proportionality consists of the steps of appropriateness and necessity (pard6). It then established that
the limitation with the rights protected in Articles 7 and 8 of the Charterwere not necessary (para. 65)

and therefore concluded that the limitations were not proportionate (para69).

- Similarly, in caseC-362/14, SchremsECLI:EU:C:2015:65(paras.92 and 93, the CJEU analysed necessity
and found the Safe Harbour Decision to be invaljdvithout making any reference to proportionality
before reaching this conclusion (para98).



https://edps.europa.eu/sites/edp/files/publication/15-09-24_pnr_en.pdf
https://edps.europa.eu/sites/edp/files/publication/15-09-24_pnr_en.pdf

Another factor to be considered in the assessment of proportionality of a proposed measure is
the effectiveness of existing measures over and above the proposed one?®.

3. Conclusion: proportionality in data protection law. A ‘fact-based’ concept requiring
case-by-case assessment by the EU legislator

The “emergence of a requirement of proportionality” has been considered “one of the most
striking developments over the last decade in European data privacy law”?.

The principle of proportionality has been incorporated in Article 5(1) of modernised
Convention 1082” which provides: “Data processing shall be proportionate in relation to the
legitimate purpose pursued and reflect at all stages of the processing a fair balance between
all interests concerned, whether public or private, and the rights and freedoms at stake”
(emphasis supplied).

At the core of the notion of proportionality lies the concept of a balancing exercise: the
weighing up of the intensity of the interference vs the importance (‘legitimacy’, using the
wording of the case-law) of the objective achieved in the given context.

A well-performed test needs the express identification, and structuring into a coherent
framework, of the different elements upon which the weighting depends, in order to be
complete and precise.

Hence, the clarity of the measure restricting the fundamental rights to privacy and/or and data
protection is a precondition for the identification of the intensity of the interference. The latter,
in its own turn, is needed to verify whether the impact on these fundamental rights is
“proportionate to the aim” (i.e. the objective pursued by the legislation under scrutiny).

As stated by the CJEU, it is essential to point out that proportionality is an assessment in
concreto(case by case):

“It is for the referring court to take account, in accordance with the principle of
proportionality, of all the circumstances of the case before ih particular the
duration of the breach of the rules implementing Directive 95/46 and the importance,
for the persons concerned, of the protection of the data disclosed”?® (emphasis
supplied).

In other words, the proportionality analysis is always contextual?: as further explained in these
Guidelines, this analysis cannot take place without first identifying the context of the measure

25 SeeWP29, Opinion 01/2014 on the application of necessity and proportionality concepts and data
protection within the law enforcement sector, 27 February 2014 page 9, available at:
https://ec.europa.eul/justice/article -29/documentation/opinion -
recommendation/files/2014/wp211_en.pdf .

26| ee A. BygraveData Privacy Law. An International Perspectiv®xford University Press, 2014, page 147.
27 Council of Europe Modernised Convention for the Protection of Individuals with Regard to the
Processing of Personal Data, Consolidated text, availale at:
https://search.coe.int/cm/Pages/result_details.aspx?Objectld=09000016807c65bf

28 CJEU, case-001/01, Lingvist ECLI:EU:C:2003:596, par&9.

29 See, as examplEECtHR M.K. v. Francepara. 46: JT]he Court considers that the respondent State has
overstepped its margin of appreciation in this matter, as the regulations on the retention in the
impugned database of the fingerprints of persons suspted of having committed offences but not
convicted, as applied to the applicant in the instant case, do not strike a fair balance between the
competing public and private interests at stake. Consequently, the retention of the data must be seen as a
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under scrutiny (for instance, does the controller share or provide access to the information on
the person concerned? with whom and for what purpose?).

The operative part ofthe Guidelinesprovides guidance in this respectSmilarly to
the CommissionImpact Assessment methodologywith regard to data protection
issues the Proportionality Guidelines essentiallyaim at helping the legislator ask
the right set of questions, having regard to the most relevant and recurrent datg
protection issues Thefollowing checklistin these Guidelines (a four stepsnalytical
tool) also aims at stimulatingdT OO0 1 & O E Aleadirig @ dnnoGaffivié éx BErffel
policy choices and helmg in the monitoring and ex post evaluation of the measureg

I11. Checklist for assessing proportionality of new legislative measures

1. Overall description of the workflow

The overall assessment of necessity and proportionality (synoptic view) is as follows:
Test 1: As for necessity (necessity test), the steps recommended in the Necessity Toolkit are®:

9 Step 1 is preliminary: it requires a detailed factual description of the measure
proposed and its purpose, prior to any further assessment.

91 Step 2 will help identify whether the proposed measure represents a limitation on the
rights to the protection of personal data or respect for private life (also called right to
privacy), and possibly also on other rights.

9 Step 3 considers the objective of the measure against which the necessity of a measure
should be assessed.

9 Step 4 provides guidance on the specific aspects to address when performing the
necessity test, in particular that the measure should be effective and the least intrusive.

disproportionate interference x EOE OEA ADPDPI EAAT 080 OECEO O OAOPAAOD
regarded as necessary in a democratic socigifemphasis suppled).
30 Seeat page 9 of theEDPSNecessity Toolkit.

11



Step 2

Step 1 Identify Step 3 S
fundamental . Choose option
rights and Diz s that is effective
freedoms Obrj: ;;is‘iﬁ?e()f and least
limited by data intrusive
processing

Factual

description of
measure

If the assessment of the measure leads to the conclusion that a measure complies with the
requirement of necessity (test 1), then the measure can be examined under the following steps
of the proportionality test (test 2).

In other words, under test 2 we will reconsider the measure assessed as necessary (meaning
that this is the least intrusive effective measure available to attain the objective pursued) and
assess whether the limitation (interference) that it causes is proportionate to the objective
intended to be achieved.

Test 2: As for proportionality (proportionality test), the steps are:

9 Step 1 (or 5 of the overall combined workflow): assess the importance (‘legitimacy’)
of the objective (identified under step 3 of the Necessity Toolkit) and whether and to
what extent the proposed measure would meet this objective and addresses the issue
identified in the problem definition (“genuinely meets”) [this would be ‘the
advantage/benefit’].

9 Step 2 (or 6 of the overall combined workflow): assess the scope, the extent and the
intensity of the interference (identified under step 2 of the Necessity Toolkit) in terms
of impact on the fundamental rights to privacy and data protection [this would be ‘the
disadvantage/cost’].

9 Step 3 (or 7 of the overall combined workflow): proceed to the fair balance
(advantage/disadvantag®enefit/cos) evaluation of the measure.

9 Step 4 (or 8 of the overall combined workflow): take a decision (‘go/no go’) on the
measure. If the result is ‘no go’, taking into account all factors which determined the

12



evaluation as disproportionate, identify and introduce (if possible) safeguards which

could make the measure proportionate.

Step 1

Assess the
importance of

the objective and
whether the
measure meets

Step 2

Assess the scope,
the extent and
the intensity of

the interference

Step 3

Proceed to the

'fair balance'
evaluation of the
measure

Step 4

If the measure is
not
proportionate,
identify and

introduce
safeguards

the objective

2. Description of the steps of the proportionality test

Step 1: assess the importance (‘legitimacy’) of the objective and whether and
to what extent the proposed measure would meet this objective (effectiveness
and efficiency)

A detailed description of the purpose(s) of the envisaged measure is not only a prerequisite
to the proportionality test, but also helps to demonstrate compliance with the first requirement
of Article 52(1) of the Charter, i.e. the quality of the law3!.

31 As stated in the Opinion of Advocate Genar Mengozzi, ECLI:EU:C:2016:656para. 193on the draft

Agreement between Canada and the European Union on the transfer and processing of Passenger Name

Record data:\ccording to the caséaw of the ECtHR, that expression requires, in essence, that the measure

in question beaccessibleand sufficiently foreseeable, or, in other words, that its terms be sufficiently clear

to give an adequate indication as to the circutasices in which and the conditions on which it allows the

authorities to resort to measures affecting their rights under the EG{8mphasis supplied)

- In joined cases €03/15 and C-698/15, Tele2Sverige ABAdvocate Generabaugmandsgaard J#urther

elaboratesin his Opinion, ECLI:EU:C:2016:572paras. 139p T mh Az€oli@giio that body of caskaw,

OEA A@POAOCOEIT ODBPOI OEAAA £ O AU 1 Ax86 1 AAT O OEAO OEA 1
that is to say formulated with sufficient precision to enable the individual - if need be with appropriate

advice - to regulate his conduct. The legal basis must also provide adequate protection against arbitrary
interference and, consequently, must define with sufficient clarity thepe and manner of exercise of the

power conferred on the competent authorities (the principle of the supremacy of the lawjmy view, the

i AATETC 1T £ OEAO AGPOAOOET 1 52D 0fithd EnadeAneeis tObeAhd saimdlas 8 OOA,
that ascribed to it in connection with the ECHRO

In this regard, see also ECtHR att v The United Kingdon24 January 2019para. 6 ofthe concurring opinion

I £ *OACA +1 OEAI 1  EthefgénAral prindiples 6f dlataproedtiorEldwE such@s thos
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In practice, if the law does not clearly and specifically define the objective(s) at stake, it is
impossible to have an ex ante evaluation of the importance of the objective and of the efficacy
of the measure at reaching this objective.

It is important to note that both the measure and its objectives should already have been
identified under Steps 1 and 3 of the necessity test (test 1). Under this step, we will reconsider
these objectives in order to ascertain, still ex ante but now in concreto, their importance and
to what extent they will be effectively fulfilled by the measure.

Referring to the terminology used by the Commission Impact Assessment, what
being considered here is theeffectiveness (s the measure proposed best placed
achieve the objective3?and the efficiency €osteffectivenesk of the measure (the
identified policy option) to meet the objective (that is, tosolve the issues identified
in the Problem Definition).

The measures should address the needs (i.e. the objectives of general interest recognised by
the European Union or the need to protect the rights and freedoms of others) clearly identified
in the Problem Analysis. As stated by the CJEU, the measure, to be proportionate, shall
“genuinely meet” the objective®2. Also, the objective must mirror the needs singled out in the
problem analysis.

When assessing the effectiveness of the measure, the legislator must always first verify the
effectiveness of already existing measures®. In other words, before proposing and adopting
new measures, the legislator should consider whether the ‘existing measure’ is enforced in
practice, and whether broadening and/or deepening this measure would already satisfactorily
address the problem identified in the Problem Analysis. In the case of a pre-existing measure,

requiring that the data to be processed must be adequate, relevant and not excessive in relation to that
purpose,become diluted, possibly to the extent of practical irrelevance, where the purpose itself is

left without any meaningful definition or limitation8 @mphasis supplied).

32 CJEUjoined cases G-203/15 and G698/15, Tele2 Sverige ABECLI:EU:C:2016:97@ara.94d, With due

regard to the principle of proportionality, limitations may be imposed on the exercise of those rights and
freedoms only if they are necessary and if tiggnuinely meet objectives of general interest recognised by

the European Union or the need protect the rights and freedoms of oth@@mphasis supplied).

33 In Opinion 06/2016 on the Second EU Smart Borders Package, 21 September 2016 (page 3)

(available athttps://edps.europa.eu/sites/edp/files/publication/16 -09-21 smart borders_en.pdf the

%$ 03 11 gljdcessingahdproPortionality of this scheme [the Entry Exit System] are to be assessed

both globally, taking into consideration the already existing large-scale IT systems in the EU, and
OPAAEEZEAAI 1 Uh ET OEA OPAAEEZEA AAOA 1T £ OEAOA OEEOA Al
- In Opinion 3/2017 on the Proposal for a European Travel Information and Authorisation System

(ETIAS), 6 March 2017 (available at: https:/edps.europa.eu/sites/edp/files/publication/17 -03-
070_etias_opinion_en.pdf the EDPS clearly stated (page 8{JA] privacy and data protection impact

assessment of ETIAS shoulthke stock of all EU-level measures taken for migration and security

objectives and analyse in-depth their concrete implementation, their effectiveness and their impact

on individuals’ fundamental rights before creating new systems involving the processing of

personal data. This analysis should also take into account the policy area in which these measures apply

AT A OEA OAOPAAOEOA OII1.A T &£ OEA EAU AAOI OO0 ET OT1 OAAS8SH
- SeeEDPS Opinion 5/2015 on the Proposal for a Directive on the use of Passenger Name Record

data for the prevention, detection, investigation and prosecution of terrorist offences and serious

crime, (page 19, O4EA 001 b1 OA1l AT AO 116 DPOi OEAA &I GheA AT I PO
AOOOAT O AGEOOEI ¢ ET 00001 AT 66 O .OAAAE OEA pOODI OA 1T &
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effectiveness has to be considered, during the balancing exercise, not in absolute terms but in
terms of added value of the measure.

Guidance (how to proceed)

91 Needs should be sufficiently described in the problem analysis to enable a clear
understanding of what exactly prompted the initiative for a legislative proposal. The
legislator needs to have complete and accurate information on the problems to be
solved (the Drivers of the problem) and about the available options.

9 In particular, concerning the problem to be addressed (Problem Definition), the
legislator should be aware of the level of urgency of the public interest (for instance,
public security) to be addressed and clearly refer to it in the measure (specifying, for
example, that the measure is intended to address a temporary high-level threat). This
could be brought down to the following question: “Are we in presence of a pressing
social need for restricting the right (to privacy and/or data protection)?”34,

91 The reference to the level of threat, as referred to above, and the monitoring/update on
this driver allows the legislator to lift the measure restricting the rights to privacy and
protection of personal data once this level decreases. An independent oversight system,
to avoid the temporary measure becoming permanent, is also key.

9 Itis important to verify whether the concrete purpose(s) of the measure mirrors these
needs. This could be brought down to the following question: “Does the envisaged
purpose correspond to this need?” [using the Impact Assessment terminology, “Does
the measure, taking into account its impact/consequences, solve the Problem?”’] The
affirmative reply to such question would avoid ‘legislative function creep’ (namely, a
measure that does not genuinely address the problem® but a different purpose instead).

34 For example, see the ECtHRIling in Weber and Saraviav Germahy DAOA8 pp¢cqg O) 1 OEA AE
these wide monitoring powers did not correspond to a pressing need on the part of society for such

surveillance. There was no longer a threat of an armed attack on the Federal Republic of Germany by a

foreign State possessing nuclear weapons, as there had been during the Cold War. Nor was there any other
comparable current danger to be averted. In particular, drug trafficking, counterfeiting of money and
money laundering or presumed dangers arising from organised crime did not constitute a danger to public
safety sufficient to justify such an intensive interference with e telecommunications of individuals. The
AAAO OEAO ET OAOAADPOEII xAO 1 EI EOGAA Oi AT 1 OA
j Machrichtendienstliche Relevaieh AO A OAOOI O T £/ OEA AAAEOEI T |
sufficient to constrain effectively the monitoring powers of the Federal Intelligence Servige(emphasis
supplied).

On pressing social need, see the clarification provided by tMéP29 Opinion 01.2014 on the application

of necessity and proportionality concepts and data protection within the law enforcement sector,
WP211, 27 February 2014, pages 7 and 8. See also the list of factors to be taken into account, flagged at
pages 911. The Opinion is available athttps://ec.europa.eul/justice/article -29/documentation/opinion -
recommendation/files/2014/wp211_en.pdf.

35 SeeReflection paper on the interoperability of information systems in the area of Freedom,
Security and Justice, 17 November 2017 4vailable at:

https://edps.europa.eu/sites/edp/files/publication/17 -11-16_opinion_interoperability_en.pdf, where

i [
£ OEA

OEA %$03 1 AOCAOOAA OEAO OEA #1 [fériwhichEpetific pubgodeOihdt Al O A
categories of personal data would be processed in the context of its future initiatives on interoperability.
This will allow a proper debate onind OT PAOAAEIT EOU AO0T 1 OEA APagdA.i AT OAT OE

15


https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp211_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp211_en.pdf
https://edps.europa.eu/sites/edp/files/publication/17-11-16_opinion_interoperability_en.pdf

1 Verify that the purpose (the objective) enshrined in the proposal for legislation is in
line with the public/societal regulatory need that will be addressed (the harm the
society may be exposed to in the absence of the measure, for instance widespread
common criminality or specific white collar crimes).

We recall that according to the Commission Impact Assessment, th
objectives must be SMART, that is: specific (precise and concrete enough);
measurable (define a desired future state in measurable terms, for instance
decrease in crimes estimated at.%); achievable; realistic; and time-
dependent (related to a fixed date or time pe&iod by when the results should
be achieved). These requirements, which are common to the better regulatio
methodology, are particularly important, as the examples will show, in case ¢
legislation restricting or otherwise impacting on the protection of gersonal
data.

1 Assess the importance of the objective (is it to protect a constitutional value or a
fundamental right?%°).

1 Assess the effectiveness and efficiency of the measure to fulfil the aforesaid objective.

In a similar way, seeEDPS Opinion 4/2018 on the Proposals for two Regulations establishing a

framework for interoperability between EU large-scale information systems, 16 April 2018,available

at: https://edps.europa.eu/sites/edp/files/publication/2018 -04-16_interoperability opinion_en.pdf

Ot oBA %$03 OOOAOGA & ORI G 11 AEACGAIOET T AT A AT OOOET ¢ A
broad description of (otherwise legitimate) purposes(page 12). He notes that Article 20 requires the

adoption of a national law that shall further define them. However, he would likeotrecall that the Court of
*OO0EAA 1T £ OEA %001 PAAT 51 ET T | (aa eabhéldthaEthe DEcOtie $ ECE OA
¢nme¥ ¢t ABpdohahy dbjéctivécriterion by which to determine the limits of the access of the
competent nagional authorities to the data and their subsequent use for the purposes of prevention, detection

or criminal prosecutions concerning offenéed AU OE | bih alger@ral ArD& B© Isefioucrime, as

AAZEET AA AU AAAE - Al AAThe Gobrda@dcorsitierel habthd pArgbEelfdr tAd accksd x 8 &

AT A OO0A 1 £ O stActlyhédsticfed tv thépurpdseof pbeventing and detecting precisely defined

serious offences or of conducting criminal prosecutions relating thegeto

42. The EDPS considers that the purposes of combating irregular migration and contributing to a

high level of security in the context of Article 20 are too broad and do not fulfil the requirements of

therefore recommends to further define them in the Proposals8 &1 O ET OOAT AARh OEOOACC
could refer to the conditions of entry and stay as set out in Article 6 of Regulation (EU) 2016/399 of the
European Paliament and of the Council. As regards security, the EDPS recommends to target the criminal
offences that could in particular threaten a high level of security; for instance by referring to the crimes
listed in Article 2(2) of Framework Decision 2002/584/JHA if they are punishable under national law by a
custodial sentence or a detention order foramaximu® AOET A T £ AO 1 AAOGO OEOAA
36 For the overview of the rights, freedoms and principles guaranteed by the Charter, see Annex I,
page 28, of the Cmmission Staff Working Paper, Operational Guidance on taking account of Fundamental
Rights in Commission Impact Assessments, SEC (2011) 567 final.

c
™
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Relevant examples

As an illustration of this methodology, in particular we deconstruct into the four grey boxes
providing examples for each of the four steps the CJEU judgments in the Tele2 and Ministerio
Fiscal cases, the Advocate General Opinion and the CJEU Opinion 1/15 in the EU-Canada
Passenger Name Record (hereinafter ‘PNR”) case and the CJEU judgment in the Bevandorlési
és Allampolgarsagi Hivatal case.

EXAMPLE 1: Tele2 Sverige AB (CJEU, C-203/15, ECLI:EU:C:2016:970)

The Court described the objectives of the measure under scrutiny (briefly, an obligation relating to the
retention of traffic and location data) as follows: “the first sentence of Article 15(1) of Directive 2002/58
provides that the objectivesgursued by the legislative measures that it covers, which derogate from the
principle of confidentiality of communications and related traffic data, must be ‘to safeguard national
security- that is, State securitydefence, public security, and the prevention, investigation, detec
and prosecutio of criminal offences or of unauthorised use of the electronic communicat
system, or one of the other objectives specified in Article 13(1)of Directive 95/46, to which the first
sentence of Article 15(1) of Directive 2002/58 refers (...). That list of objectives is exhaustives is
apparent from the second sentence of Article 15(1) of Directive 2002/58, which states that the
legislative measures must be justified on ‘the grounds laid down’ in the first sentence of Article 15(1)
of that directive. Accordingly, the Member States cannot adopt such measures for purposes other th
those listed in that latter provision” (emphasis supplied).While the importance of the objective
(protection of public security and the enforcement of criminal law) is evident in this case, the Court also
acknowledged that the measure would enhance the possibilities to use modern investigation techniques,
and hence “the effectivenesof the fight against serious crime, in particular organised crime and
terrorism” (emphasis supplied).

EXAMPLE 2: Ministerio Fiscal (CJEU, C-207/16, ECLI:EU:C:2018:788)

Having regard to the importance of the objective, the Court recognised that the objective of the

measure is limited to “preventing, investigating, detecting and prosecuting criminaffences
generally’ (in this case, the theft of a wallet and a mobile phone) as opposed to a ‘serious crime’. Hence,

it can be argued that the Court considered the ‘magnitude’ of importance of the objective as relatively

minor.

On the effectiveness of the measure to pursue the aforesaid objective, the Court remarked that via the
measure under scrutiny, “the police seeks, for the purposes of a criminal investigation, a Court
authorisation to access personal data retained by providers of electr@ommunications services
(..) to identify the owners of SIM cards activated over a period of 12 days with the IMEI code @
stolen mobile telephoné “The data concerned by the request for access at issue in the main
proceedings (...) enables the SIM cal or cards activated with the stolen mobile telephone to be link
during a specific period, with the identity of the owners of those SIM cards (activated on the g
telephone) It is therefore evident that the measure would be effectivein tracing back, if any, the thief
or a purchaser of the telephone (in case he or she decided to make use of the telephone, installing on it
a SIM card) and thus allowing to identify, directly or indirectly via further and so enabled
investigations, the author of the offence” (emphasis supplied).

EXAMPLE 3: ‘EU-Canada PNR’ (Advocate General Opinion, ECLI:EU:C:2016:656 and CJEU,
Opinion 1/15, ECLI:EU:C:2017:592)

Advocate General Mengozzi, at para. 205 of his Opinion, recognised both the importance of the
objective and the effectiveness of the measure in reaching this objective: “I do not believe that there
are any real obstacles to recognising that the interference constituted by the agreement envisaged is

tion
on
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tolen

capable of attaining the objective of public security particular the objective of combating terrorism
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and serious transnational crime, pursued by that agreement. As the United Kingdom Government and

the Commission, in particular, have claimed, the transfer of data for analysis and retention provides

the Canadian authorities with additional opportunities to identify passengers, hitherto not known and

not suspected, who might have connections with other persons and/or passengers involved in a terrorist

network or participating in serious transnational criminal activities. As illustrated by the statistic
communicated by the United Kingdom Government and the Commission concerning the Canadian

authorities’ past practice, that data constitutes a valuable tool for criminal investigationswhich is

also of such a kind as to favour, notably in the light of the police cooperation established by the

agreement envisaged, the prevention and detection of a terrorist offence or a serious transnational

criminal act within the Union” (emphasis supplied).

The Court took into account the already existing measures, and concluded that the already available
data “are not sufficientto attain with comparable effectiveness the public security objective pursued
by the agreement envisaged” (emphasis supplied).

EXAMPLE 4: Bevandorlasi és Allampolgarsagi Hivat§CJEU, C-473/16, ECLI:EU:C:2018:36)

In this case, the measure under scrutiny is the collection and processing of a psychologist’s report on
the sexual orientation of a person applying for refugee status pursuant to Directive 2011/95. The Court
acknowledged that the objective of the measure is “to allow the search for information enabling his
actual need for international protection to be assessed”.

The Court also observed that “the suitability of an expert’s report such as that at issue in the main
proceedings may be accepted only if it is based on sufficiently reliable methods and principles in the
light of the standards recognised by the international scientific community” (emphasis supplied).

Still, on the effectiveness of the measure in reaching the aforesaid objective, the Court observed: “such
an expert’s report cannot be considered essentfar the purpose of confirming the statements of an
applicant for international protection relating to his sexual orientation in order to adjudicate on an
application for international protection based on a fear of persecution on grounds of that orientation”
(emphasis supplied).

In particular, the Court stated that: “where the Member States apply the principle that it is the duty of

the applicant to substantiate his application, the applicant’s statements concerning his sexual

orientation which are not substantiated by documentary evidence or evidence of another kind do not
need confirmation when the conditions set out in that provision are fulfilled: those conditions re
inter alia, to the consistency and plausibility of those statemeantsdo not makeany mention of the
preparation or u S mpbafissuppiied)e x pert’ s report

“Furthermore, even assuming that an expert’s report based on projective personality tests, such as that

at issue in the main proceedings, may contributeto identifying with a degree of reliability the sexual

orientation of the person concerned, it follows from the statements of the referring court that the

conclusions of s u ¢ honlyacapabdexop gvindg ansindigateomfahatt sexual f
orientation. Accordingly, those conclusions are, in any event, approximate in nature and are therefor
of only limited interestfor the purpose of assessing the statements of an applicant for international

protection, in particular where, as in the case at issue in the main proceedings, those statements are

not contradictory” (emphasis supplied).

EXAMPLE 5: EDPS Opinion 3/2017 on the Proposal for a European Travel Information and
Authorisation System (ETIAS)

It is possible that the legislator also refers to the objective of the measure as ‘risk to be avoided’. Also
in this case, as highlighted by the EDPS, the risks should be defined as far as possible. “Article 1 of the
Proposal mentions that ETIAS aims at determining whether the presence of a visa-exempt traveller in

192}

xfer,

D

the territory of the Member States poses an irregular migration, security and/or public health risk.
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The EDPS notes that the Proposal defines the public health risk by referring to specific categories of
diseases, but does not define security and irregular migration risks” (emphasis supplied).

Step 2: assess the (scope, extent and intensity of the) interference in terms of
effective impact of the measure on the fundamental rights to privacy and
data protection

A detailed assessment of the interference of the envisaged measure with the fundamental rights
to privacy and data protection is the other key step of the proportionality test.

It is important to note that the fundamental rights and freedoms limited by the measure have
already been identified under Step 2 of the necessity test (test 1). Under this step, we will
reconsider these fundamental rights and freedoms in order to ascertain, still ex ante, but in
concreto, how they would be affected. Indeed, as mentioned in the FRA handbook “Applying
the Charter of Fundamental Rights of the European Union in law and policymaking at national
level-Guidance”, “the measure should not impose a disproportionate and excessive burdem
the persons affected by the limitation in relation to the objective pursued”?'.

It is important to note that the impact can be minor with regard to the individual concerned,
but nonetheless significant or highly significant collectively/for society as a whole (impact
on individuals vs impact on society as a whole)*®.

The costs of the privacy impacting measure, under this perspective, are represented by the
externalities of the lack of data protection (the ‘data pollution’). Hypothetical examples of
such externalities are: harm to the electoral and political process (misuse of data for political
manipulation) % ; unlawful profiling and discrimination causing distrust towards public
authorities; ‘chilling effect’ on freedom of expression of an all-encompassing surveillance

37 FRA Handbook referred to abovgp. 76.See alscCIEcaseC-258/14, Eugenia Florescu and others v. Casa
JAAyAAT & AA 0AT OHCEIEB:E20E7@48parak8. 1 OEAOO

38 See Omri BerShahar,Data Pollution, University of Chicago, June 2018, available at:
https://papers.ssrn.com/sol3/papers.cim?abstract_id=31912313 AA DACA od O4EA DOEOAAL
founded on the premise that the injury from the personal data enterprise is private in naturedDi  OEA OAIT OA
O AlaMBéugh by sheer aggregation (or by more ranced channels) these deeply private injuries have a
AROEOAOEOA OI AEAI EIi PAAOGG AT A PACA 14 Or6YAOO 1 EOAOA
harms from data collection, the potential privacy injuries to the people whose data is collectedh&

externality problem, however, has been entirely neglected: how the participation of people in data

harvesting services affectothers, and the entire public8. 6

39 SeeEDPS Opinion on Online Manipulation, referred to under footnote 42.

) # / Demo€racy dimupted? Personal information and political influenéefil July 2018 available at:
https://ico.org.uk/media/2259369/democracy -disrupted-110718.pdf.

Joint Communication to the Hropean Parliament, the European Council, the Council, the European

Economic and Social Committee and the Committee of the RegioA&tion Plan against Disinformation

(JOIN(2018) 36 final), available at:

https://ec.europa.eu/digital -single-market/en/news/action -plan-againstdisinformation

Communication from the commission to the European parliament, the Coaih, the European economic and

Oil AEAT AT i1 1 EOOAA AT A OEA #1011 EOOAA T £ OEA dapET T O 11
at: https://ec.europa.eu/commission/sites/beta -political/files/soteu2018 -free-fair-elections-communication-
637_en.pdf
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measure*® or other negative effects on the freedom of the individuals stemming from a
pervasive and systemically implemented profiling and scoring system®.,

Even though difficult to quantify in practice®?, these externalities shall be taken into account
by the legislator in its evaluation of the ‘privacy cost’ of the measure.

In case of a proposed surveillance measure, it is important to evaluate the level of intrusiveness
of the method of surveillance. For this evaluation, the dimensions of surveillance need to be
assessed. Relevant case law of the ECtHR and of the CJEU has identified dimensions of
surveillance, starting with the ‘senses-dimension’ (for instance, audio, video-recording)®, to
the possibilities for analysing, merging and communicating the information. The level of
intrusiveness into the private life of the targeted individuals, as well as the potential intrusion
into the private life of third parties, must be carefully assessed by the authorities that decide
upon the measure.

The impact under this step also relates to the potential harmful effect of the measure on a
wider basis than that of protecting privacy, hence including the risks for other fundamental
rights. This is in line with the approach taken by the GDPR that refers explicitly and on multiple
occasions to the ‘risks for the rights and freedoms of natural persons’, thus highlighting the fact
that an harmful effect to the right to privacy is often inextricably linked to harm to other
fundamental rights, such as the rights to freedom of expression, free movement, freedom

40 |In his Opinion, ECLI:EU:C:2013:845in Digital Rights Advocate General Cruz Villalon referred to this
AEEI 1 ET [Qt mhsErmBAbE Ovgriodhed that the vague feeling of surveillamggich implementation of
Directive 2006/24 may cause is capabté having a decisive influence on the exercise by European citizens of
their freedom of expression and information and that an interference with the right guaranteed by Article 11
of the Charter therefore could well also be found to e&ist j D A OTAecollectibn of €uch data establishes
the conditions for surveillance which, although carried out only retrospectively when the data are used, none
the less constitutes a permanent threat throughout the data retention period to the right of citizens of the
Union to confidentiality in their private lives. The vague feeling of surveillamceated raises very acutely the
question of the data retention pericd j PAOAS8 x ¢ (J8

A4EA #*%5h AT 1T EZEOI ET C OEA ! AOT AAGA ' Al AQri(§ B 8/8p0p G EAA By
that data are retained and subsequently used without the subscriber or registered user being informed is likely
to generate in the minds of the persons concerned the feeling that their private lives are the subject of constant
surveillanceo 8

41 See, for hypothetical eamples, H.J. Pandit, D. LewiEase and Ethics of User Profiling in Black Mirror
2018, available at:https://dl.acm.org/citation.cfm?id=3191614 See, as impact agssment model, the
O%OEE A O pagellb83.A 06

42 See at page 31 dbata Pollutionreferred to in footnote 38: (Data externalities are often qualitative and
conjectural. What is the cost figure attached to distorted Presidential elections? To discriminatorgcial

POl £EI ET Ce o

43|n caseUzun v Germanythe ECtHR considered the use of a GPS device for location traclkasgaless
intrusi ve measure than thenterception of personal communications.

- Onvideo surveillance (CCTV), se€DPS Video-Surveillance Guidelines, 17 March 2010, available at:
https://edps.europa.eu/sites/edp/files/publication/10 -03-17_videcsurveillance guidelines_en.pdf
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of association**, and to general principles of EU law such as the principle of ‘non-
discrimination’®. In this sense, these Guidelines take a ‘fundamental rights approach’.

Guidance (how to proceed)

The impact should be sufficiently described to enable a clear understanding of the scope,
extent and intrusiveness level of the interference on the fundamental rights to privacy and
to the protection of personal data. It is particularly important to precisely identify:

- the impact*®, taking into account:

44 The EDPS has been advocating a broader approach to data protection that takes these interfaces into

account. See, in particulairEDPS Opinion 3/2018 on online manipulation and personal data, page 13:
O0OEOAAU AT A PAOOIT AT AAOKkAD OIEDRARGE I 106A O AEfrEddofhA AdS hA IxIE]
of thought, conscience and religion, freedom of expression and information, and freedom of

assembly and association (Articles 10, 11 and 12). Thesare also clearly at stake due to the ability of

the major platform intermediaries either to facilitate or to impede information dissemination. For instance,

content which is not indexed or ranked highly by an Internet search engine is less likely to reach a large

audience or to beseen at all. Alternatively, a search algorithm might also be biased towards certain types

of content or content providers, thereby risking affecting related values such as media pluralism and

AEOAOOEOUS AT A DPACA uvd O%5 liakyof dlettronicAdmun@ion®adpphOET T AT .
to data collection, profiling and microtargeting, andif correctly enforced should help minimise harm
AOT T AOOAI POO O 1 ATEPOI AOA ET AEOEAOAT O AT A CcOil 6p0O8O

https://edps.europa.eu/sites/edp/files/publication/18 -03-19_ online_manipulation_en.pdf

45 For instance, theMeijers Committee,in its @omments on the Proposal for a Regulation of ¢hEuropean
Parliament and of the Council on establishing a framework for interoperability between EU information
systems (police and judicial cooperation, asylum and migrationp ¢ $ AAAT AAO ¢mpxh #/ - j¢m
February 2018, noted the intersection bdween limitation of privacy (collection and processing of
personal data relating to a group/category of personsand breach of the non-discrimination principle.
See atpage 3of the Comments], [T]@e explicit objective of the proposal of facilitating identiy checks of
third country nationals by police organisation within the EU territory, to see whether information on this
person is stored in one or more of the EU databases, will enhance the possibility of thitduntry nationals
(or those considered to bethird -country nationals) being stopped for identity checks. In this context, the
Meijers Committee recalls the Huber v. Germanyase, in which the CJEU dealt with thdifferential
treatment between nationals and EU citizens living in Germany with regard to the central storage
and multiple use of personal data in an aliens administration, including the use for law enforcement
purposes (CJEWHuber v. Germany;-524/06, 16 December 2008, para 7879).a

% The impactanalysis referred to inthese Guidelinestakes into account thecontextual data protection
harm and risk of harm potentially -stemming from the legislative measure target of evaluation- for
individuals concerned and for society as a whole. It is therefore different (broader) from the notion of
Qisks of varying likelihood and severity for the rights and freedoms of natural persons0 fieferred to
under Article 24 of the GDPR.

Another difference with the data protection impact assessment (DPIA) pursuant to Article 35 of the
GDPR is that in these Guideles we refer tothe @ore abstract leveBassessment of the proportionality of
the legislative measurdrather than of a type of processingnvisaged by a controlle}. Accordingly, the
DOl bi OOET T Al EOU AT BHIAN théllawA 11 @EFoAARDIA the can@xt éf th€advisory
function on legislative measures impacting on the right to privacy and to the protection of personal data).
Nonetheless, it can be useful to remark thahany of the factors which are relevant to perform the DPIA
are also relevant for the evaluation of the privacy costs of a legislative measure.

See, in this regard, thaVP29, now EDPB, Guidelines on Data Protection Impact Assessment (DPIA)
and determining whether processing is “likely to resultin a high risk” for the purposes of Regulation
2016/679, WP248, as lastevised andadopted on 4 October 2017, available at:
https://ec.europa.eu/newsroom/article?29/item -detail.cfm?item_id=61136.

The following nine factors (to establish high risks) are pointed out at pages®1: (i) Evaluation or scoring,
including profiling and predicting; (ii) Automated-decision making with legal or similar significant effect;
(iii) Systematic monitoring; (iv) Sensitive data or data of a highly personal nature; (v)Data processed
on alarge scale; (vi) Matching or combining datasets; (vii) Data concerningvulnerable data subjects;
(viii) Innovative use or applyingnew technological or organisational solutions, like combining use of
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- the scopeof the measure: is it sufficiently limited? number of people affected:;
whether it raises ‘collateral intrusions’, that is interference with the privacy of
persons other than the subjects of the measure®’;

- the extent how is the right restricted? amount of information collected; for how
long; whether the measure under scrutiny requires the collection and
processing of special categories of data®;

- the level of intrusivenesstaking into account: the nature of the activity
subjected to the measure (whether it affects activities covered by duty of
confidentiality or not, lawyer-client relationship; medical activity); the context;
whether it amounts to profiling of the individuals concerned or not; whether the
processing entails the use of (partially or fully) automateddecision making
system with a ‘margin of error’*’;

finger print and face recognition for improved physical access controktc.; (ix) When the processing in

itself revents data subjects from exercising a right or using a service or a contract8. 6

Annex | to the Guidelines provies for examples ofsector-specific £OAT AxT OEOh mataO AGAI B
Protection Impact Assessment Template for Smart Grid and Smart Metering systemsé6 h AOAET AAT A A
http://ec.europa.eu/energy/sites/ener/files/documents/2014_dpia_smart_grids_forces.pdf.

See in particular at pages 2-81 on the Identification, Quantification (severity and likelihood) and

Assessmenti £ OEA OOEOES 8

- Lastly, see thedraft list of the competent supervisory authority(ies) regarding the processing

operations subject to the requirement of a data protection impact assessment (Article 35.4 GDPR),

availableat: https://edpb.europa.eu/our -work -tools/consistency-findings/opinions_en.

47 SeeBig Brother Watch and others v United KingdonECtHR, 13 September 2018, parg.8 1 0d O¢ 81 0 8
Collateral intrusion is the obtaining of any information relating to individuals other than the subject(s) of

the investigation. Consideration of collateral intrusion forms part of the proportionality considerations,

and becomes increasingly relevant when applying for traffidata or service use data. Applications should

include details ofwhat collateral intrusion may occur and how the time periods requested impact on

the collateral intrusion. When there areno meaningful collateral intrusion risks, such as when

applying for subscriber details of the person under investigationthe absence of collateral intrusion

should be notedo(emphasis supplied).

48 See CJElhined cases €465/00, C-138/01, and G139/01, RechnungshqECLI:EU:C:2003:29¢ara. 52

(he Austrian Governmentates in particular that, when reviewing proportionalitythe extent to which the

data affect private life must be taken into account. Data relating personal intimacy, health, family life

or sexuality must therefore be protected more strongly than datalating to income and taxes, which, while

also personal, concern personal identity to a lesser extent and are thereby less seb@tivehasis supplied).

- On the processing ohealth data, seeEDPS Opinion 3/2017 on the Proposal for a European Travel

Information and Authorisation System (ETIAS)h AO DACA pod O4EA %$03 Al OAOO (
particularly sensitive category of data on such a largecale and for this period of time would meet the

conditions laid down in Article 52(1) of the Chater and accordingly be considered a necessary and
proportionate. The EDPS questions the relevance of collecting and processing health data as envisaged in

the Proposal due to the lack of their reliability and the necessity to process such data due to tingited link

between health risks and vissA @AT PO OOAOAI 1 AOOG8 S

- Specific attention has been devoted recently to the risks of Artificial Intelligence applied to Facial (and
OAEAEAADOS q OMANolw RdpditQE gDec@mberRdl8available at:
https://ainowinstitute.org/Al_Now_2018 Report.pdf.

- Onbiometric data, seeWP 29 Opinion 3/2012 on developments in biometric technologies, page

30-31, on the specific risks posed by biometridata; and WP 29 Opinion 02/2012 on facial recognition

in online and mobile services, Section 5, Specific risks and recommendations.

49 See having regard to the automation of decisions, Opiniod/15, ECLI:EU:C:2017:5920f the CJEU

regarding the proposedEU-Canada PNR data sharing agreement. The Cdu@pinion highlighted that the

Canadian system for risk assessments of EU travellers operateddrsystematic and automated manner,

and with a “significant” margin of error exposing a large number of individals who posed no risk to

ongoing scrutiny by CBSA and other agencies. The Opinion emphasised that algorithmic systems and risk
AOGOAGOI A1 O OAAET I 11 Chbn-dicoringinatbrk | @WDM‘)EAI&A EDEAO A&ET Al A
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- whether it concerns vulnerablepersons or not*;

- whether it also affects other fundamentalrights (there could be ‘inextricably
linked* fundamental right®!, for instance the right to protection of privacy and
the right to freedom of expression, as in the Digital Rights and Tele2 CJEU
cases).

In cases where some (or part of the) impacts cannot be ascertained beforehand, it might be
helpful applying the so-called precautionary principle®?. As an example of the applicability

noted that the right to privacy and to the protection of personal data may link to other fundamental rights
and principles (here, nonrdiscrimination).

- More specifically, on theimpact of automated decision making used by State/public authorities, see

Australian Government,Automated Assistance in Administrative Decision Makjrgetter Practice Guide
February 2007 (even if not updated, contains a relevant set of questions), availakle

https://www.oaic.gov.au/images/documents/migrated/migrated/betterpracticeguide.pdf .

S0ECtHR,S. and Marpen  DAOA pctqd O4EA #1 OtheQeteidrod bl ud-coAvictkdOEAAOO
DAOOT T O8 Aehpodiallyl hArbhfulAnithe case ofminors such as the first applicant, given their
ODAAEAI OEOOAOEITT AT A OEA EI bl OOAT AA .1 £ OEAEO AAOGAITE
- See, as an example on spetitention needed in case of processing of personal data relating to minors,

the EDPS response to the Commission public consultation on lowering the fingerprinting age for

children in the visa procedure from 12 years to 6 yearsh w .1 OAI AAO ThagRPs DACA
recommends that the necessity and proportioality of collecting fingerprint data of children as from a

younger age should be he focus of amadditional prior reflection and evaluation, aspart of the impact

assessment that is carried out to accom@ny the future Commission proposal to revise the VIS

2ACO1I ACET 18068 4EA %$ 0 Bitps@dd®mirdp®Odh/sitEs@dp/ilésoibiic Asidn/A7 - A O g
11-09_formal_comments_201-0809_en.pdf

51 SeeChristopher Docksey Four fundamental rights: finding the balancenternational Data Privacy Law,

2016, Vol. 6, No. ® ACA ¢ 1o d, cobtex), tch ainiass Aurveillance and independemgulation, the

rights of privacy and data protection and freedom of expression function in a wholly complementary

fashion, each reinforcing the othe8 6 8

52 As early as the 1970s, Hans Jonas was the precursotlod precautionary principle. On 2 February2000,

the European Commission stated in its Communication on the Precautionary Principle (COM(2000)L

final): "Although the precautionary principle is not explicity mentioned in the Treaty except in the
environmental field, its scope isfar wider and covers those specific circumstancewhere scientific

evidence is insufficient, inconclusive or uncertain and there are indications through preliminary

objective scientific evaluation that there arereasonable grounds for concern that the potentially

dangerous effects on the environment, human, animal or plant health may be inconsistent with the chosen

1 AOAT T £ WedodriuAiéatoh ik a/dilable at:

https://eur -lex.europa.eu/legatcontent/EN/TXT/PDF/?uri=CELEX:52000DC0001&from=EN

7A AT 1 OEAAO OEAO OEEO DPOET AEPI Ah AT 1T OEOOAT 01 U xEOE OE
applicable to the risks to privacy and to the protection opersonal data.

-O7EAT A AT 1 OAT 6060 EO 1 AAEET ¢ OACAOAEI ¢ OEA AAOGAI T PI Aj
OEA %#O(2 A@PAAOO A 1 Ai AAO OOAOGA OAI AEIETC A PEITAAO

OECEO AAIl AlerAdd&d/an De Beyronip®dokdural Rationality: Giving Teeth to the Proportionality
Analysis European Constitutional Law Review, 9, 2013, page 243, referring to c&and Marper v United
Kingdom ECtHR.

- In his Opinion 4/2018 on the Proposals for two Regulations establishing a framework for
interoperability between EU large-scale information systems, the EDPS took into account the
unpredictable risks and hence called for a wider, evidenceased, debate (on interoperability), Oj 8 8 8 q
interoperability is not primarily a technical choice, it is first and foremost a political choice to be made, with
significant legal and societal implications in the years to come . Against the backdrop of the clear trend

to mix distinct EU law and policy objectives (il@order checks, asylum and immigration, police cooperation

and now also judicial cooperation in criminal matters), as well as granting law enforcement routine access to
non-law enforcement databases, the decision of the EU legislator to make laogde ITsystems interoperable

would not only permanently and profoundly affect their structure and their way of operating, but would also
AEAT CA OEA xAU 1 ACAl PDPOEIT AEDPI A0 EAOGA AAAT ET OAODPOAOA,
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of this principle, it might be suggested to the legislator to adopt an ‘incremental approach’,
opting for the use of an already experimented and verified IT tool rather than an IT tool whose
effectiveness (false negatives, false positives) has not yet been fully tested.

Relevant examples

EXAMPLE 1: Tele2 Sverige AB (CJEU, C-203/15 and C-698/15, ECLI:EU:C:2016:970)

The Court evaluated the interference as serious, especially in light of the fact that the measures implied
the profiling of the person concerned.

The Court observed that: “legislation provides for a general and indiscriminate retentionf all traffic
and location dataof all subscribers and registered userslating to all means of electronig
communication and that it imposes on providers of electronic communications services an obligation
to retain that data systematically and continuously, with no exceptions. As stated in the order for
reference, the categories of dataovered by that legislation correspond, in essence, to the data whose
retention was required by Directive 2006/24.”.

“The data which providers of electronic communications services must therefore retain makesit
possible to trace and identify the source of a communication and its destination, to identify the|date,

ti me, duration and type of a communicati ojn, t o
establish the location of mobile communication equipmeThat data includes, inter alia, the name
and address of the subscriber or registered user, the telephone number of the caller, the number
called and an IP address for internet servicdhat data makes it possible, in particular, to identify
the personwith whom a subscriber or registered user has communicated and by what means, and to
identify the time of the communication as well as the place from which that communication took
place Further, that data makes it possible to know how often the subscritreor registered user
communicated with certain persons in a given peri¢sge, by analogy, with respect to Directive
2006/24, the Digital Rights judgment, para. 26).”.

“That data, taken as a whole, is liable to allow very precise conclusions to be decaweerning the
private lives of the persons whose data has been retained, such as everyday habits, permanent or
temporary places of residence, daily or other movements, the activities carried out, the social
relationships of those persons and the sociaveanments frequented by therfsee, by analogy, in
relation to Directive 2006/24, the Digital Rights judgment, para. 27). In particular, that data provides
the means (...) of establishing a profile of the individuals concernethformation that is no less
sensitive, having regard to the right to privacy, than the actual content of communications.”.

“The interference entailed by such legislatidn the fundamental rights enshrined in Articles 7 and 8
of the Charter is very farreachingand must be considered to be particularly serious The fact that the
data is retained without the subscriber or registered user being informed is likely to cause the persons
concerned to feel that their private lives are the subject of constantveillance (see, by analogy, in
relation to Directive 2006/24, the Digital Rights judgment, para. 37).”.

On the impact of the measure on other fundamental rights linked to the rights to privacy and to the
protection of personal data, the Court noted that: “the retention of traffic and location data could (...)
have an effect on the use of means of electronic communication and, consequently, on the exercise by
the users thereof of their freedom of expressignguaranteed in Article 11 of the Charter (see, by
analogy, in relation to Directive 2006/24, the Digital Rights judgment, para. 28)” (emphasis supplied).

The Court also considered the impact of the measure ‘ratione personae’, namely the requirement
imposed by the legislation to retain and make accessible (also) data relating to members of professions

T OAOOKEbedréasoss] the EDPS calls fowier debate on the future of the EU information
exchange, their governance and the ways to safeguard fundamental rights in thiscontext & j PAOA8cuv d8
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that handles privileged or otherwise confidential information: “particular attention must (...) be
paid to necessity and proportionality where the communications data sought relates to a person who is
a member of a profession that handles privileged or otherwise confidential information” (emphasis
supplied).

EXAMPLE 2: Ministerio Fiscal (CJEU, C-207/16, ECLI:EU:C:2018:788)

The Court held that: “It should (...) be determined whethein the present case, in the light of the facts
of the case, the interference with fundamental rights enshrined in Articles 7 and 8 of the Chatftat
police access to the data in question in the main proceedings would entail must be regarded a
‘“ser.ous

“In that regard, the sole purpose of the requedtissue in the main proceedings, by which the police
seeks, for the purposes of a criminal investigation, a court authorisation to access personal data
retained by providers of electronic communications services, is to identify the owners of SIM cards
activated over a period of 12 days with the IMEI code of the stolen mobile telephone. (...) that request
seeks access to only the telephone numbers corresponding to those SIM cards and to the data relating
to the identity of the owners of those cards, such as their surnames, forenames and, if need be,
addresses. By contrast, those data do not concerfr.) the communications carried out with the stole
mobile telephone or its locatioh

“It is therefore apparent that the data concerned by the request for access at issue in the main
proceedings only enables the SIM card or cards activated with the stolen mobile telephone to be linked,
during a specific period, with the identity of the owners of those SIM cards. Without those data being
cross-referenced with the data pertaining to the communications with those SIM cards and the location
data, those data do not make it possible to ascertain the date, time, duration and recipients
communications made with the SIM card or cards in question, nor the locatiovisere those
communications took place or the frequency of those communications with specific people dur
given period. Those datdo not therefore allow precise conclusions to be drawn concerning
private lives of the persons whose data is concdrfnemphasis supplied).

On the basis of all of the above, the Court found that the interference is not a serious one. We can
observe that a key factor that drove the assessment by the Court as ‘not serious’ of the interference
(reasoning in this regard a contrario from Tele2) is the absence of profiling.

EXAMPLE 3: PNR Canada (CJEU, Opinion 1/15, ECLI:EU:C:2017:592)

The interference in the PNR Canada case was assessed by the Court in particular with reference to the
extent, the level of intrusiveness and the scope ratione personae. The latter was considered a problem
in the agreement (together with other aspects). The Court held that “although the interference
constituted by the agreement envisaged is less extensivéhan that provided for in Directive 2006/24,
and is also less intrusive into the daily life of everyone, its undifferentiated and generalised nature
raises questions” (emphasis supplied).

The other problematic aspects criticised by the Court relate to: (i) the identification of the competent
authority responsible for processing the data; (ii) the automated processing (lack of safeguards
identified at paras. 258-260); (iii) the conditions for access to retained data by law enforcement
authorities; (iv) the data retention period; (v) the disclosure and transfer of data; (vi) oversight by an
independent authority. The above problems have been pointed out by the CJEU also in cases Digital
Rights and Tele2.

EXAMPLE 4: Bevandorlasi és Allampolgarsagi Hivatal (CJEU, C-473/16, ECLI:EU:C:2018:36)

On the interference of the measure at stake, the Court observed: “the interferencewith the private life
of the applicant for international protection arising from the preparation and use of an expert’s report,
such as that at issue in the main proceedings, is, in view of its nature and subject matter, particularly
serious”.
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Step 3: proceed to the fair balance evaluation of the measure

When (and only then) the legislator has gathered all required information and performed the
assessment of the importance and effectiveness and efficiency of the measure and of its
interference on privacy and on the protection of personal data, it should proceed to examining
the fair balance of these two aspects.

In the presence of information asymmetry, for instance in the presence of known benefits but
unknown costs, or vice-versa, it will be difficult, if not impossible, to establish whether the
measure is proportionate, weighing up all the factors.

53 Available at:https://edps.europa.eu/sites/edp/files/publication/16 -09-21 smart_borders_en.pdf
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In practice, the proportionality principle requires establishing a balance between the extent and
nature of the interference and the reasons for interfering (the needs), as translated into
objectives effectively pursued by the measure. The Court underlined that “/w/here several
rights and fundamental freedoms protected by the European Union legal order are at issue,
the assessment of the possible disproportionate nature of a provision of European Union law
must be carried out with a view to reconciling the requirement®f the protection of those
different rights and freedoms and a fair balancebetween them”,

In other words, the principle serves as an instrument for balancing conflicting interests
according to a rational standard in cases where precedence is not given a priori to any of them®>.

In effect, there is a possible method for reviewing whether or not an EU legal act may be
considered compatible with Articles 7 and 8 of the Charter and with the principle of
proportionality under Article 52(1) of the Charter. Such method would stem in particular from
the judgments of the CJEU referred to in these Guidelines, notably but not exclusively in the
specific field of ‘general programmes of surveillance’*®.

54 CJEU cases-#83/11, Sky Osterreich GmbH v. Osterreichischer Rundfi®®],ECLI:EU:C:2013:28para.
60; G275/06, Productores de Musica de Espafia (Promusicae) v Telefénica de Espafa, SA&ILI:

EU:C:2008:54, paras 65 and 66 and-%14/10, Deutsches WeintqrECLI:EU:C:2012:526, pard.7; ECtHR
judgment, Big Brother Watch and others v United Kingddm po 3 APOAI AAO mingiapbf O¢ 81 ¢ 8
the proportionality of the application should particularly include a consideration of the rights (particularly

to privacy and, in relevant cases, freedom of expression) of the individual and a balancing of these rights
against the benefittotthA ET OAOOECAOQEI 1 86

55 pecifically, e CJEldaseC-28/08, Bavarian Lager para.56: (Regulations Nos 45/2001 and 1049/2001

were adopted on dates very close to each other. They do not contain any provisions granting one regulation
primacy over the othed 8

56 In Opinion 4/2018 on the Proposals for two Regulations establishing a framework for
interoperability between EU large-scale information systems, at page 12, the EDPS clariieDEA O OOEA
new data processing operationaiming at correctly identifying the persons constitute aninterference

with their fundamental rights as protected by Articles 7 and 8 of the Charter. Consequently, they must

pass the necessity and proportionality test§ ! OOEAT A v¢jpqQ T &£ OEA #EAOOAOQ868
- This interpretation is in line with the caselaw of CJEU, according to whichll kinds of processing of

personal data by government authoritiescan beregarded as arinterference with the right to privacy and

to the protection of personal data See, in this regard, cas€362/14, SchremsECLIEU:C:2015:650 paras.

93-wt j ATA OEA xi1 OAET ¢ O)1 bAOO&ALGdiskidhs nét nitéd foAvnah ACET 1T E
is strictly necessary where it authorises, on a generalised basis, storage of all the personal data of all the
persons whose data has been transferred from the European Union to the United States without any
differentiation, limitation or exception being made in the light of the agtive pursued and without an
objective criterion being laid down by which to determine the limits of the access of the public authorities to

the data, and of its subsequent use, for purposes which are specific, strictly restricted and capable of jgstifyin

the interference which both access to that data and its use entail (...)lrBgarticular , legislation permitting

the public authorities to have access on a generalised basis to the content of electronic communigations
(emphasis supplied).

- On this point, see alsoS and Marper v United Kingdom %# O( 2 h D An@rk Storing(of, data 4 E A
relating to the private life of an individual amounts to an interference within the meaning of Article 8

(..). The subsequent use of the stored information has no béag on that finding (..). However, in
determining whether the personal information retained by the authorities involves any of the privatdife

aspects mentioned above, the Court will have due regard to the specific context in which the information

at issue has been recorded and retained, the nature of the records, the way in which these records are used

and processed and the results that may be obtaing&do 8

27



Guidance (how to proceed)

9 First, prior to the balance exercise, verify if there is a situation of information
asymmetry: has all relevant information been collected and assessment performed on
both the ‘benefits’ and the ‘costs’ of the measure?

1 Then, compare the constraints on privacy and data protection and the benefits (the
balancing exercise): are the measures envisaged to fulfil the objective a proportionate
response to the need at the basis of a proposal for legislation, given the limitations to
the data protection and privacy rights?

1 After performing the balancing exercise, ensure that adequate evidence is produced and,
as the case may be, published, establishing that the analysis has been done (Report on
the Proportionality Test, that is, a synthetic analysis of the outcome of the assessment
performed).

1 Keep (register and store) all relevant documentation obtained or produced while
performing the balancing exercise and drafting the Report on the Proportionality Test.
Such documentation should be relevant and sufficient to provide justification (or to
identify the critical issues) for the measure under scrutiny (target of evaluation), and
referred to in an annex to the Report®’.

57n his Opinion, ECLI:EU:C:2013:844n joined cases €93/12 and C-594/12 , Digital Rights the Adsocate
General pointed outthe lack of relevant and sufficient reasons on the two years data retention period
prescribed by the directive as a key factor for rejecting the proportionality of the two years data retention
period (as opposed to the, justified less than one year retention time). See paras. 148t «[t m&y be

Al T OEAAOAA OEAO A OAOGAT OGEI 1T DPAOETA A1 O PAOOITAI AAC
AEOOET COEOEAA &EO0I I A PAOEIT A OxEEAE EO I AAOOOAA ET UA
within what is perceived as present éifand the second to that falling within life perceived as memory. The
interference with the right to privacy is, from that perspective, different in each case and the necessity of both
types of interference must be capable of being justified. Although ribeessity of the interference in the
dimension of present time seems to be sufficiently justified, | have foundstification for an interference
extending to historical time . Expressed more directly, and without denying that there are criminal actasti
which are prepared well in advance, | have not found, in the various views defending the proportionality of
Article 6 of Directive 2006/24, any sufficient justification for not limiting the data retention period to be
established by the Member Statesléss than one yead 8

- See alsojoined cases Volker und Markus Schecke andHartmut Eifert, C-92/09 and C-93/09,
ECLI:EU:C:2010:662D A O A 8Thedepsdothihg to show that, when adopting Article 44a of Regulation No
1290/2005 and RegulatiorNo 259/2008,the Council and the Commission took into consideration methods of
publishing information on the beneficiaries concerned which would be consistent with the objectivaiof
publication while at the same time causing less interference with those benetci&ighi to respect for their
private life in general and to protection of their personal data particular (...)8 @mphasis supplied).

- In Opinion 7/2018 on the Proposal for a Regulation strengthening the security of identity cards of Union
citizens and other documents, 10 August 2018 (available at:
https://edps.europa.eu/sites/edp/files/publication/18 -08-10_opinion_eid_en_0.pjifin page 3 the EDPS
@bserves that the Impact Assessment accompanying the Propaisas not appear to support the policy

option chosen by the Commission, i.e. the mandatoryiasion of both facial images and (two) fingerprints

in ID cards (and residence documents). (...) Therefore, the EDPS recommends to reassess the necessity and the
proportionality of the processing of biometric data (facial image in combination with fingeins) in this
contexto 8

- Similarly, in Opinion 7/2017 on the new legal basis of the Schengen Information System, 2 May 2017
(available at: https://edps.eur opa.eu/sites/edp/files/publication/17 -05-02_sis_ii_opinion_en.pjif the
EDPS, in page Zonsidered O} &ha gh€lintroduction of new categories of data, including new biometric
identifiers, raises the question of the necessity and proportionality ofgmsed changes and for this reason the
Proposals should be complemented with the impact assessment on the right of privacy and the right to data
protection enshrined in the Charter of Fundamental Rights of the&®8
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Relevant examples

EXAMPLE 1: Tele2 Sverige AB (CJEU, C-203/15 and C-698/15, ECLI:EU:C:2016:970)

In Tele2, the Court held that: “Given the seriousnesof the interference in the fundamental rights
concerned represented by national legislation which, for the purpose of fighting crime, provides for the
retention of traffic and location data, only the objective of fighting serious erieis capable of justifying
such a measure (...)” (emphasis supplied).

The Court had clear in mind, on one side, the importance and effectiveness of the measure; on the other
side, the scope (not restricted to data pertaining to a particular time period and/or geographical area
and/or to persons likely to be involved in serious crime) and the level/intensity (including profiling)
of the interference.

Having weighed up the one against the other, the Court held that: “The effectiveness of the fight against
serious crime cannot in itself justify that national legislation providing for the general and
indiscriminate retentionof all traffic and location data should be considered to be necessary for the
purposes of that fight.” The measure “therefore exceeds the limits of what is strictly necessang
cannot be considered to be justified, within a democratic society” (emphasis supplied).

EXAMPLE 2: Ministerio Fiscal (CJEU, C-207/16, ECLI:EU:C:2018:788)

In Ministerio Fiscal, the Court held that the measure under scrutiny is proportionate (successfully
passes the proportionality test, and is therefore lawful under both the necessity and the proportionality
principles).

A key factor for this assessment is the fact that the interference had been considered as ‘not serious’,
and therefore could not outweigh the (‘equally’ not serious/high) importance of the objective as
effectively fulfilled by the measure.

Referring to the words of the Court: “[W]hen the interferencethat (the measure) entails is not serious

(the measure) is capable of being justified by the objective of preventing, investigating, detecting and

prosecuting *‘ cr i mi”nOa the confrafye“imn aceosldnce with the priipld of
proportionality, serious interference can be justified, in areas of prevention, investigation, detection
and prosecution of criminal offences, (only) by the objective of fighting crime which must also be
defined as ‘serious’” (emphasis supplied).

EXAMPLE 3: PNR Canada (CJEU, Opinion 1/15, ECLI:EU:C:2017:592)

The measure under scrutiny in this case is such as to present information asymmetry between the
expected benefits and the impact on the fundamental right to privacy and to the protection of personal
data. This is due in particular to the fact that the categories of personal data to be processed are not
clearly and precisely worded; the rules applicable to the automated pre-screening of passengers are
also not specified by the measure.

Indeed, such lack of specifications not only makes the comparability exercise impossible, but also
brings the Court to the point of directly declaring the agreement, in its current version, not compatible
with Articles 7 and 8 and Article 52(1) of the Charter.

EXAMPLE 4: Bevandorlasi és Allampolgarsagi Hivatal (CJEU, C-473/16, ECLI:EU:C:2018:36)

In this case, the Court, having regard to all elements on the importance and effectiveness of the measure
and on its interference (on a single specified person, in this case), concluded that: “Article 4 of Directive
2011/95, read in the light of Article 7 of the Charter, must be interpreted as precluding thepreparation
and use, in order to assess the veracity of a claim made by an applicant for international prote

action

concerning his sexual or i e nt,authiasahat at issuiefin the mamn g
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proceedings, the purpose of which is, on the basis of projective personality tests, to provide an
indication of the sexual orientation of that applicant” (emphasis supplied).

In other words, the Court found the measure under scrutiny not proportionate, due to the extremely
serious interference of the measure, but also due to the lack of effectiveness in reaching the objective
pursued.

EXAMPLE 5: Scarlet Extended (CJEU, C-70/10, ECLI:EU:C:2011:771)

This case is interesting because it shows that the right to the protection of personal data may play
the role of a concurring right, that is not the one mainly affected by the measure, but which nonetheless,
together with other rights (freedom to conduct business; freedom to receive or impart information), can
tilt the balance in favour of the non-proportionality of the measure (pursuing the objective of better
protecting intellectual property rights).

We report the most relevant excerpts of this ruling: “the injunction to install the contested filtering
systemis to be regarded as not respecting the requirement that a fair balance be struck between, on
the one hand, the protection of the intellectuaproperty rightenjoyed by copyright holders, and, on
the other hand, that of the freedom to conduct businegsjoyed by operators such as ISPs.

Moreover, the effects of that injunction would not be limited to the ISP concerned, as the contested
filteringsystemmayal so i nfringe the fundament al rig
to protection of their personal datand their freedom b receive or impart informationwhich are
rights safeguarded by Articles 8 and 11 of the Charter respectively. (...)

Consequently, it must be held that, in adopting the injunction requiring the ISP to install the contested
filtering system, the national court concerned would not be respecting the requirement that a f3
balancebe struck between the right to intellectual property, on the one hand, and the freedom to
conduct businessthe right to protection of personal datand the freedom to receive or ipart
information, on the other” (emphasis supplied).

EXAMPLE 6: EDPS Opinion 1/2017 on a Commission Proposal amending Directive (EU)
2015/849 and Directive 2009/101/EC. Access to beneficial ownership information and data
protection implications

In this Opinion, as well as in the Proposal, the objective is referred to as ‘risk to be avoided’ (in this
case, the risk of money laundering and terrorism-financing). As a rule, the collection and processing of
personal data, to be proportionate to the aim, should be ‘adjusted to’ (take into account) the risk (for
instance, to the ‘economic public order’) posed by the persons concerned. This would allow the
optimisation of the interference on the right to privacy and to the protection of personal data.

The EDPS Opinion on the Proposal amending the anti-money laundering directive noted that, contrary
to the aforesaid approach: “the Proposal (...) removes existing safeguards that would have granted a
certain degree of proportionality. For example, in setting the conditions for access to information on
financial transactions by FIUs, the Proposal provides that, for the future, FIUs’ [Financial Intelligence
Units] need to obtain additional information may no longer and not only be triggered by suspicious
transactions (as is the case now [so-called ‘risk based approach’ to anti-money laundering]), but also
by FIUs’ own analysis and intelligence, even without a prior reporting of suspicious transactions.
The role of FIUs, therefore, is shifting from being “investigation based” to being “intelligence based”.
The latter approach is more similar to data mining than to a targeted investigation, with obvious
consequences in terms of personal data protection.”.

EXAMPLE 7: EDPS Video-Surveillance Guidelines

The same approach, consisting in finding out the optimisation of the interference on the right to
privacy and to the protection of personal data with the aim pursued by the measure (for instance,

Nt

ir

security of premises), is applied in the EDPS Guidelines on Video-Surveillance: “Using a pragmatic
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approach based on the twin principles of selectivity and proportionality, video-surveillance systems
can meet security needs while also respecting our privacy. Cameras can and should be used intelligently
and should only target specifically identified security problems thus minimising gathering irrelevant
footage. This not only minimises intrusions into privacy but also helps ensure a more targeted, and
ultimately, more efficient, use of video-surveillance.” Specific indications are provided in the
Guidelines (among others, on: camera locations and viewing angles; number of cameras; times of
monitoring; resolution and image quality; special categories of data; areas under heightened
expectations of privacy; high-tech and/or intelligent video-surveillance; interconnection of video-
surveillance systems).

EXAMPLE 8: EDPS Opinion 5/2015 on the Proposal for a Directive on the use of Passenger Name
Record data for the prevention, detection, investigation and prosecution of terrorist offences and
serious crime

“The essential prerequisite for a PNR scheme -i.e. compliance with necessity and proportionality
principles- is still not met in the Proposal. The Proposal (...) does not set forth any detailed analysis
of the extent to which less intrusive measures could achieve the purpose of the EU PNR scheme. Finally,
the non-targeted and bulk collection and processing of data of the PNR scheme amount to a measure of
general surveillance. In the view of the EDPS, the only purpose which would be compliant with the
requirements of transparency and proportionality, would be the use of PNR data on a case-by-case basis
but only in case of a serious and concrete threat established by more specific indicators. Since there is
no information available to the effect that the necessity and proportionality of the measures
proposed have been adequately demonstrated, the EDPS considers that the Proposal, even modified,
still does not meet the standards of Articles 7, 8 and 52 of the Charter of Fundamental Rights of the
Union, Article 16 of the TFEU and Article 8 of the ECHR. The EDPS would encourage the legislators
to further explore the feasibility against current threats of more selective and less intrusive
surveillance measures based on more specific initiatives focusing, where appropriate, on targeted
categories of flights, passengers or countries.”.

Step 4: analyse conclusions on the proportionality of the proposed measure.
If the conclusion is ‘not proportionate’, identify and introduce safeguards
which could make the measure proportionate.

If the balancing exercise as described under Step 3 leads to the conclusion that a proposed
measure does not comply with the requirement of proportionality, then either the measure
should not be proposed, or it should be modified so as to comply with these requirements.

Guidance (how to proceed)

91 Synthetically analyse the outcome of the assessment performed under step 3 as
described in the Report on the Proportionality test, highlighting in particular the
factors that gave rise to the conclusion of ‘non-proportionality’ (‘negative
proportionality test’);

1 Rework the proposal, drafting if possible one or more corrective options addressing
the critical issues (define more narrowly the purpose, the categories and the amount of
personal data to be processed®®, and thus reduce the level of interference of the measure
with privacy and data protection);

58 As example, sedormal comments of the EDPS on the Proposal for a Directive of the European
Parliament and of the Council on credit servicers, credit purchasers and the recovery of collateral,
recommending to better define the categories and amount of documents (containing personal data) to be
processed pursuant to the Proposal, at page 3. The formal comments are available at:
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1 Envisage and introduce safeguards reducing the impact of the proposal on the
fundamental rights at stake (for example, introduce the need for human verification in
case of legislation providing for fully automated measures)®°.

91 Provide for re-evaluation and sunset clauses: most probably the situation to be
addressed is characterised by a very dynamic environment, from both the technological
and societal viewpoint. This uncertainty may have contributed to the assessment of the
measure as non-proportionate for ‘prudential reasons’ (precautionary principle), due to
uncertainties on the effective impact of the measure (for example, due to the envisaged
technological tools). In this case, in addition to further safeguards, it is advisable to
provide for strict re-evaluation (regular checks/evaluation of the impact post factum,
also aiming at addressing unexpected effects) and sunset clauses (‘unless conformed
or revised, the measure is no longer applicable as from’). Specific oversight
mechanism/bodies might also be considered®.

https://edps.europa.eu/sites/edp/files/p ublication/19 -01-

24 _comments_proposal_directive_european_parliament_en.pdf

59 As example ofsafeguards, see EDPS Opinion 4/2018 on the Proposals for two Regulations

establishing a framework for interoperability between EU large-scale information systems, page 16:

Or OYEA AEZEZAOAT O EI Géiiiéatioh bytad indepetdent auéhbiridyEtiiafthe @QEode

conditions are met prior to the access. In case of the ETIAS, the EES, and the Eurodac system, the law
enforcement authorities are also required o first consult other relevant systems (e.g. national databases,

%001 pi 1 AAOAh. 00iih OEA 6)3Q86

-3AA Al O OEA &2! [/ PETEIT 11T O)1 6A01I PpAOAAEI EOGU AT A £AC
regard to the need of differential treatment (safegueds) for vulnerable persons, remarks (page 33)

O02ApPl AAET ¢ OEA AAOAAAA OUOOAI xEOE A OOOAAI T ETAA 1 A;
against the Common Identity Repository means that data of all persons are considered equally sensitive

and that data of persons in avulnerable situation (such as that of persons seeking international

protection) would not require enhanced safeguards8. 0

- Concerning safeguards (human verification, meaningful explanations, reporting) in the context of a

possible ue of automated measures, seEDPS formal comments on the Commission proposal on the

prevention of dissemination of online terrorist materialn AO BDACA yd O! OOEAIT A y
OOOAT OPAOAT AU 1T Al ECAQGET T O6h bDOI OE Adkandithis Aéir polisy@® OET O1 2
OEA DPOAOGAT OEI 1T 1 £ OAOolefzEapproprite, adveanidgiul eXtahalidn Gfitkel ¢ h

£O01 AOGETTEIC T &£ PpOT AACEOA 1 AAOOOAO ET AI OAET ¢ OEA OOA
Article 9(1) provides that HSPs using automated tools shall introduce effective and appropriate safeguards

to ensure that decisions taken in particular to remove or disable content are accurate and wédunded.

' OOEAT A wjc¢q OPAAEAEAO OEAO OO kiighDehdEkdicatots’mlereOE AT 1 Al
appropriate AT Ah  ET AT U AOAT Oh xEAOA A AAOGAEI AA AOOAOOI AT
(emphasis added)Having regard to these safeguards, the EDPS recommends replacing in Article 8(1) and

wj ¢cq OEA AOAEABDOXDOEAOAS xEOE OET AT U AAOASdh 1 Oh
APDOT POEAOAGS8 4EA %$03 Al O 171 0AO OEAOh DOOOOAT O Oi
proactive measures taken, including the ones based on automated toals,the authority competent to

oversee the implementation of proactive measures under Article 17(1)(c). The EDPS recommends

specifying in the Proposal, under Recital 18, that HSPs should provide the competent authorities with all

necessary information abou the automated tools used to allow a thorough public oversight on the
effectiveness of the tools and to ensure that the latters do not produce discriminatory, untargeted,

Ol OPAAELZEA 1 O O1 EOOOEAEAA OAOOI 0086 4EA & Oi Al AT 11 A1
https://edps.europa.eu/data -protection/our -work/publications/comments/formal -comments-edps-
preventing-dissemination_en

60 SeeWP29 Working document 01/2016 on the justification of interferences with the fundamental

rights to privacy and data protection through surveillance measures when transferring personal

data (European Essential Guarantees), WP237 of 13 April 2016 Section § GBuaantee C- An

independent oversight mechanism should existd h D AL £h@ doaument is available at:
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2016/wp237 en.pdf.

)>\
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1 Re-run the assessment of necessity and proportionality (both tests, since the introduced
modification may trigger the need to perform again each step of test 1 and 2).

Relevant examples

EXAMPLE 1: Tele2 Sverige AB (CJEU, C-203/15 and C-698/15, ECLI:EU:C:2016:970)

The outcome of the assessment of proportionality (referred to as ‘strict necessity’) in Tele2 is negative.
The Court points out to the factors that determined its negative assessment: in particular, such factors
relate to the (lack of) relationship between the data which must be retained and the threat to public
security, countering which is the objective of the measure (see para. 106 of the judgment).

A contrario, the Court also expressly laid down the features of the proportionate measure. In particular,
the measure “must, first, lay down clear and precise rules governing the scope and application of such
a data retention measure and imposing minimum safeguards, so that the persons whose data has been
retained have sufficient guarantees of the effective protection of their personal data against the risk of
misuse. That legislation must, in particular, indicate in what circumstances and under which conditions
a data retention measure may, as a preventive measure, be adopted, thereby ensuring that such a
measure is limited to what is strictly necessary. Second, (...) the retention of data must (...) meet
objective criteria, that establish a connection between the data to be retained and the objective pursued.
In particular, such conditions must be shown to be such as actually to circumscribe, in practice, the
extent of that measure and, thus, the public affected.

As regard the setting of limits on such a measure with respect to the public and the situations that may
potentially be affected, the national legislation must be based on objective evidence which makes it
possible to identify a public whose data is likely to reveal a link, at least an indirect one, with ser
criminal offences and to contribute in one way or another to fighting serious crime or to preventing a
serious risk to public security. Such limits may be set by using a geographical criterionwhere the
competent national authorities consider, on the basis of objective evidence, that there exists, in one or
more geographical areas, a high risk of preparation for or commission of such offences” (emphasis
supplied).

Other conditions for the proportionality of the measure, and concerning access by the law enforcement
authorities to the retained data, are laid down in paras. 120-122, namely the prior review by a Court or
by an independent administrative body; the notification, as soon as this is not liable to jeopardise
investigations, to the person affected; the provision for the data to be retained in the European Union;
the provision for the irreversible destruction of the data at the end of the retention period. These other
conditions can in reality be consider as safeguards, which, together with the definition of the scope of
the measure, can make the measure proportionate.

The judgment also refers to the “review, by an independent authority, of compliance with the level of
protection guaranteed by EU law with respect to the protection of individuals in relation to the
processing of personal data, that control being expressly required by Article 8(3) of the Charter and
constituting, in accordance with the Court’s settled case-law, an essential element of respect for the
protection of individuals in relation to the processing of personal data. If that were not so, persons
whose personal data was retained would be deprived of the right, guaranteed in Article 8(1) and (3) of
the Charter, to lodge with the national supervisory authorities a claim seeking the protection of their
data (see, to that effect, the Digital Rights judgment, paragraph 68, and the judgment of 6 October
2015, Schrems, C-362/14, paragraphs 41 and 58)” (emphasis supplied). This last requirement pertains
to the condition of the respect of the essence of the fundamental right and falls under test 1 (Necessity
test).

So far, the legislator did not put forward a new proposal for a data retention Directive. If it decides
to do so, it should go through both tests 1 and 2, namely the Necessity and the Proportionality tests.

jous
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