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I. The purpose of these Guidelines and how to use them

Fundamental rights, enshrined in the Charter of Fundamental Rights of the European Union

( h er e itheZhaite’}, form ‘partof thecore values of the European Unigrwhich are
alsolaid downin the Treaty on the European Uniprh e r e i n a f. Aneong,these Tights ’ )
are the fundamental rights to privacy and the protection of personal data enshrined in Articles
7 and 8 of theCharter. Thesefundamentakights must be respectdxy EU institutions and
bodiesincluding when theylesign and implement new policies or adopt any new legislative
measure. Other fundamental rights norms also playfauentialrole in the EU legal ordem
particularthoseset outin the European Convention for the Protection of Human Rights and
Freedoms (theECER)hafter 6 °

The conditions for possible limitations on the exercisefdundamental rights are amotige
most important features of ti@harter because they determthe extent to which the rights
can effectively be enjoyed?.

The necessity and proportionality of a legislative measure entailing a limitation on the
fundamental rights to privacy and the protection of personal a@a&an essentiabual
requirement with which any proposed measure that involves processing of personal data must
comply. Howeverensuring thatdata protection becomes arnntegral part of EU policy-
making requires not only an understandingtoéd principles epressed in the legal framework
andin the relevantaselaw, but also gractical and creative focus on solutions to complex
problemswith often competing policy prioritiés

The Court of Justice of the European Union ( her ei naf t er |, ‘“the CJEU’
EU legislation is often required to mesdveral public interest objectives which may
sometimes be contradictory and requirdamr balance to be struck between thearious
fundamental rights protected by tBe&) legal ordet. Such rights asenshrinedn the Charter

1 Article 2 TEU states that "[tlhe Union is founded on the values of respedtufoan dignity, freedom,

democracy, equality, the rule of law and respect for human rights, including the rights of persons belonging

to minorities". In addition, Article 6(1) TEU recognises theghts, freedoms and principles set out in the

Charter, which has the same legal value as the treaties (emphasis supplied).

2 Article 6(3) TEU states that "fundamental rights, as guaranteed byutopdan Convention for the Protection

of Human Rights and Fundamental Freedoms and as they result freonshi¢utional traditions common to

the Member States, shall constitutgeneral principles of the Union’'s law" (emphasis supplied).

SArticle52(1)d t he Charter states that “[a]lny |imitation on
this Charter must be provided for by law and respect the essence of those rights and freedoms. Subject to the
principle of proportionality, limitations maye made only if they are necessary and genuinely meet objectives of
gener al interest recognised by the Union or the need
4 SeePolicy paper “EDPS as an advisor to EU institutions on policy and legislation: building on ten years

of experience”, 4 June 2014, available at:
https://edps.europa.eu/daieotection/owwork/pulications/papers/edpsdvisorewinstitutionspolicy-and

legislation_en

5 Case G275/06, Productores de Musica de Espafia (Promusicae) v Telefénica de Espafia SAU
ECLI:EU:C:2008:54, parat8. In joined cases-203/15 and €598/15,Tele2 Sverige AB Advocae General

Saugmandsgaardde e x pl ai ned i n his Opinion, E[@hisl reqiiremeBt:o2 0 1 6 : 57

proportionality within a democratic societyor proportionality stricto sensuflows both from Article 15(1) of

Directive 2002/58 and Article 52(1) of the Charter, as well as from settledlaasé has been consistently held

that a measure which interferes with fundamental rights may be regarded as proportionate only if the
disadvantages caused ar®t disproportionateto the aims pursuéd ( emphasi s supplied). I
pointed out that the requirement of proportionality in this particular case of retention of large amount of data
“[o] pens a debate about the valuesttimust prevail in a democratic society and, ultimately, about what kind of
society we wish to live'in.

n


https://edps.europa.eu/data-protection/our-work/publications/papers/edps-advisor-eu-institutions-policy-and-legislation_en
https://edps.europa.eu/data-protection/our-work/publications/papers/edps-advisor-eu-institutions-policy-and-legislation_en

may include: theight tolife (Article 2) andto the integrity of the person (Article;3heright

to liberty andsecurity(Article 6); freedom of expressiofArticle 11);, freedom to conduct a
businesqArticle 16); the right to property, including intellectual property (Article 17); the right
of access to documents (Article 42).

These Guidelinesire intended tohelp with the assessment of compliance of proposed
measures with EU law on data protectidimey havebeen developed to better equip EU
policymakers and legislators responsibledaparing or scrutinising measures that involve

the processing of personal data and limit the righs to protectiom of personal data arto

privacy. They aim at assistingpolicy makers and legislatgrencethey haveidentified the
measures which have an impact on data protection and the priorities and objectives behind
these measures, in finding solutions which misercotlict between these prioritiesnd are
proportionate

The EDPSwould underlinghe responsibility of the legislator to assess the proportionality of

a measureThe present Guidelindberefore do not intend to provide, nor ¢hayprovide, a
definitive assessment as to whether any specific proposed measure might be deemed
proportionate. Rathethey offer a practical, step-by-step methodology for assessing the
proportionality of new legislative measurggoviding explanations and concrete m@ydes

They respond to requests from EU institutions for guidance on the particular requirements
stemming fom Article 52(1) of the Charter

The Guidelinesomplementt he EDPS Tool kit “Assessing the
the fundamentalrighttoh e pr ot ect i o(nh erf e e Mdsetsiey Agolkitt)®a t a ”
anddeepenwith respecto the righsto privacy and to the protection of personal Qataisting

guidance produced by thHeuropeanCommissionthe Councilof the EU and the European

Union Agency for Fundamental Righ{tsereinaftey* F R)Aoh the limitations of fundamental

rights ingeneral concerning, for example, impact assessments and compatibility 8hecks

SEDPS, “Assessing the necessity of measures that | i mi
A Tool ki t"”, 11 April 2017, avail able a
https://edps.europa.eu/sites/edp/files/publicatiof¥@D1 necessity toolkit final en 0.pdf

"In these Guidelines, reference is often madédt@at a pr ot ect i on’ privacy ancetbthe bot h
protection of personal data. We point out however that these are distinct rights. On the difference between the

two, seehttps://edps.europa.eu/dagieotection/dateprotection_en

8 See European Commissidfool#28 on Fundamental Rights & Human Rights as part of the Better

Regulation Toolbox, available athttps://ec.europa.eu/info/files/betiergulatiortoolbox28 en

and the more in depth analysis provide€ammission Staff Working Paper, Operational Guidance on taking

account of Fundamental Rights in Commission Impact Assessments, SEC (2011)567 final, available at:
http://ec.europa.eu/smargulation/impact/key docs/docs/sec_2011 0567 _en.pdf

See alsc€Council Guidelines on methodological steps to be taken to check fundamental rights compatibility

at the Council preparatory bodies, 5377/15, 20 January 2015, available at:
https://www.consilium.europa.eu/media/30209/gc02140A%pdf

and FRA Handbook “Applying the Charter of Fundamental Rights of the European Union in law and
policymaking at national level”, Guidance, May 2018, available at:
http://fra.europa.eu/en/publication/2018/natiegaidanceapplicationeu-charter

These documents cover all fundamental rights, hence they also refer to several CJBW easenples relating

to the rights enshrined in Articles 7 and 8 of @tearter.



https://edps.europa.eu/sites/edp/files/publication/17-06-01_necessity_toolkit_final_en_0.pdf
https://edps.europa.eu/data-protection/data-protection_en
https://ec.europa.eu/info/files/better-regulation-toolbox-28_en
http://ec.europa.eu/smart-regulation/impact/key_docs/docs/sec_2011_0567_en.pdf
https://www.consilium.europa.eu/media/30209/qc0214079enn.pdf
http://fra.europa.eu/en/publication/2018/national-guidance-application-eu-charter

The aim of these Guidelines is to explore in greater depth, and provide relevant ex
of, issues relating to the impact on the fundamental rights to privacy and the proteg
personal data, zooming in and complementing in particidai#28 of the Commission
Better Regulation Toolbox and theOperational Guidance on taking account of
Fundamental Rights in Commission Impact Assessments.

The EDPS observes that,recentyears, tle protection of personal data has gaimesmentum

and is increasinglacknowledgeds a dimension that must be considered by the legislator in
all policy areas and for almost all Commission initiatives. This is notjusto anincreased
public awareness, but to theeatly increased capacity of data processing (which would
haveseened harmlessuntil recently to severely impact the life of each and every citizen.

To facilitate the Commi ssi on’ s prbattigelyt
already at the moment of the preparation of the Impact Assessment, reference is alsq
made, in the operational part of these guidelines, ttettieinology of the Commission
Impact Assessment Methodology (that is: Drivers, Causes Problem Definition
Impact).

The EDPS, a&o given the complexities and specificities of this exer@semmitted and
ready to assist the Commission services, including by contributing to the Impact
Assessment work, in providing a source of valuable information relating to data proteq
as fundamental right.

The Policy and Consultation Unit of the EDPS can be contacted on any questions
guidance and on how to assess the impact on the fundamental rights to privacy an
protection of personal data of legislative acts. For this apgou can contact th
functional email address of the Policy and Consultation UniROLICY-
CONSULT@edps.europa.eu

It is essenal to highlight thatnecessity and proportionality, even though strictly linked to
each other (both conditions must be fulfilled by the legislation), emtaitlifferent tests. This
is made evident isection Il of the present Guidelinggesentinghe practical stepy-step
checklist for proportionality, whereby we provide thast holistic view of theoverall
workflow.

The Guidelinesconsist of anintroduction, which sets ouits content and purpose, legal
analysis of the proportionality test applied to the processing of personabddtapractical
step-by-step checklist for assessing the proportionality of new legislative measures. The
checklist is the core of th8uidelinesand can be used autonomously.


mailto:POLICY-CONSULT@edps.europa.eu
mailto:POLICY-CONSULT@edps.europa.eu

TheGuidelines ardased on thease-law® of the CJEU, the European Court of Human Rights

(hereinafter, ‘“the ECtHR’), Opinions of t he
(her ei naf tas well asonjuideliney of the European Data Protection Board
(hereinafter, *‘“the EDPB’)

Togetherwith the Necessity Toolkit, we seekwith the Guidelinego provide fora common
approach to the assessment of necessity and proportionality of legislative measuresith
respecto the right to privacy and to the protection of personal data.

I1. Legal analysis: the proportionality test applied to the rights to privacy
and to the protection of personal data

1. The test of proportionality in assessing the legality of any proposed measure
involving processing of personal data

Article 8 of the Charter enshrisghe fundamentalight to the protection of personal data.
The right isnot absolute andmay be limited, provided that the limitations complyith the
requirements laid down in Article 52(1) of the Charter. The same analysis appliesighthe
to respect for private life enshrined in Article 7 of the Chartér

To be lawful, any limitation téhe exercise of the fundamental rights protected by the Charter
must comply with the followingriteria, laid down in Article 52(1) of the Charter:

1 it must beprovided for by law,

9 For an overview of the relevanase-law of the CJEU and ECtHR, s&RA Handbook on European data

protection Law, 2018 edition, available at:

http://fra.europa.eu/en/publication/2018/handbeokopeardataprotectionlaw.

See also the "FactsheetPersonal data protection”, issued in September 2018 by the ECtHR, available at:
https://www.echr.coe.int/Documents/FS_Data ENG.pdf

101n joined cases ©2/09 and €3/09, Volker und Markus Schecked Hartmut Eifert Advocate General

Sharpston explained in her Opinion, ECLI:EU:C:2010:353, para. 73fithat ] i ke a numBCeIR of t he
rights, the right to privacy isiot an absolute right Article 8(2) ECHR expressly recognises the possibility of
exceptions to that right, as does Article 9 of Convention No 108 in respect of the right to protection of personal

data. Article 52 of th Charter likewise sets out (in general terms) similar criteria that, if fulfilled, permit

exceptions to (or derogation from) Charter rights ( e mphasi s supplied). This appr
judgment of the CJEU, ECLI:EU:C:2010:662, paras>08

Ont he right to the protection of personal data as ‘no
Gener al Data Protecti on REgpocesding af petsonal Hatarshoildba desigmed, * GLC

to serve mankindTheright to the protection of personal data is not an absolute right; it must be considered

in relation to its function in society andbe balanced against other fundamental rights, in accordance with

the principle of proportionality” (emphasis supplied).

On the differene betweembsolute rights (such as the prohibition of torture and inhuman or degrading treatment
or punishment as enshrined in Article 4 of the Charter)ragiuts subject to limitations (such as the right to
privacy and to the protection of personal flasge Commission Staff Working Paper, Operational Guidance on
taking account of Fundamental Rights in Commission Impact Assessment$2@HE 567 final, page 9 and
FRA handbook “Applying the Charter of Fpolicgmakingatt a l Ri g
nati onal |l evel ”, Guidance, May 2018, page 70.

An important consequence of this distinction is #iagolute rights cannot be limited and therefore are not
subject to a balance with other rights or interests. Hence, in cases where thight to privacy concurs with

(goes in the same direction afjp absolute right (for example, the right not to be subject to tortutmjth
(concurring) rights will not be subject to balance with other rights or interests (for example, national security).

6


http://fra.europa.eu/en/publication/2018/handbook-european-data-protection-law
https://www.echr.coe.int/Documents/FS_Data_ENG.pdf

1 it mustrespect the essence of the rights,

1 it mustgenuinely meet objectives of general interest recognised by the Union
or the need to protect the rights and freedoms of others,

1 it must benecessary - thefocusof the Necessityjoolkit, and
1 it must beproportionate - thefocusof these Guidelines

This list of macro-criteria sets out the requiredrder of the lawfulnessassessment of a
limitation on the exercise of a fundamental right

1. First it must be examined whethbe law thaprovides for a limitation iaccessible and
foreseeable!!. If this requirement is not satisfied, then the measure is unlawful and there
is no need to proceed further with its anafyfsis

YUnder Article 52(3) of the Charter, “Ti]ln so far as
guaranteed by the Convention for the Protection of Human Rights and Fundamental Freedoms, the meaning and
scope of those rights shall be the samé&ase laid down by the said Convention. This provision shall not prevent
Union | aw providing mor e e x tpmvidsdforley lap'runderdridei52(1) 6f. On t t
the Charter, the criteria developed by the EC#HBuld be used as suggested in several CJEU Advocates General
Opinions, see for example the Opinions in joined caseX03C15 and €598/15, Tele2 Sverige AB
ECLI:EU:C:2016:572, paras. 1354 and in case-£0/10,Scarlet ExtendedeCLI:EU:C:2011:255 pams. 88

114. Hence, reference can be made, among others, to the ECtHR riMedpén and Saravia v Germarpara.

84: “The Court reiterates that the expression “in acc
the ECHR] requires, firstiythat the impugned measure should have some basis in domestic law; it also refers to

the quality of the law in question, requiring that it should be accessible to the person concerned, who must,

moreover, be able to foresee its consequences for himpantpcat i bl e wi th the rule of | ¢
See also Recital 41 of the GDPR: “ S wleah andipeecist andyits | basi s
application should bforeseeable to persons subject to it, in accordance with the cakev of the Court ofustice

of the European Union (...) and the European Court of
-On t he rooetedatility” o f n“ t h dntecception & cornmuaidations, see ECtHR cas&@akharov

VRussia. para. 229: “TheaCowrcttabBaosnkeltdhaontheveeference

of interception of communications cannot be the same as in many otherHalelseeability in the special context

of secret measures of surveillapsech as the interception of commuations, cannot mean that an individual

should be able to foresee when the authorities are likely to intercept his communications so that he can adapt his
conduct accordingly. However, especially where a power vested in the executive is exercised ihaeisle,

of arbitrariness are evident. It is therefore essential to have clear, detailed rules on interception of telephone
conversations, especially as the technology available for use is continually becoming more sophisticated. The
domestic law must bsufficiently clear to give citizens an adequate indication as to the circumstances in which
and the conditions on which public authorities are
supplied) In the same sense, most recentlyBsgeBrotherWatch and others v United KingdpfaCtHR, 13
September 2018, para. 306.

- See als®&himovolos v Russise ECtHR, 21 June 2011.

12See ECtHR cas®enedik v. Slovenja par a. 132: “the Court is of the vVvie
measure, that is the obtaining by the police of subscriber information associated with the dynamic IP address in
question (...), was based and the way it was applied by the dorestislacked clarity and did not offer

sufficient safeguards against arbitrary interference with Article 8 rights. In these circumstances, the Court finds
that the interference with the amptfihdcwrdande withthelawyht t o r
as required by Article 8 § 2 of the Convention. Consequently, the @arnot examine whether the contested

measure had a legitimate aim and was proportionate” ( emphasi s supplied).

See also casBechnungshof (@65/00) v Osterreichiser Rundfunk and Others and Christa Neukomm (C

138/01) and Joseph Lauermann-{39/01) v Osterreichischer RundfyrikCLI:EU:C:2003:294paras 7780;

Opinion of the Advocate General in the PNR Canada Opinion 1/15, ECLI:EU:C:201p#&82 1911 9 2So  *

far as the retention of personal data is concerned, it must be pointed out that the legislation in question must,
inter alia, continue to satisfy objective criteria that establish a connection between the personal data to be retained
and the objectiveyrsued (see, to that effect, judgments Ofcober 2015SchremsC-362/14, EU:C:2015:650,
paragraph93, and of 2December 2016Tele2 Sverige and Watson and Othefs203/15 and @598/15,

7



2. Secondlyif the measure hasassed the test of the quality of the law urment1 above
it must be examinewhether theessence of the right is respected, that is, whether the
right is in effecemptied of its basic content and the individual cannot exercise the right.
If the essace of the right is affected, the measure is unlawful and there is no need to
proceed further with the assessment of its compatibility with the rules set in Article 52(1)
of the Chartéf.

3. Third, it must be examinedghether the measure meetsofective of general interest.
The objective of general interest provides Iblaekground against which the necessity
of the measure may be assessed. As explained in the Necessity Toakiherefore
important to identify the objective of general interest irfisint detail to allow the
assessment as to whether the measure is necessary.

4.  Thefollowing step consists assesng the necessity of a proposed legislative measure
which entails the processing of personal datxessity test}.

5. If this test is satisfied, theroportionality of the envisaged measureist be examined
(proportionality test) The concept of proportionality is a welstablished legal concept
under EU lawlt is a general principle of EU law which requires thatthe ontent and
form of Union action shathot exceed what is necessary to achieve the objectif/dse

EU:C:2016:970, paragrapii10). As regards the use, by an authgrif legitimately retained personal data, it
should be recalled that the Court has held that EU legislation cannot be limited to requiring that access to such
data should be for one of the objectives pursued by that legislation, but mulstyatkmwn thesubstantive and
procedural conditions governing that ugsee, by analogy, judgment of R&cember 2016Tele2 Sverige and
Watson and Other€-203/15 and @&98/15, EU:C:2016:970, paragraptsl7 and 118 and the casaw cited)

BWhile the casdaw is nd abundant regarding the conditions under whitehessence of a right is affected, it

may be argued that this would be the cdshe limitation goes so far that it empties the right of its core
elements and thus prevents the exercise of the right.

- In caseC-362/14, SchremsECLI:EU:C:2015:650, paras 94 and 95, the CJEU foundtteagssence of the

right to respect for private life and the right to an effective remedy we r e  a flegislatidn @etmitting the

public authorities to have access on a getised basis to the content of electronic communications must be
regarded as compromising the essence of the fundamental right to respect for private life, as guaranteed by Article
7 of the Charter (...)Likewise, legislatiomot providing for any possility for an individual to pursue legal
remediesn order to have access to personal data relating to him, or to obtain the rectification or erasure of such
data, does not respect the essence of the fundamental right to effective judicial protec®enshrined in

Article 47 of the Chartér(paras. 94 and 95) (emphasis supplied). The Court did not further elaborate whether
such a limitation was necessary, dnsglalidated -also on other groundghe Commission’s Decision on the
adequacy of the Safe HanroPrinciples.

- In joined case€£-293/12 and C-594/12, Digital Rights ECLI:EU:C:2014:238 para. 39 , the CJEU found that

the essence of the right to respect for private lifevasnot affected since the Data Retention Directidéd not

allow the acquisition of knowledge of the contenb f el ect roni ¢ communications (bu
The CJEU similarly found thate essence of the right to the protection of personal datwas not affected
because the Data Retention Directive provided fob#sé rule that appropriate organisational and technical
measures should be adopted against accidental or unlawful destruction, loss or alteration of the retained

data (paras. 39 and 40). Only following the assessment that the essence of the fundamental righivasstak
compromised did the Court proceed to exantienecessity of the measure.

- In joined case€£-203/15 and C-698/15, Tele2 Sverige AE;CLI:EU:C:2016:970, para. 123, the Court stated

that thedeprivation of review, by an independent authority,@mpliance with the level of protection guaranteed

by EU law could als@ffect the essence of the right to the protection of personal data as this is expressly
required in Article 8(3) of the Charteraiid i | f t hat wer e not swasretpimedwoalths whos
be deprived of the right, guaranteed in Article 8(1) and (3) of the Charter, to lodge with the national supervisory
authorities a claim seeking the protection of their data

¥ For our analysis of theecessity test, see the EDPS NecessT oolkit, available at:
https://edps.europa.eu/dgieotection/owmwork/publications/papers/necesstolkit_en



https://edps.europa.eu/data-protection/our-work/publications/papers/necessity-toolkit_en

treaties'® (emphasis supplied) | t i s tHetoostitutibnal trgoitonsf several
Member Staté.

Under Article 52(1) of the Charter, "subjectth@ principle of proportionality, limitations [on

the exercise of fundamental rights] may be made only if they are necessary (...)". According to
settled cas¢éaw of the CJEU, the principle of proportionality requires that acts of the EU
institutions be ppropriate for attaining the legitimate objectives pursued by the legislation at
issue and do not exceed the limits of what is appropriate and necessary in order to achieve
those objectives’. Henceproportionality in a broad sense (as referred to by the JEU)
encompasseboth the necessity and the appropriateness (proportionality in a narrow

sensg of a measure, that is, the extent to which there is a logical link between the measure and
the (legitimate) objective pursuéd

For a measure toespectthe principle of proportionality enshrined in Article 52(1) of the
Charter,the advantages resulting from the measure should not be outweighed by the
disadvantages the measure causes with respect to the exercise of fundamental rights. It
therefore testricts the authoritiesn the exercise of their powers by requiriadgpalance to be
struck between theneansused andhe intended aim (or result reachedy.

Indeed, in thdigital Rightsjudgmen?®, the CJEU has ruled that tdéscretionary power of

the legislatori s reduced when r est rwheetetintenfayencésuwitldl a me n t
fundament al rights are at issue, the extent
limited, depending on a number of factors, inohg, in particular, the area concerned, the

nature of the right at issue guaranteed by the Charter, the nature and seriousness of the
interference and the object pursued by the interferefticeReplying in substance to the

15 See Article 5(4) TEU.

1 The prinéple was developed by the CJEU in cassternationale HandelsgesellschafC-11/70,
ECLI:EU:C:1970:114. Similarly to the German administrative law, also at EU level, the test for establishing the
necessity and proportionality of a measure is composedeas teps: (i) appropriateness; (i) necessity; and (iii)
proportionalitystricto sensuSee in this regard, C. Bagger Tranbétmportionality and data protection in the

case law of the European Court of Justiteernational Data Privacy Law, 2011, Val| No. 4, page 240.

17 Case ©62/14,Gauweiler (OMT) ECLI:EU:C:2015:400para.67. See also 331/88,Fedesa and others
ECLILIEU:C:1990:391, para. 188 As t o review of proportionality, the pr
the generaprinciples ofCommunity law, requires that measures adopted by Community institutions do not exceed
the limits of what is appropriate and necessary in order to attain the objectives legitimately pursued by the
legislation in question; when there is a ctoloetween several appropriate measures recourse must be had to the
least onerous, and the disadvantages caused must not be disproportionate to the aims gursued

18 As possible example oproportionality in a broad sense, encompassing both the necessityd ahe
proportionality tests, see-894/12 Digital Rights wher e by n e c"# ®lowstfrgm tijemlaoveahat 6 5 :
Directive 2006/24 does not lay down clear and precise rules governing the extent of the interference with the
fundamental rights enshméd in Articles 7 and 8 of the Charter. It must therefore be held that Directive 2006/24
entails a wideranging and particularly serious interference with those fundamental rights in the legal order of
the EU, without such an interference being precis@yumscribed by provisions to ensure that it is actually
limited to what isstrictly necessary) and proport ildamireglréegard to &llpthe rfoaegoing 9 :
considerations, it must be held that, by adopting Directive 2006/24, the EU legislature has exceeded the limits
imposed by compliance with the principlepodportionalityin the light of Articles?, 8 and 52(1) ofthe Ghr t e r . 0
are distinctly addressed by the CJEU. In other words, the CJEU concludes on the proporétiaaligving
analysed the necessity.

9K, Lenaerts, P. Van NuffeEuropean Union LawSweet and Maxwell, 3rd edition, London, 2011, p. 141 (case
C-34309, Afton Chemicalpara. 45; joined casesd2/09 and €3/09,Volker und Markus Schecke and Hartmut
Eifert, ECLI:EU:C:2010:662, para. 74; case$&1/10 and €529/10,Nelson and Otherpara. 71; case-283/11,

Sky Osterreichpara. 50; and case1D1/12, Schaible para. 29).

20 Joined cases-293/12 and €594/12, ECLI:EU:C:2014:238.

2! bid. para. 47.



g ue st i ontheextint aftthe (reduced) discretion of the EU legislator? ’ , the CJE!
s t a t[Téhd EU législation in questiomustlay down clear and precise rules governing the

scope and application of the measure in question and imposing minimum safeguards so that

the persons whose data have been retained have sufficient guarantees to effectively protect
their personal data againshe risk of abuse and against any unlawful access and use of that
data’?? (emphasis supplied).

This latter elemenfthe balance to be struckpscribegroportionality in a narrow sense
(stricto sensyiand constitutes the proportionality test which is the subject mattee pfesent
Guidelines|t should be clearly distinguished from necessity (see selttibelow), from both
a conceptual and a practical viewpoint

2. Clarifications orthe relationship between proportionality and necessity

As specified in th&lecessityl oolkit, “necessity implies the need for a combined, fact-based
assessment of the effectiveness of the measure for the objective pursued and of whether

it is less intrusive compared to other options for achieving the same goal” The necessity

test should be considered dke first step with which a proposed measure involvitige
processing of personal data must com§lyould the draft measunet pass the necessity test,
there isno need to examine its proportionaliy. A measure which is not provémbe necessary
should notbe proposed unless and until it has been modified to meet the requirement of
necessityin other wordsnecessity is a pre-condition for proportionality®,

These Guidelinearehencebased on thassumptionhat only a measure proved to be necessary
shouldbe assessed undie proportionality testAs mentioned in the Necessity Toolkit, i
some recent cases, the CJ&d not proceed in assessing proportionality after finding that

the limitations to the rights in Articles 7 and 8 of the Charter wetestrictly necessary.

However oncea legislativemeasureas assessed to bcessary, it should then bexamined
according tats proportionality. A proportionality test generally involves assessing what
‘safeguards’ should accompany a measure (for instancepn surveillancé in orderto reduce

22|pbid., para. 54.

- See alsd&DPS Opinion 5/2015 Second Opinion on the Proposal for a Directive of the European Parliament

and of the Council on the use of Passenger Name Record (PNR)data for the prevention, detection,
investigation and prosecution of terrorist offences and serious crime, pages & : “In the contex:
performance of @roportionality test, theextent to which the EU legislature's discretion may prove to be

limited depends on a number of factors, including, in particular: the area concerned, the nature of the rights at
issue, the nature and seriousness of the interference and the object pursued by the interference. The @ourt insiste
that these limitations and safeguards are even more important where personal data are subjected to automatic
processing and where there is a significant risk of wu
at: https://edps.europa.eu/sites/edpl/files/publicatio®324 pnr_en.pdf

23 |n joined case€-465/00, C-138/01 and C-139/01, RechnungshpECLI:EU:C:2003:294 para. 91 , the CJEU

h el d Iftthe aational courts conclude that the national legislation at issuadempatiblewith Article 8 of

the Convention, that legislatiois also incapable of satisfying the requirement of proportionality Articles

6(1)(c) and 7(c) or (e) of Directive 95/46 (pleasis supplied).

241n joined cases<C-293/12 and C-594/12, Digital Rights ECLI:EU:C:2014:238, the CJEU first stated that
proportionality consists of the steps of appropriateness and necessity (para. 46). It then established that the
limitation with the rghts protected in Articles 7 and 8 of the Charter vmetenecessary (para. 65) and therefore
concluded that the limitations were not proportionate (para. 69).

- Similarly, in caseC-362/14, SchremsECLI:EU:C:2015:650, paras. 92 and 93, the CJEU analyseeksity and

found the Safe Harbour Decision to be invalid, without makimgreference to proportionality before reaching

this conclusion (para. 98).

10


https://edps.europa.eu/sites/edp/files/publication/15-09-24_pnr_en.pdf

the risks posed by the envisaged meastoethe fundamental rightand freedomf the
individuals concerrt o an ‘acceptabl e’/ proportionate | ¢

Anotherfactor to be considered in the assessment of proportionakitpm@posed measure is

the effectiveness of existing measures over and above the proposed éhéf measures for a

similar or the same purpose already exist, their effectiveness should be systematically assessed
as part of the proportionality assessment. Without such an assessment of the effectiveness of
existing measures pursuing a similar or theegurpose, the proportionality test for a new
measure cannot be considered as having been duly performed.

3. Conclusion: proportionality in data protection law ‘factbased concept requiring
caseby-caseassessment ihe EU legislator

The “"emefgancequirement of pr opamegoftheanosa!| i t y
striking developmentsover t he | ast decade n European d

The principle of proportionality has been incorporatedAiricle 5(1) of modernised
Convention 1082’ which provides Ddta processing shall lproportionate in relation to the
legitimate purpose pursued and reflect at all stages of the procedsindalance between

al |l i nterests concerned, whet her public or
(emphasis supplied).

At the core of the notion of proportionalitie$ the concepof a balancing exercise: the
weighing up of theintensity of the interference vstheimportance ( * | egi t i macy’ |, L
wording of the castaw) of theobjective achieveeh the given context.

A well-performed testrequiresthe express identificatioprand structuring into a coherent
framework of the different elements upon which the weighting depemd®rder to be
complete and precise.

Hence theclarity of the measure restrictingthe fundamental rights farivacyand/or and data
protectionis a precondition for the identification of the intensity of the interferefice ldter,
in its own turn, is needed to verify whether the impact orsaliendamental right is
“proport i on aetkee objeativa phreuedaby the’legi¢lation under scrutiny).

As stated by the CJEUt is essetial to point outthat proportionality is an assessmant
concreto(case by case):

flt is for the referring court to take acunt, in accordance with the principle of
proportionality, of all the circumstances of the case before ih particular the
duration of the breach of the rules implementing Directive 95/46 and the importance,
for the persons concerned, of the protectiontted data disclosaif® (emphasis
supplied).

25 See WP290pinion 01/2014 on the application of necessity and proportionality concepts amutatatdion
within the law enforcement sector, 27 February 2014, page 9, available at:
https://ec.europa.eu/justice/artid®/documentation/opinierecommendation/files/2014/wp211 en.pdf

26 ee A. BygraveData Privacy Law. An International Perspectiy@xford University Press, 2014, page 147.
27 Council of Europe,Modernised Convention for the Protection of Individuals with Regard to the
Processing of Personal Data, Consolidated text, available at:
https://search.coe.int/cm/Pages/result_details?3ppectld=09000016807c65bf

28 CJEU, case €101/01 Lingvist ECLI:EU:C:2003:596, par&9.
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In other words, the proportionality analysis is alweystextual?®: as furtheexplainedn these
Guidelinesthis analysis cannot take place without first identifying the cordéitte measure
under scrutiny (for instancdpes the controller shamr provide access tthe information on
the person concerned? with whom and for what purpose?

The operative part of the Guidelines provides guidance in this respect. Similarly
Commission Impact Assessment methodology with regard to data protection issu
Proportionality Guidelines essentially aimhatping the legislator ask the right set of
questions, having regard to the most relevant and recurrent data protection issug
following checklist in these Guidelines (a four stgpslytical tool) also aims g
stimulating ‘out of the ®oantepolityldhoineks and
helping in the monitoring and ex post evaluation of the measures.

I11. Checklist for assessing proportionality of new legislative measures

1. Overall description of the workflow

The overall assessment of necessity and proportiorigpptic view) is as follows
Test 1: As for necessity (necessity test), the stepseconmended in the Necessity Toolkite®:

91 Step 1 is preliminary it requiresa detailed factual description of the measure
proposed and its purpose, prior to &mgherassessment.

91 Step 2 will help identify whether the proposed measure represehitsitation on the
rights to the protection of personal data or respect for private life (also called right to
privacy), and possibly alsan otherrights.

1 Step 3 considers thebjective of the measure against which the necessity of a measure
should be assessed

1 Step 4 providesguidance on the specific aspects to address when performing the
necessity test, in particular that the measure shouwdtfdmtive andtheleast intrusive.

2 See, as example, ECtHR|.K. v. Francep ar a . 46 : “[ Tl he Court considers
overstepped its margin of appreciation in this matter, as tle regulations on the retention in the impugned

database of the fingerprints of persons suspected of having committed offences but not casdpddd to

the applicant in the instant case, do not strike a fair balance between the competing publipawvate interests

at stake. Consequently, the retention of the data must be seedigwaortionate interference with the
applicant’s right to respect for his private |ife ar
(emphasis supplied).

30 See at page 9 of the EDPS Necessity Toolkit.
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Step 2

Step 1 [dentify Step 3
fundamental
rights and
freedoms
limited by data
processing

Define
objectives of
measure

Factual

description of
measure

Step 4

Choose option
that is effective
and least
intrusive

If the assessment of the measure leads to the conclusion that a measure complies with the
requirement of necessittest 1), then the measure can é&eamined undeihe following steps

of the proportionality tedttest 2).

In other words, ungf test 2 we will reconsider the measure assessed as necessary (meaning
that this is the lastintrusive effectivemeasure available to attathe objective pursued) and
assess whether tHemitation (interference)that it causes iproportionate to the objective

intendedto be achieved.

Test 2: As for proportionality (proportionality test), the steps are:

1 Step 1 (or 5 of the overall combined workflow): asséiss importance ( legitimacy’ )
of the objective (identified under step 3 diie NecessityToolkit) andwhether and to
what extent the proposed measure would meet this obje@neaddresses the issue
identified in the problem definition( denuinely me et [st'Hi s woul d be

advantagd enef i t '] .

9 Step 2 (or 6 of the overall combined workflow): asseiss scope, the extent and the
intensity of the interference (identified under step 2 of NexessityToolkit) in terms
of impact on the fundamental righto privacy and data protectignt hi s woul d

disadvantage/o st ' | .

1 Step 3 (or 7 of the overall combined workflow): proceed to tfar balance
(advantage/disadvantag®denefit/cos) evaluation of the measure.

91 Step 4 (or 8 of the overall combined workflowdake a decision (‘go/no go’) on the
measure. If the result is n o takiog into account all factors which determined the
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evaluation aglisproportionatejdentify and introducdif possible)safeguards which
could makehe measure proportionate.

Step 1

Assess the
importance of

the objective and
whether the

Step 2

Assess the scope,
the extent and
the intensity of

Step 3

Proceed to the
'fair balance'
evaluation of the

Step 4

If the measure is
not

proportionate,
identify and

the interference measure

measure meets
the objective

introduce
safeguards

2. Description of the stepd the proportionality test

Step 1: assess the importance (‘legitimacy’) of the objective and whether and
to what extent the proposed measure would meet this objective (effectiveness
and efficiency)

A detailed description of theurpose(s) of theenvisaged measure is not onlpierequisite
to theproportionalitytest, butalso helpgo demonstrad compliance with the firstequirement
of Article 52(1) of the Charter.e. thequality of the law.

31 As stated in the Opinion of Advocate General Mengozzi, ECLI:EU:C:2016:656, para. 193 on the draft
Agreement between Canada and the European Union on the transfer and processing of Passenger Name Record
d a t Accordihg to the caskaw of the ECtHR, that expression requires, in essence, that the measure in question

be accessibleand sufficiently foreseeablgor, in other words, that its terms be sufficiently clear to give an
adequate indication as to tt@rcumstances in which and the conditions on which it allows the authorities to
resort to measures affecting their rights underthe ECHR( e mphasi s supplied).

- In joined cases Q03/15 and €98/15,Tele2 Sverige ABAdvocate General Saugmandsgaard f@éher

elaborates in his Opinion, ECLI:EU:C:2016:572, paras-13D0 , Atcdording:to tHat body of cadaw, the
expression 6provided for by |l awd means that the | egal
is to say formulated with sdficient precision to enable the individualif need be with appropriate adviceto

regulate his conductThe legal basis must also provide adequate protection against arbitrary interference and,
consequently, must define with sufficient clarity the s@y manner of exercise of the power conferred on the
competent authorities (the principle of the supremacy of the lawiy view, the meaning of that expression
O6provided f or b52(1)okthe&hattes reeelds to Ibe tha sameé as thabasicto it in connection

with the ECHR " .

In this regard, see also ECtHRatt v The United Kingdon24 January 2019, para. 6 of the concurring opinion

of Judge Koskel o thegenarel grindiplesofidata pyotectibndalv,isach as thésequiring

14



In practice if the law does notlearly and specifically define the objective(s) at stakeit is
impossible to have ax anteevaluation of the importance of the objective and of the efficacy
of the measure at reaching this objective

It is important to note that both theeasure and itsobjectives shouldalreadyhave been
identified under $eps 1 and3 of the necessity testest ). Under this step, we will reconsider
these objectives in order to ascertain, stllantebut now in concretg theirimportance and
to what extent they will beffectively fulfilled by the measure.

Referring to the terminology used by the Commission Impasessment, what is bein
considered here is the effectivenesstiie measure proposed best placed to achieve
objectivesy and the efficiencydosteffectivenegsof the measure (the identified polig
option) to meet the objective (that is, golve the issues identified in the Problem
Definition).

The measures should addréiss needs (i.e. theobjectivesof general interest recognised by
the European Union or the need to protect the rights and freedoms of didgealy)identified

in the Problem Analysis. As stated by the CJE the measure, to be proportionate, shall
“genuinely meéttheobjective®. Also, the objectivanustmirror the needsingled out irthe
problem analysis

When assessing the effectiveness of the meathedegislatormustalways first verifythe
effectiveness odilready existing measures®:. In other words, before proposiagd adopting
new measures, thegislators houl d consi der wh et heaforcedirm e

e X i

that the data to be processed must be adequate, relevant and not excessive in relation to thdiepanpose,

diluted, possibly to the extent of practical irrelevance, where the purpose itself is left without any

meaningful definition or limitation. ” ( emphasi s supplied).

32 CJEU, joined cases-203/15 and €598/15,Tele2Sverige AB ECL | : EU: C: 2 OWithdudrggard par a. 9.
to the principle of proportionality, limitations may be imposed on the exercise of those rights and freedoms only

if theyare necessary and if thegnuinely meebbjectives of general interest recognised by the European Union

or the need to protect the rights and freedoms of other§ e mphasi s supplied).

33|n the Opinion 01/2014 on the application of necessity and propditiocancepts and data protection within

the law enforcement sector (available attps://ec.europa.eu/justice/arti?®/documentation/opinion
recommendation/files/2014/wp211 en.pdf t he WP29 st ates: “However this as
an evidence led explanation of why the existing measures are no longer sufficientie@ et i ng t hat need
In Opinion 06/2016 on the Second EU Smart Borders Package, 21 September 2016 (page 3) (available
athttps://edps.europa.eu/sites/edp#ifriblication/1609-21 smart_borders_en.pdf the EDPS noted that
“In]ecessity and proportionality of this scdkiagne [t he
into consideration the already existing large-scale IT systems in the EU, andspecifically, in the specific case

of these third country nationals |l egally visiting and
- In Opinion 3/2017 on the Proposal for a European Travel Information and Authorisation System (ETIAS),

6 March 2017 (available altttps://edps.europa.eu/sites/edp/files/publicatioi®’3D70 etias_opinion_en.pdf

the EDPS cl e ar [Apprivacy and datd prteetmmimpad gssesstnent éhBEEhouldtake stock

of all EU-level measures taken for migration and security objectives and analyse in-depth their concrete
implementation, their effectiveness and their impact on individuals’ fundamental rights before creating

new systems involving the processing of personal data. This analysis should also take into account the policy

area in which these measures apply and the respective
- SeeEDPS Opinion 5/2015 on the Proposal for a Directive on the use of Passenger Name Record data for

the prevention, detection, investigation and prosecution of terrorist offences and serious crime, (page 15):

“The Proposal does not provide for a comprehensive e\
toreachthp ur pose of the EU PNR scheme.
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practice, and whethé&roadening and/or deepening this measure would already satisfactorily
address the problem id&red in the Problem AnalysidNithout a systematic assessment of

the effectiveness of existing measures pursuing a similar or the same purpose, the
proportionality test for a new measure cannot be considered as having been duly pehformed.
the case ofa pre-existing measie, effectiveness has to be considedgjngthe balanimg
exercise, not in absolute terms buterms ofadded value of the neasure.

Guidance(how to proceed)

1 Needs should be sufficiently described in the problem analysis to enable a clear
understanding ofvhat exactly prompted the initiative for a legislative proposal. The
legislator needs to have complete and accurate information gorobdems to be
solved (the Drivers of the problem) and about the available options.

1 In particular, concerning the problem to be addres¢Bdoblem Definition), the
legislator should be aware of thewel of urgency of the public interest (for instance,
public securityXo be addressed awtbarly refer to it in the measure (specifying, for
example, that the measure is intended to address a temporafg\Jagthreat).This
could be brought down to the foprdssingi ng Q!
social needor restricting the right (to privacgnd/or data protection?*”

1 The reference to tHevel of threat, as referred to abovand the monitoring/update on
this driver allows the legislator to lift the measure restricting the rights to privacy and
protecton of personal data oncegltevel decreases. An independent oversight system,
to avoid the temporary measure becoming permanent, is also key.

1 Itis importantto verify whethetheconcrete purpose(s) of the meagemirrors these
needsThi s could be brought down to the fol
pur pose corr es p ¢usird) thé lImpatt Adsessment terchifologPoes
the measure, taking into account its impact/consequences, solve the Prgbilaem
affrmativer epl 'y to such question wo uhacelyaav oi d
measure that does not genuinely address the prétiera different purpose instead).

34 For example, see the ECtHR rulingWeber and Saraviav Germany par a . 112: “In the app
wide monitoring powerslid not correspond to a pressing need on the part of society for such surveillance.

There was no longer a threat of an armed attack on the Federal Republic of Germany by a foreign State possessing
nuclear weapons, as there had been during the Cold War. Nor was there any other companathi@cgereto

be averted. In particular, drug trafficking, counterfeiting of money and money laundering or presumed dangers
arising from organised crime did not constitute a danger to public safety sufficient to justify such an intensive
interference with he telecommunications of individuals. The fact that interception was limited to content of
“relevance f or t h eachrichtendiénktlicledralevdn sengi ae reGcUlt of the
Federal Constitutional Court, was not sufficientctistrain effectively the monitoring powers of the Federal

I ntelligence Service” (emphasis supplied).

On pressing social need, see the clarification provided bywh29 Opinion on the application of necessity

and proportionality concepts and data protection within the law enforcement sector, WP211, 27 February

2014, pages 7 and 8. See also the list of factors to be taken into account, flagged atljaddw Dpinion is

available at: https://ec.europa.eu/justice/arti?8/documentation/opinien
recommendation/files/2014/wp211_en.pdf

35 SeeReflection paper on the interoperability of information systems in the area of Freedom, Security and

Justice, 17 November 2017 (available at:
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1 Verify that thepurpose (the objective) enshrined in the proposal for legislation is in
line with the public/societal regulatory need that will be addressed (the harm the
society may be exposed to in the absence of the measure, for instance widespread
common criminality or specific white collar crimes).

We recall that, according to the Commission Impact Assessmenib jeatives
must beSMART, that is:specific (precise and concrete enoughgasurable
(define a desired future state in measurable terms, for instance, decrease in
estimated at.%); achievable; realistic; andtime-dependent (related to a fixed
date or time pgod by when the results should be achieved). These requiren
which are common to the better regulation methodology, are particularly impg
as the examples will show, in case of legislation restricting or otherwise impa
on the protection of grsonal data.

1 Assess thamportance of the objective (is it to protect a constitutional vahrea
fundamental right’$).

1 Assess theffectiveness and efficiency of the measure to fulfil the aforesaitljective

https://edps.europa.eu/sites/edp/files/publicatiord/1-16_opinion_interoperability en.pdf where the EPS
observed that t he Commi s sforavhich $pectiiopuipates wehht categotids@far | 'y s ¢
personal data would be processed in the context of its future initiatives on interoperability. This will allow a proper

debate on interoperabilityfom t he fundamental rights perspective.” (
In a similar way, se&DPS Opinion 4/2018 on the Proposals for two Regulations establishing a framework

for interoperability between EU large-scale information systems, 16 April 2018, available at:
https://edps.europa.eu/sites/edp/files/publication/2MA&6 _interoperability opinion_en.pdf

“41. The EDPS stresses t lhatd ‘ecxembathign@ ihrirgeguleare!| miodr
description of (otherwise legitimate) purposes (page 12). He notes that Article 20 requires the adoption of a
national law that shall further define them. However, he would like to recall that the @aolustice of the
European Union (“CJEU’) in its Digital Rights 1lrel anc
‘lay down any objective criterion by which to determine the limits of the access of the competent national
authorities tathe data and their subsequent use for the purposes of prevention, detection or criminal prosecutions
concerning offence’ by s i mpnlagenerad rhammertd sarigus trime, as defined by each Member State

in its ndhelCauntasbcohdeew.edd t hat the purpose f or stticdhe acces:
restricted to the purpose of preventing and detecting precisely defined serious offences or of conducting criminal
prosecutions relating thereto.

42. The EDPS considers that the purposes of combating irregular migration and contributing to a high

level of security in the context of Article 20 are too broad and do not fulfil the requirements of being strictly

r e st rahdcgreeisely definetin the Proposals, as required by the Court. He therefore recommends to

further define them in the Proposals. For instance, “irregular migration”
and stay as set out in Article 6 of Regulation (EU) 2016/399 of the European Parliament and of the &buncil.

regards security, the EDPS recommends to target the criminal offences that could in particular threaten a high

level of security; for instance by referring to the crimes listed in Article 2(2) of Framework Decision
2002/584/JHA if they are punishabledan national law by a custodial sentence or a detention order for a

maxi mum period of at | east three years.’

36 For theoverview of the rights, freedoms and principles guaranteed by the Charter, see Annex Il, page 28,

of the Commission Staff Working Pap&perational Guidance on taking account of Fundamental Rights in
Commission Impact Assessments, SEC (2011) 567 final.
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Relevant exampde

As an illustration of thisnethodology, in particularwe deconstruct into the four greyboxes
providing examples foeach of the four stegge CIJEU judgments in thieele2andMinisterio

Fiscal cases, the Advocate General Opinand the CJEU Opinion 1/1i6 the EUCanada

Passenger Name Record

és Allampolgarséagi Hivatatase.

(hereinaft eBevanddldR’ )

ca

EXAMPLE 1: Tele2 Sverige AB (CJEU, C-203/15, ECLI:EU:C:2016:970)

The Courtdescribed the objectives of the measure under scrutiny (briefly, an obligation relating ta
retention of traff i cthedistdenterceochArticlEh@) ofdaectiae)2002/5¢
provides that thebjectivegursued by the legislative measures that it covers, which derogate frg
principle of confidentiality of c cafeguard hatoaal
security- that is, State securitydefence, public security, and the pestion, investigation, detectiof
and prosecution of criminal offences or of unauthorised use of the electronic communica
systend |, or one of t he oArttle13(1)ofDjrestive 95/46ets whichp tieediris
sentence of Articl&5(1) of Directive 2002/58 refers (...). Thi$t of objectives is exhaustiyas is
apparent from the second sentence of Artlfl€l) of Directive 2002/58, which states that

|l egi sl ative measures must be | usmntendeiofeddicldd(d)
of that directive. Accordingly, the Member Statasnot adopt such measures for purposes other th
those listed in that latter provisiohn ( emp hasi s s uipgortance df the \BHjective
(protection of public security d@rthe enforcement of criminal law) is evident in this case, the Cour
acknowledged that the measure would enhance the possibilities to use modern investigation te
and htheeffeetivehesof the fight against serious crime, in particularganised crime anc
terrorism’ (emphasis supplied).

EXAMPLE 2: Ministerio Fiscal (CJEU, C-207/16, ECLI:EU:C:2018:788)

Having regard to thémportance of the objective, the Court recognised th#éte objective of the
measure is limited td‘preventing, investigating, detecting and prosecuting criminal offenc
generally’(i n this case, the theft of a wallet
it can be argued that the Court ¢ ons asdeaatively
minor.

p

(e

On theeffectiveness of the measure to pursue the aforesaid objective, the Court remarked that v
me asur e un dtherpolisecseeklst fornthe,purgbses of a criminal investigation, a (
authorisation toaccess personalala retained by providers of electronic communications servjc
(..) to identify the owners of SIM cards activated over a period of 12 days with the IMEI code @
stolen mobile telephone diThe data concerned by the request for access at issue in dime
proceedings (..¢nables the SIM card or cards activated with the stolen mobile telephone to be li
during a specific period, with the identity of the owners of those SIM cards (activated on the s
telephone) It is therefore evident that theeasure would beffectivein tracing back, if any, the thie
or a purchaser of the telephone (in case he or she decided to make use of the telephone, insta
a SIM card) and thus allowing to identify, directly or indirectly via further and sobleds
investigations, the author of the offeh¢emphasis supplied).

EXAMPLE 3: ‘EU-Canada PNR’ (Advocate General Opinion, ECLI:EU:C:2016:656 and CJEU,
Opinion 1/15, ECLI:EU:C:2017:592)

Advocate General Mengozzat para. 205 of his Opinion, recognised both ithportance of the
objective andthe effectivenessof t he measur e i n |doeat believenttmt ther
are any real obstacles to recognising that the interference constituted by tresmagteenvisageid
capable of attaining the objective of public securitly particular the objective of combating terroris
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and serious transnational crime, pursued by that agreement. As the United Kingdom Government and
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the Commission, in particular, hawlaimed, the transfer of data for analysis and retention proy
the Canadian authorities with additional opportunities to identify passengers, hitherto not knov
not suspected, who might have connections with other persons and/or passengeis imadieorist
network or participating in serious transnational criminal activitiés illustrated by the statistic
communicated by the United Kingdom Government and the Commission concerning the C
authoritiesd past tegaxausbiecoel for arirhiraltinvesdtgdti@aswicioh s
also of such a kind as to favour, notably in the light of the police cooperation established
agreement envisaged, the prevention and detection of a terrorist offence or a serious trarns
criminal act within the Unioh (emphasis supplied).

D

S t

The Court took into account tladready existing measures, and concluded that the already available

d a taee not sufficientto attain with comparable effectiveness the public security objective pu
by the agreement envisagg@mphasis supplied).

EXAMPLE 4: Bevandorlasi és Allampolgarsagi Hivat§CJEU, C-473/16, ECLI:EU:C:2018:36)

In this case, the measure under scrutiny is the collection and processipgydiaogist’s report on

the sexual orientation of a person applying for refugee status pursuant to D28dtlve5. The Cour
acknowledged thate objectiveo f t h e nte alewvihe searchsfor ihformation enabling
actual need for international protection to besassed

The Court al stlee switdbiiteorfv eadn tehxapte r“t 6 s r eport g
proceedings may be accepted only if it is based on sufficiently reliable methods and principle
light of the standards recognised by the international scientific commyaityphasis supplied)

Still, onthe effectivenessof t he measure i n reaching t hsch
an expercanhc bercangidered essentfalr the purpose of confirming the statements of
applicant for international protection relating his sexual orientation in order to adjudicate on
application for international protection based on a fear of persecution on grounds of that orieht
(emphasis supplied).

I n particul ar, whérethe®embertStatestappty thehpipke that it is the' duty o
the applicant to substantiate his applic
orientation which are not substantiated by documentary evidence or evidence of anotitkr kirtc
need confirmation when the catitions set out in that provision are fulfilled: those conditions refe
inter alia, to the consistency and plausibility of those statememtgdo not make any mention of th
preparation or us eEmphdsissupplied) x pert ds report

“Furthermore,ev@ assuming that an expertods report
at issue in the main proceedingsay contributeto identifying with a degree of reliability the sext
orientation of the person concerned, it follows from the statssmainthe referring court thathe

t
is

A f
an
an

at
)

A

—

b
lal

conclusions of s u ¢ honlyacapabdexop gving @nsindicatoomfotitat sexaal e

orientation. Accordingly, those conclusions are, in any ewaguroximate in nature and are therefor
of only limited interestfor the purpose of assessing the statements of an applicant for interna
protection, in particular where, as in the case at issue in the main proceedings, those statem
not contradictory (emphasis supplied).

EXAMPLE 5: EDPS Opinion 3/2017 on the Proposal for a European Travel Information and
Authorisation System (ETIAS)

It is possible that the legislator also refershwobjectiveo f t h e mriskacsbeavoddeda s
in this case, as highlighted by the EDPS, therisks siimeld def i ned as f 4 oftha
Proposal mentions that ETIAS aims at determining whether the presence okaerigat traveller in
the territory of the Member States posesraegular migration, security and/or public health risk.

The ELPS notes that the Proposiafines the public health risk by referring to specific categories

diseases, butoes not define security and irregular migration risks” (emphasis supplied).
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Step 2: assess the (scope, extent and intensity of the) interference in terms of
effective impact of the measure on the fundamental rights to privacy and
data protection

A detailedassessmemf theinterferenceof the envisaged measuwith the fundamental rigbt
to privacy and data protectianthe other keytep of the proportionality test.

It is important to note thahe fundamental rights and freedoms limited by the measure have

already beendentified under Step 2 ofthe necessity testgst ). Under this step, we will

reconsider these fundamental rights and freedoms in order to ascertagx atilie butin

concretq how they would be affectedindeed, as mentionedtheFRAhandb ook “ Appl vy
the Charter of Fundamental Rights of Ex@opean Union in law and policymaking at national

levetGu i d a rthe me&asure should not imposdisproportionate and excessive burden

the persons affected by the limitation in relation to the objective purSued

It is important to note that the pact can beninor with regardto the individual concerned,
but nonethelessignificant or highly significant collectivelyfor society as a wholei(npact
on individuals vsimpact on society as a whole)®,

The costs of the privacy impacting measure, under this perspective, are represented by the
externalittesof t he | ack of data protection (the ‘¢
such externalities are: harm to the electoral and political process (misusta édrdpolitical
manipulationy*®; unlawful profiling and discrimination causing distrust towards public
authorities; “chilling eff eencompassing sufveilereed o m o

37 FRA Handbook referred to above, p. 76. See also CJEU, ¢a258/C4,Eugenia Florescu and others v. Casa

Jude $Se an tSibid and ®RhergECILI:EU:C:2017:448, para. 58.

38 See Omri BerShaharData Pollution University of Chicago, June 2018, available at:
https://papers.ssrn.com/sol3/papers.cfm?abttid=319123S5ee page 3: “The privacy pal
the premise that the injury from the personal data enterprise is private inhature t h e “atthouglebys el f ”
sheer aggregation (or by more nuanced channels) these deeply private injltie ve a deri vative s
and page 4: “IV]ast Iliterature has combed through ev
potential privacy injuries to the people whose data is collectedexXteenality problem, however, has been

ertirely neglected: how the participation of people in daavesting services affectghers, and the entire

public. ’

39 See EDPS Opinion on Online Manipulation, referred to under footnote 42.

| C ODemdcracy disrupted? Personal information and politicafluencé , 11 July 2018, av
https://ico.org.uk/media/2259369/democratigrupted110718. pdf

Joint Communication to the European Parliament, the European Couadptincil, the European Economic

and Social Committee and the Committee of the Regifation Plan against Disinformatio@OIN(2018) 36

final), available at:

https://ec.europa.eu/digitalngle market/en/news/actieplanagainstdisinformation

Communication from the commission to the European parliament, the Council, the European economic and social
commi ttee and the Committfereefandef aiergi Buniso pena n* Selceauc
https://ec.europa.eu/commission/sites/hmihtical/files/soteu2018ree-fair-electionscommunication

637_en.pdf.
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measuré® or other negative effects on the freedom of theviddals stemming from a
pervasive and systemically implementedfiling and scoring systeth

Even though difficult to quantify in practite these externalities shall be taken into account
by the |l egislator in its measwme uati on of the

In case of a proposed surveillance measteimportant to evaluate level of intrusiveness

of the method of surveillance. For this evaluation,dimensions of surveillance need to be

assessed. Relevaoase law of the ECtHR and of the ELJ has identified dimensions of
surveillance, starting with thesensesl i mensi on’ ( f or -recordingk, noc e , au
the possibilities for analysing, merging and communicating the information.leVbk of
intrusiveness into the private life of the targeted individugds well as the potential intrusion

into the private life othird parties, must be carefully assessed by the authorities that decide

upon themeasure.

The impact under this stegdso relate to the potenal harmful effect of the measure on a

wider basis than that of protecting privacy, hence including the risks for other fundamental

rights. This is in line with the approach taken by the GDPR that refers explicitly and on multiple
occasions to the ‘risks for the rights and f
that anharmful effect to the right to privacy is oftenextricably linked to harm toother
fundamental rights, such as the righato freedom of expression, free movement, freedom

40 In his Opinion, ECLI:EU:C:2013:845, ibigital Rights Advocate General Cruz Villalon refed to this

chil |l i nfg]tmadthoe letoverlodked that the vague feeling of surveillaviieh implementation of
Directive 2006/24 may cause is capable of having a decisive influence on the exercise by European citizens of
their freedom of expreiss and information and that an interference with the right guaranteed by Article 11 of

the Charter therefore could well also be found to éxist( p a rTae céllgcjion of such data establishes the
conditions for surveillance which, although carried ounty retrospectively when the data are used, none the less
constitutes a permanent threat throughout the data retention period to the right of citizens of the Union to
confidentiality in their private lives. The vague feeling of surveillammeated raise very acutely the question of

the data retentionperidd ( para. 72) .

The CJEU, confirming the Advocate Gener afi(.s. .a)p ptrlbe cfhe
that data are retained and subsequently used without the subscribeligtered user being informed is likely to
generate in the minds of the persons concerned the feeling that their private lives are the subject of constant
surveillance. .

41 See, for hypothetical examples, H.J. Pandit, D. Lelgse and Ethics of User Prafify in Black Mirror, 2018,

available athttps://dl.acm.org/citation.cfm?id=31916%4e e, as i mpact assessment mode
page 1582.

42 See at page 31 dbata Pollutionreferredtoi n f oot not e 38: “Data externalit
conjectural. What is the cost figure attached to distorted Presidential elections? To discriminatory racial
profiling?”.

43n caselUzun v Germanythe ECtHR considered the use of a GPS devideéation tracking as a less intrusive
measure than the interception of personal communications.

- On video surveillance (CCTV), seeEDPS Video-Surveillance Guidelines, 17 March 2010, available at:
https://edps.europa.eu/sites/edp/files/publicatio®¥3A7_videosurveillance guidelines_en.pdf
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of association**, and to general principles of EU law such as phénciple of ‘non-
discrimination’®. In this sensethese Guidelines ake a ‘fundamental ri gh

Guidance(how to proceed)

The impact should be sufficiently described to enable a clear understanditite atope,
extent and intrusiveness level of the interference on the fundamental rigbto privacy and
to the protection of personal daliis particularly important to precisely identify:

e the impact*®, taking into account

44The EDPS has been advocating a broader apprto data protection that takes these interfaces into account.

See, in particulafEDPS Opinion 3/2018 on online manipulation and personal data, page 13: “Priva
personal data protection are pl aced fraedomrofgthotgite * fr ee
conscience and religion, freedom of expression and information, andfreedom of assembly and association

(Articles 10, 11 and 12). Thesee also clearly at stake due to the ability of the major platform intermediaries

either to facilitate oto impede information dissemination. For instance, content which is not indexed or ranked

highly by an Internet search engine is less likely to reach a large audience or to be seen at all. Alternatively, a
search algorithm might also be biased towardsacetypes of content or content providers, thereby risking

affecting related values such as media pluralism and
confidentiality of electronic communications apply to data collection, profiling andoftacgeting, andif
correctly enforced should help minimise harmf r om att empts to mani pul ate ind

Opinion is available at:
https//edps.europa.eu/sites/edp/files/publicatior®B8L9 online _manipulation en.pdf

4 For instance, thivei j er s Commi tt ee, in its “Comments on the I
Parliament and of the Council on establishing a framework for indeabgity between EU information systems
(police and judicial cooperation, asylum and migrat.i

2018, noted the intersection betwdgnitation of privacy (collection and processing of personal data relating

a group/category of persored breach of the non-discrimination principle. See at page 3 of the Comments:
“I Tl he explicit objective of the proposal of facil i
organisation within the EU teraty, to see whether information on this person is stored in one or more of the EU
databases, will enhance the possibility of thiodintry nationals (or those considered to be tbadntry
nationals) being stopped for identity checks. In this contexiyigigers Committee recalls thduber v. Germany
case, in which the CJEU dealt with tbdferential treatment between nationals and EU citizens living in
Germany with regard to theeentral storage and multiple use of personal data in an aliens administration,
including the use for law enforcement purposes (CJEUHuber v. GermanyG-524/06, 16 December 2008, para
7879) . " .

46 The impact analysis referred to in these Guidelines takesastount the contextudhta protection harm

and risk of harm potentially -stemming from the legislative measure target of evaluation- for individuals

concerned and for society as a whole. It is therefore diff eiskeofivaryifigbr oader ]
likelihood and severity for the rights and freedoms of natural persons” referred to under A
GDPR.

Another difference with thdata protection impact assessment (DPIA) pursuant to Article 35 of the GDPR is

that in these Guidelinesen r ef er t o t he ‘ more abstr act thdlegiglaive’ asses

measurgrather than of &ype of processingnvisaged by a controller). Accordingly, the proportionality could be
consi deDPRAdntlRedawa (‘t o b eintipeeantexd af theeadvisory function on legislative measures
impacting on the right to privacy and to the protection of personal data).

Nonetheless, it can be useful to remark thanhy of the factors which are relevant to perform the DPIA are

also relevant for the evaluation of the privacy costs of a legislative measure.

See, in this regard, th&/P29, now EDPB, Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679,
WP248, as last revised and adopted on 4 October 2017, available at:
https://ec.europa.eu/newsroom/article29/ieatail.cfm?item id=611236

The following nine factors (to establish high risks) are pointed out at padds @) Evaluation or scoring,
including profiling and predicting; (ilAutomated-decision making with legal or similar significant effect; (iii)
Systematic monitoring; (iv) Sensitive data or data of a highly personal nature; (¥ata processed onlarge
scale; (vi) Matching or combining datasets; (vii) Data concernimglnerable data subjects; (viii) Innovative

use or applyingnew technological or organisational solutions, like combining use of finger print and face
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o} the scopeof the measurés it sufficiently limited?number of peoplaffected
whether it raisescollaterali n t r y that is imtsrfé@rence with the privacy of
persons other than the subjects of the medsure

o} theextent how is the right restricted@mountof informationcollected;for how
long, whether the measure under scrutiny requires the collection and
processing o$pecial categories of défa

ol the level of intrusivenesstaking into accountthe nature of the activity
subjected to the measure (whether it affects activities covered by duty of
confidentiality or not, lawyeclient relationship; medicalctivity); the context
whether it amounts tprofiling of the individuas concerned or nét, whether

recognition for improved physical access contett,; (ix) When the processing in itsélbrevents data subjects
from exercising a right or using a service or a contract. ”

Annex | to the Guidelines provides for exdegofsector-specificf r a me wo r k s, DatadrotecHom a mp | e
Impact Assessment Template for Smart Grid and Smart Metering systems” , avai |l abl e at:
http://ec.europa.eu/energy/sites/ener/files/documents/2014 dpia_smart grids_forces.pdf

See in particular at pages-3T on thddentification, Quantification (severity and likelihood) and Assessment

of the *‘risk’

- Lastly, see thelraft list of the competent supervisory authority(ies) regarding the processing operations
subject to the requirement of a data protection impact assessment (Article 35.4 GDPR), available at:
https://edpb.europa.eu/euork-tools/consistencyindings/opinions_en

47 SeeBig Brother Watch and others v United Kingdom ECt HR, 13 Septembecollat&rdl 18, par
intrusion is the obtaining of any information relagj to individuals other than the subject(s) of the investigation.
Consideration of collateral intrusion forms part of the proportionality considerations, and becomes increasingly
relevant when applying for traffic data or service use data. Applicationdsinclude details ofvhat collateral
intrusion may occur and how the time periods requested impact on the collateral intrusion. When there are

no meaningful collateral intrusion risks, such as when applying for subscriber details of the person under
investigation,the absence of collateral intrusion should be noted” ( emphasi s supplied).
48 See CJEU, joined cases465/00, G138/01, and €39/01,RechnungshefECLI:EU:C:2003:294 para. 52:

“The Austrian Government notes in particular that, when reviewinggstionality, the extentto which the data

affect private life must be taken into account. Data relatingetsonal intimacy, health, family life or sexuality

must therefore be protected more strongly than data relating to income and taxes, which)sehilersonal,

concern personal identity to a lesser extent and are thereby less sénsitivee mp hasi s suppl i ed) .
- On the processing diealth data, seeEDPS Opinion 3/2017 on the Proposal for a European Travel
Information and Authorisation System (ETIAS), a t page 13: “The EDPS doubts tF

particularly sensitive category of data on such a lagde and for this period of time would meet the conditions

laid down in Article 52(1) of the Charter and accordingly be considered as ngaasdaroportionatd.he EDPS

guestions the relevance of collecting and processing health data as envisaged in the Proposal due to the lack of
their reliability and the necessity to process such data due to the limited link between health risksexedgita
travellers.”

-Specific attention has been devoted recently to the
recognition. Seél Now Report 201,8December 2018, available at:

https://ainowinstitute.org/Al_Now 2018 Report.pdf

- Onbiometric data, seeWP 29 Opinion 3/2012 on developments in biometric technologies, pages 31, on

the specific risks posed by biometidata;and WP 29 Opinion 02/2012 on facial recognition in online and

mobile services, Section 5, Specific risks and recommendations.

®l'n this context, we refer to the term “profiling ir
asreferredtointh@ele2c ase, and not necessarily to theprdeifliinngdo
means any form of automated processing of personal data consisting of the use of personal data to evaluate
certain personal aspects relating a natural person, in particular to analyse or predict aspects concerning that

natural person's performance at work, economic situation, health, personal preferences, interests, reliability,
behaviour, location or movemehts
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the processing entails the use of (partially or fudly)omateddecision making
system with a%*‘margin of error’

. whether it concerngulnerablepersonsor nof?;

o whether italso affects other fundamentalrights ( t h er e icegptncdbly be
linked fundamentatight®?, for instancethe right to protection of privacy and
the right to freedom of expressigrasin the Digital Rightsand Tele2 CJEU
cases

In cases whersome(or part of thg¢ impacts canot be ascertained beforehandmight be
helpful applyingthe secalledprecautionary principle®3. As anexample othe applicability

50 See, having regard to the automation of decisions, Opinion 1/15, ECLI:EU:C:2017:592, of the CJEU regarding
theproposedEMCanada PNR data sharing agreement. The Court
for risk assessments of EU travelleremied in a systematic and automated mannerwathda “significant”

margin of error exposing a large number of individuals who posed no risk to ongoing scrutiny by CBSA and
other agencies. The Opinion emphasised that algorithmic systems and risk assésshmology must be
“appl i eah-discriminsgiory manner and that final decisions ar e
individualizedhuman-baseda s sessment ). Al so in this case it may b¢
protection of perswmal data may link to other fundamental rights and principles (heredisorimination).

- More specifically, on thdmpact of automated decision making used by State/public authorities, see

Australian GovernmentAutomated Assistance in Administrative Be&m Making, Better Practice Guide

February 2007 (even if not updated, contains a relevant set of questions), available at:
https://www.0oaic.gov.au/imagecuments/migrated/migrated/betterpracticequide. pdf

SLECtHR,S.and Marper para 124: “The Court furt kheornvdon seidd epres stol
data may bespecially harmful in the case afminors such as the first applicant, given thgpecial situation and

the importance of their development and integration i
- See, as an example on special attention needed in case of processing of personal data relating to minors, the
EDPS response to the Commission public consultation on lowering the fingerprinting age for children in

the visa procedure from 12 years to 6 years, 9 November 2017, page 2: “The
necessity and proportionality of collectifisngerprint data of children as from a younger age should be th

focus of aradditional prior reflection and evaluation, aspart of the impact assessment that is carried out to
accompany the future Commi ssion proposal to revise t|
https://edps.europa.eu/sites/edp/files/publicatiord/1-D9_formal comments 2010809 en.pdf

52 See Christopher Docksefypur fundamental rights: finding the balandaternationaData Privacy Law, 2016,

Vol . 6, No. 3, page 203: “[Il]ln some context, such as
privacy and data protection and freedom of expression function in a wholly complementary fashion, each
reinforcingtheo t her . ”

53 As early as the 1970s, Hans Jonas was the precursor of the precaugiimzipfe. On 2 Februar2000, the

European Commission statedin its Communication on the Precautionary Principle (COM(2000)1 final)

"Although the precautionary principkenot explicitly mentioned in the Treaty except in¢hegironmental field,

its scope isfar wider and covers those specific circumstaneg®re scientific evidence is insufficient,

inconclusive or uncertain and there are indications through preliminalyeative scientific evaluation that there
arereasonable grounds for concern that the potentially dangerous effects on the environment, human, animal

or plant health may be i ncons iTheiCemmunicationtishavailablea c hosen |
https://eurlex.europa.eu/legaiontent/EN/TXT/PDF/?uri=CELEX:52000DC0001&from=EN

We consider that this principle, consistently with the metaphor ofdoss pri vacy as
applicable to the risks to privacy and to the protection of personal data.

-“When a consensus is |l acking regarding the devel opme
ECtHR expects a member statec | ai mi ng a pioneer rol e’ to bear ' spec
bal ance’ ", P. Popel i Procedaral dRatidhality: \Gaving TBe¢h toHlee yProportianality

Analysis European Constitutional Law Review, 9, 2013, page 243trirfeto caseS and Marper v United
Kingdom,ECtHR.

- In hisOpinion 4/2018 on the Proposals for two Regulations establishing a framework for interoperability

between EU large-scale information systems, the EDPS took into account the unpredictable riskkrance

called for a wider, evidendeased, debate (on interoperabilif){ . . . ) i nteroperability is
choice, it is first and foremost a political choice to be made, sighificant legal and societal implications in

S

“

data pol
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of this principle, it might bsuggested to the legislai@ccording to all relevant circumstances
ofthecaset 0 adopt anp p'rionaccrhe’ me nueaifan aleepdyéxperimentéde
and verified T tool rather than an IT tool whose effectiveness (false negatives, false positives)
has not yet been fully tested.

Relevant examples

EXAMPLE 1: Tele2Sverige AB(CJEU, C-203/15 and C-698/15, ECLI:EU:C:2016:970)

The Court evaluated theterference asserious, especially in light of the fact that the measures implied
establishing a profilef the person concerned.

The Court o kegsitionpodides forageneral and indiscriminate retentioof all traffic
and location dataof all subscribers and registered userglating to all means of electronig
communication and that it imposes on providers of electronic communications services an obligation
to retain that data systematically and continuouslithwo exceptions. As stated in the order [for
reference, theategories of dat@overed by that legislation correspond, in essence, to the data whose
retention was required by Directive 2006/24

“The data which providers of electronic communications services must therefore ragkes it
possible to trace and identify the source of a communication and its destination, to identify the|date,

ti me, duration and type of a uicatiomeqoipmerd,tandadon , t o
establish the location of mobile communication equipmemhat data includes, inter alia, theame
and address of the subscriber or registered user, the telephone number of the caller, the number
called and an IP address for iBtnet servicesThat datamakes it possible, in particular, to identify
the person with whom a subscriber or registered user has communicated and by what means,|and to
identify the time of the communication as well as the place from which that communinatiook
place Further, that data makes it possible to knbaw often the subscriber or registered user
communicated with certain persons in a given peri¢gke, by analogy, with respect to Directive
2006/24, théigital Rightsjudgment, para26).”.

“Thatdata, taken as a whole, is liable to allow very precise conclusions to be drawn concerning the
private lives of the persons whose data has been retained, such as everyday habits, permanent or
temporary places of residence, daily or other movements, thévines carried out, the soci
relationships of those persons and the social environments frequented by (beey by analogy, i
relation to Directive 2006/24, thBigital Rights judgmentpara 27). In particular, that data provide|
the means (...) ogstablishing a profile of the individuals concernethformation that is no les
sensitive, having regard to the right to privacy, than the actual content of communi¢ations

—

|2 )

“Theinterference entailed by such legislatian the fundamental rights enshrined in Articleand 8
of the Charter ivery farreachingand must be considered to jp&rticularly serious The fact that the
data is retained without the subscriber or registered user being informed is likely to baysrdons
concernedo feel that their private lives are the subject of constantveillance(see, by analogy, i
relation to Directive 2006/24, theigital Rightsjudgment, para37)0.

174

—

On the impact of the measure other fundamental rights linked tothe right to privacy and to the
protection of personal data, theoQu r t n o the rétentioh af traffic d&nd location data cold)

the years t@wome Against the backdrop of the clear trend to mix distinct EU law and policy objectives (i.e. border

checks, asylum and immigration, police cooperation and now also judicial cooperation in criminal matters), as

well as granting law enforcement routinecass to nottaw enforcement databases, the decision of the EU

legislator to make largscale IT systems interoperable would not only permanently and profoundly affect their
structure and their way of operating, but would also change the way legal peatipl/e been interpreted in this

area so far and would as such mark a O6épowidetdetmfe no r et
on the future of the EU information exchange, their governance and the ways to safeguard fundamental rights
inthiscontext” (para. 25) .
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have an effect on the use of means of electronic communication and, consequently, on the e
the users thexof of theirfreedom of expressignguaranteed in Articld1 of the Charter (see, h

analogy, in relation to Directive 2006/24, tbégital Rightsjudgment, para28)’ (emphasis supplied).

The Court al so consi derratidnep déres dnmamedsdhe reqoifemet
imposed by the legislation to retain and make accessible (also) data relaterghiers of professions

that handles privileged or otherwise confidential information: “particular attention must (...) b
paid to necessitgnd proportionality where the communications data sought relates to a person

a member of a profession that handles privileged or otherwise confidential inforfnétimphasis
supplied).

EXAMPLE 2: Ministerio Fiscal (CJEU, C-207/16, ECLI:EU:C:2018:788)

The Courtheldthat It should(...) be determined whethein the present case, in the light of the fa
of the casethe interference with fundamental rights enshrined in Articles 7 and 8 of the Chatibeit

police access to the data in question in the main proceedings would enistiibe regarded a
6serl.ouso

“In that regardthe sole purpose of the request issue in the main proceedings, by which the pa
seeks, for the purposes of a criminal investigation, a court authorisation to access person
retained by providers of electronic communications services, is to identify the owners of SIN
activated over a period of 12 days with the IMEI code of the stolen mobile teleghgtieat request
seeks access tmly the telephone numbers corresponding to those SIM cards and to the data r
to the identity of the owners of those cards, sushheir surnames, forenames and, if need
addresses. By contrashose data do not concerfn..) the communications carried out with the stole
mobile telephone or its locatioh

“It is therefore apparent that the data concerned by the request feiss@t issue in the ma
proceedings only enables the SIM card or cards activated with the stolen mobile telephone to b
during a specific period, with the identity of the owners of those SIM cards. Without those dat
crossreferenced with th data pertaining to the communications with those SIM cards and the lo
data, those data do not make it possible to ascertain the date, time, duration and recipients

communications made with the SIM card or cards in question, nor the locatiatere those
communications took place or the frequency of those communications with specific people dur
given period. Those datdo _not therefore allow precise conclusions to be drawn _concerning
private lives of the persons whose data is concdfnemphasis supplied).

On the basis of all of the above, the Court found thatrtteeference is not a serious one. We can
observe that a key factor that drove the
(reasoning in this rega@contrario from Tele? is the absence of the establishment of a profile of
the individual concerned.

EXAMPLE 3: Opinion 1/15 PNR CanadaCJEU, ECLI:EU:C:2017:592)

Theinterference in the PNR Canada case was assessed by the Court in particular with referen
extent, the level of intrusiveness and the saagiene personaeThe latter was consideregeoblem
int he agreement (together wi t h altboudh eéhe intarferpne
constituted by the agreement envisageleéss extensivéhan that provided for iDirective 2006/24
and is alsdess intrusive into the daily life of everyonets undifferentiated and generalised nature

rai ses (pomphasis supphied)”

The othemproblematicaspectriticisedby the Court relate to: (i) thiglentification of the competen
authority responsible for processing the data; ti¢ automated processing (lack of safegug
identified at paras258260); (iii) the conditions for access to retained data by law enforce
authorities (iv) the data retention period; (the disclosure and transfer of data; (vi) oversight by
independat authority.The above problems have been pointed out by the CallEbin caseDigital
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Step 3: proceed to the fair balance evaluation of the measure

When (andnly then) the legislator has gatherell required information and performed the
assessment of the importance and effectiveaesks efficiencyof the measure and of its

[ffiles/publicatio®@@1 smart borders en.pdf
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https://edps.europa.eu/sites/edp/files/publication/16-09-21_smart_borders_en.pdf

interferenceon privacy and on the protection of personal didtghouldproceed t@xamining
the fair balance of these two aspects.

In the presencef information asymmetry, for instance in the presence of known benefits but
unknown costs, ovice-versa it will be difficult, if not impossible, to establish whether the
measure is proportionateeighing up althefactors.

In practicethe proportionality principle requires establishirgpdance between the extent and
nature of the interference and the reasons for interfering (the needs), as translated into
objectives effectively prsued by the measure. The CJkhberlined thafi [ w] Bevarag

rights and fundamental freedoms protected by the European Union legal order are at issue,
the assessment of the possible disproportionate nature of a provision of European Union law
must be carried out with a view teconciling the requirement®f the protection of those
different rights and freedoms andair balancebetween thei®.

In other words, the principle serves as an instrument for balancing conflicting interests
according to a rational standard in cases where precedence is natgikento any of ther?f.

In effect, there is a possible method for reviewing whether or not an EU legal act may be
considered compatible with Articles 7 and 8 of the Charter and with the principle of
proportionality under Article 52(1) of the Charter. Bumethod would stem in particular from

the judgments of the CJEU referred tahese Guidelinesnotably but not exclusively in the
specific field of ‘gentral programmes of sur

Guidance(how to proceed)

1 First, prior to the balance exercisggrify if there is a situation ofnformation
asymmetry: has all relevant information been collected and assessment performed on
both the Obenefitsd and the O6costsbdé of th
1 Then,compare the constraints on privacy and data protectod thebenefits(the
balancing exercise)are themeasures envisaged to fulfil tbbjectivea proportionate
response to the need at the basia pfoposal for legislation, givethe limitations to
thedata protectiorand privacyrights?

55 CJEU cases, ©283/11,Sky Osteeich GmbH v. Osterreichischer RundfuiikC], ECLI:EU:C:2013:28, para.

6 0; C Pibdud¢tdded ,de Muasica de Espafia (Promusicae) v Telefénica de Espaiia EXAll
EU:C:2008:54, paras 65 and 66 aneb44/10, Deutsches WeintprECLI:EU:C:2012:526, parad7; ECtHR

judgment Big Brother Watch and others v United Kingpdom1 3 September 2018, “2.42.
proportionality of the application should particularly include a consideration of the rights (particularly to privacy

and, in relevant casefseedom of expression) of the individual and a balancing of these rights against the benefit

to the investigation.".

56 Specifically, see CJEU casedB8/08,Bavarian Lager p a r RegulatioBs:Nos“45/2001 and 1049/2001 were

adopted on dates very closedach other. They do not contain any provisions granting one regulation primacy

over the other " .

57In Opinion4/2018 on the Proposals for two Regulations establishing a framework for interoperability

between EU large-scale information systems, at page 12 t he EDPS <cl ari fied that “t
operationsaiming at correctly identifying the persons constitute aninterference with their fundamental

rights as protected by Articles 7 and 8 of the Charter. Consequently, they must pass the necessity a
proportionality tests (Article 52(1) of the Charter).
- See als& and Marpew United Kingdom ECt HR, p marestoringof data reldtingeto the private

life of an individual amounts to an interference within the meaning of Article 8 Thé¢ subsequent use of the

stored information has no bearing on that finding (...). However, in determining whether the personal information
retained by the authorities involves any of the prildgeaspects mentioned above, the Court will have due regard

to the specific context in which the information at issue has been recorded and retained, the nature of the records,
the way in which these records are used and processed
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1 After performingthebalanéng exerciseensure that adequaté@dence is produced and
as the case may bayblished establishinghat theanalysis has been done (Report on
the Proportionality Bst that is,a syntheticanalysis of th@utcome of the assessment
performed.

1 Keep (register and store) all relevant documentation obtained or produced while
performing thebalancing exercise and drafting tliReporton the Proportionality &st
Such documentation should be relevant and sufficiepirdgide justification (or to
identify the criticalissues)for the measurender scrutiny (target of evaluatiorgnd
referred to in an annex to the Repbrt

Relevant examples

EXAMPLE 1: Tele2Sverige AB(CJEU, C-203/15 and C-698/15, ECLI:EU:C:2016:970)

In Tele2 the Court held that:Given theseriousnesf the interference in the fundamental rights
concerned represented by national legislation which, for the purpose of fighting crime, provides for the
retention of traffic and location datanly the objective of fighting serious erieis capable of justifying
such a measure.()” (emphasis supplied).

The Court had clear in mind, @meside, the importance and effectiveness of the measure; on the other
side, thescope (not restricted to data pertaining to a particular time period and/or geographical area
and/or to persons likely to be involved in serious crime) andetrdintensity (including profiling)
of the interference.

58In his Opinion, ECLI:EU:C:2013:845, in joed cases 293/12 and €94/12,Digital Rights the Advocate

General pointed out thiack of relevant and sufficient reasons on thetwo years data retention period

prescribed by the directive as a key factor for rejecting the proportionality of the &n® deta retention period

(as opposed to the, justified, less than one year retention time). See parhst Bli$t may be considered that

a retention period for personal data o6which is measul
otwich is measured in yearsodé. The first period would c
life and the second to that falling within life perceived as memory. The interference with the right to privacy is,

from that perspective, dérent in each case and the necessity of both types of interference must be capable of

being justified. Although the necessity of the interference in the dimension of present time seems to be sufficiently
justified, | have foundo justification for an interference extending to historical tim&xpressed more directly,

and without denying that there are criminal activities which are prepared well in advance, | have not found, in

the various views defending the proportionality of Article 6 of Directive 280@&ny sufficient justification for

not limiting the data retention period to be established by the Member States to less than .orie year

- See also joined case¥olker und Markus Schecke and Hartmut EiferC-92/09 and C-93/09,
ECLI:EU:C:2010:662, para8 1 Thert is nothing to showthat, when adopting Article 44a of Regulation No

1290/2005 and Regulatiodo 259/2008, the Council and the Commission took into consideration methods of
publishing information on the beneficiaries concerned which would besistent with the objective @uch
publication while at the same ti me nghttogdasped forltheis s i nt e
private life in general and to protection of their personal datparticular (...) ” (emphasi s supplied
- In Opinion 7/2018 on the Proposal for a Regulation strengthening the security of identity cards of Union citizens

and other documents, 10 August 2018 (available at:
https://edps.europa.eu/sites/edp/files/publicatiof®880_opinion_eid en O.pgf i n page oBereshe EDPS
that the Impact Assessment accompanying the Progdosal not appear to support the policy option chobgn

the Commission, i.e. the mandatory inclusion of both facial images and (two) fingerprints in ID cards (and
residence documents). (...) Therefore, the EDPS recommends to reassess the necessity and the proportionality of
the processing of biometric dattacial image in combination with fingerprints) in this conteXt .

- Similarly, in Opinion 7/2017 on the new legal basis of the Schengen Information System, 2 May 2017

(available at:https://edps.europa.eu/sites/edp/files/publicatiof®®D2_sis_ii_opinion_en.pjif the EDPS, in

page 3, c othatthedn&radectibn ¢f few categories of data, including new biometric identifiers, raises

the question othe necessity and proportionality of proposed changes and for this reason the Proposals should

be complemented with the impact assessment on the right of privacy and the right to data protection enshrined in

the Charter of Fundamental Rights of the.EU .
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Having weighed up the one againstthe her , t h e The effectivertess bf the figit against “
serious crimecannot in itself justify that national legislation providing for thgeneral and
indiscriminate retentionof all traffic and location data should be considered to be necg$eathe
pur poses o0The measurd t fhie gdrdeen® tiee limits of what is strictly necessand
cannot be considered to be justifi@dthin a democratic societfemphasis supplied).

EXAMPLE 2: Ministerio Fiscal (CJEU, C-207/16, ECLI:EU:C:2018:788)

In Ministerio Fiscal the Court held that the measure under scrutirgrigortionate (successfully
passes the proportionality test, and is therefondul underboth the necessity and the proportionality
principles).

nterfe

A key factor forthisa s sessment is the fact that the
and therefore could not out weigh the (°“eqgually
effectively fulfilled by the measure.

Referring to the words of the Couiif\W] henthe interferencethat (the measuregntails isnot serious
(the measureis capable of beingustified by the objective of preventing, investigating, detecting and
prosecuting o6cr i mi.nfanl tohfef ecnocretsréa rgye ne“rian | g¢ccor dar
proportionality serious interferencesan be justified, in areas of prevention, investigation, detection
and prosecution of criminal offences, (only) by the objective of fighting crime which must also be
defined as ‘serious’” (emphasis supplied).

EXAMPLE 3: Opinion 1/15 PNR Canada(CJEU, ECLI:EU:C:2017:592)

The measure under scrutiny in this case is such as to piegamhation asymmetry between the
expected benefits and the impact on the fundamental right to privacy and to the protection of personal
data. This is du@ particularto the fact thathe categories of personal data to be processed are not
clearly and precisely worded; the ules applicable to the automated-poeeening of passengers are
alsonot specified by the meaure.

Indeed, such lack of specifications not only makes the cabpity exerdse impossible, but alsp
bringsthe Courtto the point of directly declarinthe agreenent, in its current versionpt compatible
with Articles 7 and 8 and Article 52(1) of the Charter.

EXAMPLE 4: Bevandorlasi és Allampolgarséagi Hivat§CJEU, C-473/16, ECLI:EU:C:2018:36)

In this case, the Court, having regard to all elements amghetance and effectiveness of the measure
and on its interference (on a single specified person, in this casdjdemtbat:“ Article 4 of Directive
2011/95, read in the light of Article of the Charter, must be interpretedpaecluding thepreparation
and use, in order to assess the veracity of a claim made by an applicant for international protection
concerning his sexual or i ent,auch as that at issiue imthepngiy c h o | ¢
proceedings, the purpose of which @) the basis of projective personality tests, to provide an
indication of the sexual orientation of that applica@mphasis supplied).

In other word, the Court foundhe measure under scrutingt proportionate, due to the extremely
serious interferencef the measure, but also due to the lack of effectiveness in reaching the ohjective
pursued.

EXAMPLE 5: Scarlet ExtendedCJEU, C-70/10, ECLI:EU:C:2011:771)

This case is interesting because it shows thatitjie to the protection of personal data may play
the role of a&oncurring right that is not the one mainly affected by the measure, but which nonetheless,
together with other right{freedom to conduct business; freedom to receive or impart informatam
tilt the balance in favour of theonproportionalityof the measure (pursuing the objective of better
protectingintellectual propertyights).
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We report the most r elteevnunction te instadl the corstestétbring

systemis to be regarded as not respectithe requirement that fair balancebe struck between, g

the one hand, thprotection of the intellectuabroperty rightenjoyed by copyright holders, and,
the other hand, that of tHfeeedom to conduct businegmnjoyed by operators such as ISPs.

Moreover, the effects of that injunction would not be limited to the ISP concerned, as the cc

filtering systemmag | so i nfringe the fundament al rig
to protection of their personal datand theirfreedom b receive or impart informationwhich are
rights safeguarded by Articles 8 and 11 of the Charter respectively.

Consequently, it must be held that, in adopting the injunction requiring the ISP to install the co
filtering system, the national court concerned woundd be respecting the requirement that a f3
balancebe struck between théght to intellectual property, on the one hand, and ttieeedom to
conduct businessthe right to protection of personal datand thefreedom to receive or ipart
information, on the othér (emphasis supplied).

EXAMPLE 6: EDPS Opinion 1/2017 on a Commission Proposal amending Directive (EU)
2015/849 and Directive 2009/101/EC. Access to beneficial ownership information and data
protection implications

I n this Opinion, as wel | as in the Propos
case, the risk of mogdaundering and terrorisfiinancing). As a rule, the collection and processin
per sonal data, to be proportionate to the
i nstance, to the economic
optimisation of the interference on the right to privacy and to the protection of personal data.

The EDPS Opinion on the Proposal amending theraotiey laundering directive noted that, contr
to the af or es adpabal @.prpmowvea existing safeghaeds tRat would have grar
certaindegree of proportionality. For example, in setting the conditions for access to informatiq
financial transactions by FI Us, t haaciaRntetligeocs
Units] need to obtain additional information maylonger and not only be triggered by suspicious
transactions (asisthe casenow [goa | | ed * r i s k b aroreylauadermg])obatals
by FI Us’ 0 wn aenaelewswitisout a pridr repartingof suspicious transactions.
The role of FI Us, t heinvesfigatiorebaséd & os huidfgencgroasedf
The latter approach is more similar to data mining than to a targeted investigattorgbvious
consequences in terms. of personal data pro

EXAMPLE 7: EDPS Video-Surveillance Guidelines

The same approach, consisting in finding the optimisation of the interference on the right to
privacy and to the protection of personal data with the aim pursued by the measure (for instance,
security of premises), is applied in the EDPS Guidelines on Va&deeeillance® Usi ng a
approach based on the twin principles of selectivity @rgortionality, video-surveillance system
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canmeet security needs while also respecting our privacy. Cameras can and should be used intelligently

and shoulanly target specifically identified security problems thus minimising gathering irreleva
footage. This not only minimises intrusions into pcydut also helps ensuren@ore targeted, and
ultimately, more efficient, use of videess ur vei | | ance.” Speci fic

Guidelines (among others, ooamera locations and viewing angles; number of cameras; tim
monitoring; resoltion and image quality; special categories of data; areas under heig
expectations of privacy; higtech and/or intelligent videsurveillance;interconnection of video
surveillance systems).

EXAMPLE 8: EDPS Opinion 5/2015 on the Proposal for a Directive on the use of Passenger Name
Record data for the prevention, detection, investigation and prosecution of terrorist offences and
serious crime
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“The essenti al p r er e.g. samplianceewith neaessity andgdrtioralidyh e me
principles is still not met in the Proposal. The Proposal (...) does not set forth any detailed analysis

of the extent to which less intrusive measures could achieve the purpose of the EU PNR scheme. Finally,
the nontargeted and bulk collection and processihdaia of the PNR scheme amount to a measuye of
general surveillance. In the view of the EDPS, the only purpose which would be compliant with the
requirements of transparency and proportionality, would be the use of PNR data chyaaasebasis
but onl in case of a serious and concrete threat established by more specific indicators. Since there is
no information available to the effect that the necessity and proportionality of the measures
proposed have been adequately demonstrated, the EDPS considetisat the Proposadyen modified,
still does not meet the standards of Articles 7, 8 and 52 of the Charter of Fundamental Rights|of the
Union, Article 16 of the TFEU and Article 8 of the ECHR. The EDPS would encourage the legislators
to further explore thdeasibility against current threats ofiore selective and less intrusive
surveillance measures based on more specific initiatives focusing, where appropriate, on targeted
categories of flights, passengers or countries. .”

Step 4: analyse conclusions on the proportionality of the proposed measure.
If the conclusion is ‘not proportionate’, identify and introduce safeguards
which could make the measure proportionate.

If the balancing exercise as described under Stéga8s to the conclusion thatpaoposed
measure doesot comply with the requirement of proportionality, theitherthe measure
shouldnot be proposed, or it should benodified so as to comply with these requirements.

Guidance(how to proceed)

1 Synthetically analysehe outcome of the assessment performed under step 3 as
described in theReport on the Proportionality teshighlighting in particularthe
factors t hat gave rise t o -ptrhoepoconohaki by’ o
proportionality test’');

1 Rework the proposal, drafting if possible one or mooerective options addressing
the critical issuesdgfine more narrowlythe purpose, the categories and the amount of
personal data to be proces¥ednd thus reducie level of interferencef the measure
with privacy and data protectifin

1 Envisage and introduceafeguards reducing the impact of the proposal on the
fundamental rights at stakif exampleintroduce the need for human verification in
case of legislation providing for fullgutomated measuré)

59 As example, sefarmal comments of the EDPS on the Proposal for a Directive of the European Parliament

and of the Council on credit servicers, credit purchasers and the recovery of collateral, recommending to

better define the categories and amount a@iudeents (containing personal data) to be processed pursuant to the
Proposal, at page 3. The formal comments are available at:

https://edps.europa.eu/sites/edp/files/publicatio®1-9

24 _comments_proposal_directive_european_parliament_en.pdf

50 As example ofafeguards, seeEDPS Opinion 4/2018 on the Proposals for two Regulations establishing a

framework for interoperability between EU large-scale information systems, page 16: “Tt]he
instruments also require therification by an independent authority that the above conditions are met prior to

the access. In case of the ETIAS, the EES, and the Eurodac system, thdéolaeneent authorities are also

required tdfirst consult other relevant systems ( e . g . national databases, Europol
-See also the FRA Opinion on “Interoperability and fu
tothe need of differential treat ment (safeguards) for

cascade system with a streamlined mechanism, such as the proposed hit/no hit check against the Common Identity
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1 Provide forre-evaluation and sunset clauses: most probably the situation to be
addressed is characterised by a very dynamic environment, from both the technological
and societal viewpoint. This uncertaimhayhave contributed to thessessment of the
measureasnegpr oporti onat e f dprecautiprmany priacipiefluatb r e a s ¢
uncertainties on the effectimmpactof the measur@or example, due to the envisaged
technological tools). In this case, in addition to further safeguards, it is advisable to
provide for strictre-evaluation (regular checkigvaluation of the impagiost factum
also aiming at addressing unexpected efjetgsunset clauses( * u n | ermesliorc o n f i
revised, the measure is 0 | onger ap p). iSpeafis |oeersight s fror
mechanism/bodies might also be consid®ted

1 Re-runthe assessment of necessity and proportionality (both tests, since the introduced
modification may trigger the need to perform agaach step of test 1 and 2).

Relevant exampb

EXAMPLE 1: Tele2Sverige AB(CJEU, C-203/15 and C-698/15, ECLI:EU:C:2016:970)

Theoutcomeof t he assessment of proport iTeleRiaregativee| (r ef e
The Court points out to thactors that determined its negative assessment: in particular, such factors

relate to the (lack of) relationship between the data which must be retained and the threat to public
security countering which is the objective of the measure (see para. 106 of gnegjni).

A contrarig the Court also expressly laid down the features of the proportionate méaganicular,
t h e menaust,dirstday down clear and precise rules governing the scope and application ¢of such
a data retention measure and imposingimum safeguards, so that the persons whose data has been
retained have sufficient guarantees of the effective protection of their personal data against the risk of
misuse. That legislation must, in particular, indicate in what circumstances and undaroghditions|

Repository means that data of all persaresconsidered equally sensitive and that data of personsiinexable

situation (such as that of persons seeking international protection) would not recjoéneced safeguards. " .

- Concerning safeguards (human verification, meaningful explanations, reporting) in the context of a possible use

of automated measures, sEBPS formal comments on the Commission proposal on the prevention of

dissemination of online terrorist material, atp age 8: “Article 8(1), under t he
provides that HSPs should set out in their terms and conditions their policy on the prevention of terrorism content,

“ i n c | whdré appyopriate, a meaningful explanation of the functioningoobactive measures including the

use of automated tools” (emphasis added). Moreover, A
introduce effective and appropriate safeguards to ensure that decisions taken in particular to remove or disab
content are accurate and wellounded. Article 9(2) speci fies that s u

oversight and verificationg/here appropriate and, in any event, where a detailed assessment of the relevant
context i s r eq wddede Havifg.regard td thebeesafgghaeds, thes EDPS recommends replacing

in Article 8(1) and 9(2) the wording “where appropria
“where appropriate”. The EDP&2),d5Ps shoutdostibeis a répbraon the pur s u
proactive measures taken, including the ones based on automated tools, to the authority competent to oversee the
implementation of proactive measures under Article 17(1)(c). The EDPS recommends specifyingdpdbkal Pr

under Recital 18, that HSPs should provide the competent authorities with all necessary information about the
automated tools used to allow a thorough public oversight on the effectiveness of the tools and to etitmye that

do not produce discrimhnat ory, untargeted, wunspecific or unjustif]
at:

https://edps.europa.eu/dgirotection/owwork/publications/comments/formabmmentsedpspreventing

dissemination_en

61 SeeWP29 Working document 01/2016 on the justification of interferences with the fundamental rights

to privacy and data protection through surveillance measures when transferring personal data (European

Essential Guarantees), WP237 of 13 April 2016Sect i on 6, -“AG indepeadent evasight

mechanism should exist” , p d.@ Ehe doBument is available at:
https://ec.europa.eu/justice/artid®/documentation/opinierecommendation/files/2016/wp237_en.pdf
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a data retention measure may, as a preventive measure, be adopted, thereby ensuring that such a

measure is limited to what is strictly necessary. Second, (...) the retention of data must (.

..) meet

objective criteria, that establish a conniect between the data to be retained and the objective pursued.

In particular, such conditions must be shown to be such as actually to circumscribe, in pract
extent of that measure and, thus, the public affected

ce, the

As regard the setting of limits onch a measure with respect to the public and the situations that may
potentially be affected, the national legislation must be based on objective evidence which makes it

possible tadentify a public whose data is likely to reveal a link, at least an iedirone, with serious

criminal offences and to contribute in one way or another to fighting serious crime or to preventing a

serious risk to public security. Such limits may be set by usiggpgraphical criterionwhere the
competent national authorities consider, on the basis of objective evidence, that there exists, i
more geographical areas, a high risk of preparation for or commission of such offépogzhasig
supplied).

N one or

Otherconditions for the propationality of the measure, and concerning access by the law enforcement

authorities to the retained data, are laid down ing420122, namely the prior review by a Court

by an independent administratib®dy; the notification, as soaas thisis not liable to jeopardise

or

investigations, to the person affected; the provision for the data to be retained in the European Union;
the provision for the irreversible destruction of the data at the end of the retention period. These other

conditions can in re#y be consider asafeguards, which, together with the definition of the scope
the measure, can make the measure proportionate.

The judgment adviewgbyareiddepensienttaothoritthcempliance with the level of

of

protection guaranteed by EU law with respect to the protection of individuals in relation to the

processing of personal data, that control being expressly required by AtB)lef the Charter and

constituting, inaccorance wi t h t he -@Qw, aresséntal ekemdrdf respedt foc thes e
protection of individuals in relation to the processing of personal data. If that were not so, persons

whose personal data was retained would be deprived of the right, guedantérticle8(1) and (3) of

the Charter, to lodge with the national supervisory authorities a claim seeking the protection of their

data (see, to that effect, ti¥gital Rightsjudgment, pargraph68, and the judgment of @ctober

2015,SchremsC-362/14, paragraphs41 and 58) ( e mp h a s.iTHs lastuepgyiré miere mkitains

to the condition of theespect of the essence of the fundamental right and falls undetest 1 (Necessity
test).

So far, the legislatadid not put forward a new proposal for a data retentioirective. Ifit decides
to do so, itshouldgo through bothess 1 and 2, namely the Necessity and the Proportionality. test

EXAMPLE 2: Ministerio Fiscal (CJEU, C-207/16, ECLI:EU:C:2018:788)

In Ministerio Fiscal the measure was considet®dthe Courfproportionate to the aim. No remar
was made by the Court concerning critisslles to be addressed by the legislator. Hence, there
need to rework the measure (redefine the purpose, the scope, the level of interference; provide
or different safeguards) and/ortt®run the assessment nécessity and proportionality.

EXAMPLE 3: Opinion 1/15 PNR Canada(CJEU, ECLI:EU:C:2017:592)

The Court considered the measnog compatible with Articles 7 and 8 and Article 52(1) of the Chat
The factors giving rise to such final evaluation basicalbyncerned: athe lack of clarity and
specification of the measure (and hence to the impossibflitgeasuring the impact); bhe lack of
safeguards (e.g., control by an independent authority).

At the same time, the Coutttailed the conditions( pr e c e d e d b providedte h anto$b
far as ) t hat would make the measure proport
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legislator in this case is quite reduced, since it will have to follow the punctual instructions provi
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