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' Outline of presentation

1.Procedures for complaints

2.0verview of data subject complaints
to OLAF

3.Examples of role of DPO in
processing of complaints
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® 1. Procedures for complaints
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' Complaints provisions in Reg. 45/2001

® Data subject can complain to:

)T
0

T
T

ne controller (Art. 18(a), right to
Dject)
ne DPO (Annex; Art. 24 obligations)

ne EDPS (Article 33 for EU staff, Art.

46(a) and (b) for all data subjects)
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EDPS Position Paper on DPOs

® Paragraph III.1, 6th bullet point: DPO handling of queries,
complaints

D Power not explicit
D EDPS encourages DPO handling of complaints
D DS may still complain to EDPS
® Paragraph IV.3:
D DPO should consult EDPS
D DPO limited enforcement powers

D DPO should provide information to EDPS and follow-up on
measures adopted
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EDPS guidelines on the implementing rules
concerning the tasks, duties and powers of the DPO

® Good practice for internal rules to
elaborate on investigation powers of DPO
D Delay for DPO to respond
» Obligation and deadline for controller
D Obligation of confidentiality

D Obligation to conduct inquiry in full
independence
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DPO Professional Standards

® DPO duties concerning investigations:
D ask controller for all relevant information
D analyse materials
D provide party requesting investigation with a

written reply

® Procedures should be defined in
institution/agency's implementing rules

® DPO and EDPS should inform each other about
complaints received
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OLAF instructions

® Art. 10 of OLAF Instructions to Staff on
Data Protection specifies responsibilities:

D Legal Advice Unit: prepares reply, following
consultation with responsible investigative
unit and DPO

D DPO: conducts review when data subject
concerned by investigation has requested
OLAF to review the processing of his personal
data
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OLAF's DPO implementing rules

1. DPO sends acknowledgement of receipt to complainant within 15
days of receiving written complaint

2. DPO reply:

1. DPO requests controller's written statement (and others, as
necessary), who must respond within 15 days

2. DPO may request opinion from legal service, which must be
provided within 30 days

3. DPO reports back to complainant within 3 months (may be
suspended if further information needed)

4. No one shall suffer prejudice for bringing matter to attention of
DPO
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® 2. Overview of data subjects'
complaints to OLAF
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Complaints about OLAF processing

m Complaints to EDPS m Complaints to DPO Complaints to controller

)
)
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Types of allegations
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Forensic

examinations 5
Right of

information/access 7
Unlawful acquisition/

disclosure of PD 6
Staff matters 2
Total 20
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Examples of allegations

® Forensics

D Procedures for re-acquisition of forensic copy
of DS office computer

D Necessity/proportionality of digital forensic
examination
® Right of information/access
D Scope of Article 13(c)

D What constitutes a disproportionate
administrative burden
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Examples of allegations (2)

® Unlawful acquisition/disclosure of
personal data
D Telephone traffic and content data
D Correspondence through contact point in IBOA

® Staff matters

D HR unit's improper access to DS personal file

D OLAF's use of statistics derived from Time
Management System
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® 3. Examples of role of DPO in
processing of complaints
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' Examples of complaint to DPO

® Complaints from staff members:

D access to DS office PC by system
administrator

D new HoU's request for excessive personal
data in writing

D HR unit's improper access to DS personal
file in Sysper II
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Example of complaint to EDPS where DPO
assisted

Staff member's complaint about statistics
derived from OLAF Time Management

System
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Conclusions

® OLAF is a special case because:
D OLAF's core business involves the processing of highly sensitive
personal data for its investigations,
D Most complaints concern complex matters such as forensics or
the acquisition and use of personal data in investigations

® Resolution of such complex complaints concerning OLAF could
probably not be resolved to the satisfaction of the data subject
by DPO, and would require a decision of the EDPS

® Some less complex complaints can be quickly and efficiently
resolved following report of the DPO, in particular those involving
matters internal to the institution or body

® Data subject can always file complaint with EDPS if not satisfied
with resolution following DPQO's report
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