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Example 1: Decentralized privacy-preserving

proximity tracing
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=FFL How it works
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== Subject A, B, Cand D install
The app checks periodically to find a match voluntarily the SwissCovid ©
between the codes it has collected and app on their phones.
. thosg downloaded from thg server. The app generates random @ fF
Since subject A was nearby subjects Band C codes. which are visible via
for a sufficient period of time, their apps ' Bluetooth.

generate a notification.

Subject B and C are invited to call the health
authorities and follow instructions.

(€D

Subject A's random codes el Subject A has SARS-CoV-2
are uploaded to the health =0 \ infection with no symptoms.
D{m

authority’s server. Subject A is nearby
Release
w Q

subjects B and C. Their phones
record A's random codes.

Subject A is confirmed

SARS-CoV-2 positive.

Subject A is also nearby
Subject A consents to share some random
codes from her phone. Subject A isolates.

Subject D but is social distancing.
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=PFL  Cryptographyas a
support for privacy

Tus™#&980
kbdf4933&

Jhbd**@65

= The App creates a secret every day
(TEK) and from this key it derives
random identifiers (RPIs) that it
broadcasts via Bluetooth

» A random identifier is used for a limited
amount of time

= Without the key, no-one can link two
identifiers

tlme
Key derivation _J | AES
function
n Metadata

Key
TEK I—> derivation

function
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Example 2: Datashare Network
Decentralized search engine for joumalists
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The International Consortium of

Investigative Journalists
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=PrL  Datashare Network

Journalists can search on others’
collections for keywords of interest

Only ICIJ and associates can use
the system

Query content is not revealed

Searching is anonymous

Journalists can anonymously
converse with journalists that have
matching documents

I’'m searching for:
“mickey mouse scandal”
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=PrL  Authentication

Journalists can search on others’
collections for keywords of interest

Only ICIJ and associates can 0. Get tokens _
use the system Owner
Querier Communication
Prove attributes in “Zero-knowledge” server

“l am a member of the organization”
Prove that you have a signature of the
organization on a secret you only know




=PFL  Search

Encrypted for PSI

N

0. Publish

Journalists can search on others’
collections for keywords of interest

2a. Retrieve query

Y
O’ Owner

3a. Respond

@) b 0. Publish

Find (cardinality of) the intersection Querier = Communication \ B
between two sets without learning server % .

anything about the rest of the elements 4. Retrieve responses

Query content is not revealed 0. Get tokens

1. Query @‘[

3b. Respond




=PFL Anonymous
communications

(). Publish @
Journalists can search on others’ )
. . 2a. Retrieve query ‘E“
collections for keywords of interest

&

Searching is anonymous 0. Get tokens

Owner
1 /
(uery D @3:1. Respond
0. Publish
Rerouting to hide IPs =
4

Querier

Communication
server

4. Retrlexe responses @
Tor é§ or Nym NYP 3b. Respond

Encryption not only hides content, also
avoids tracing messages across routers




=PrL Anonymous messagng Contain cryptographic ’

material that combined
provides an address in the
communication server

0. Publish @

2a. Retrieve query

ﬂ)wmr

3 a. Respond

@ 0 Publish
V

Journalists can search on others’ collections
for keywords of interest

Journalists can anonymously
converse with journalists that have
matching documents

0. Get tokens

Querier .- Communication
Cryptography to establish rendez-vous - server
. q 4. Ret:
pigeonholes only known to conversation rieve “""pomeg 3b. Respond
partners
Converse Converse
Dummy messages (encrypted for \ |>@/\| @

indistinguishability)




=P7L  Take away message

Encryption is a KEY tool for privacy,
because it can do MUCH MORE than
hiding the content of messages

Ensure unlinkability: messages, actions,
authentications, of a user cannot be linked
over time

Enable anonymous authentication
while still providing guarantees against
misuse

Provide common knowledge to bootstrap
further private actions
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