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Instructions for completing the EDPS notification form

1) Name and address of the controller (Institution/Agency)

Please indicate the name of the EU institution/body concerned. From a legal perspective, your institution/body is responsible as the controller of the processing operation to be notified.
2) a) Part of the institution or body entrusted with the processing of personal data 

In practice however, a specific Directorate-General, sector, unit, or department of your institution/body is responsible for internally managing the processing operation to be notified. Please indicate the name of this part of your institution or body.

The EDPS also needs the name of a contact person for further questions which may arise during the prior checking procedure. 

b) Processors 

Your institution/body may contract a processor to deal with all or part of the processing operation. Typically, an agency may outsource the management of employees' medical data or its video-surveillance operations to an external service provider. This external service provider - the processor - acts on behalf of your institution which, as the controller, determines the purposes and means of the processing.

If a processor is involved in the processing of the data, please indicate:
· what part of the processing has been assigned to the processor 
· whether the processing takes place inside or outside the EU
· whether there is a contract or a Service Level Agreement (SLA) between the processor and the controller. Does it include a clause on data protection as specified in Article 23(2)? If so, please attach the relevant document to the notification.

· Is any part of the processing further subcontracted to any other third party by the processor? If so, please specify the part of the processing that has been further subcontracted, and whether the processing takes place inside or outside the EU.
3) Name of the processing 

Please provide a meaningful name of the processing operation, not simply, for instance, the acronym for a database. 

e.g. please state "system for management of sick leave (SICKLUKE)", not just "SICKLUKE".

4) Purpose or purposes of the processing
Please indicate clearly why the personal data is collected and processed.
The aim of the processing is of paramount importance. It helps assess the legitimacy of the processing operation, the necessity of the data collected and whether the processing operation is subject to prior checking. 

For instance, a mobile phone system is not itself subject to prior checking but it may involve the monitoring of usage and therefore the evaluation of a user's conduct (Article 27(2)(b)). In this case the purpose of the processing is the monitoring of the use of mobile phones. 
5) Description of the category or categories of data subjects (person about whom the data are processed)

Please indicate the category(s) of persons whose personal data are being processed (e.g. staff members, temporary staff, experts, relatives, etc.). 

6) Description of the data or categories of data (including, if applicable, special categories of data (Article 10) and/or the origin of the data))
Please specify the categories (identification data, health data, special categories of data, etc.) which are being processed. For each category, indicate the specific data processed, e.g.:

· Identification data: name, personal number, age, gender, etc.

· Special categories of data: data relating to offences (criminal records), etc.

· Health data: medical certificates, etc.

If there are templates, or standard forms used to collect personal data, please attach them to the notification.

7) Information to be given to data subjects (Articles 11 and 12 of the Regulation)

Please also attach any relevant documents providing information on the processing of personal data (as specified in Articles 11 and 12). Please indicate where and how this information is displayed, e.g. leaflets, training documents, website, etc.

8) Procedures to grant rights of data subjects (rights of access, to rectify, to block, to erase, to object)
Please explain, when relevant, how data subjects can exercise their rights of :

· access

· rectification

· blocking

· erasure 

· objection 

Please indicate if there are any limitations to these rights and if so on what basis. 
9) Automated / Manual processing operation

Please describe each step of the procedure in question (the collection, use, transfer, storage, and destruction of the data, etc).
Please indicate if the processing is manual or automated (or partially automated). The EDPS considers any electronic processing as automated (excel sheets, databases, online applications). 

10) Storage media of data

Please specify in which medium the data are stored during and after the processing. For example, data may be stored on paper in a filing cupboard during the processing and on CD when archived.

11) Legal basis 

Please indicate the legal basis for the processing (Treaty reference, Staff Regulation, Administrative decision, contract, etc.). If the legal basis is provided in internal documents, please attach a copy to the notification.

12) The recipients
Please indicate any natural or legal person, public authority or agency, or any other body to whom data may be disclosed, whether within the institution/body (but outside the unit/department which is responsible for the processing of the data) or outside the institution/body.

Recipients may be listed as such (AIPN of the institution, etc) and/or indicate the categories of recipients (judicial entities outside the Union institutions, etc). 
Please indicate if the recipient is:

1. a Union institution/body, 

2. subject to national law adopted for the implementation of Directive (EC) 95/46

3. not subject to Directive (EC) 95/46 (see below point 15) 

Please indicate the purpose of the transfer, and the data or type of data to be transferred (remembering that not all data are necessarily transferred).

13) Retention policy for (categories of) personal data

Please indicate:
· the retention period of the personal data (if several periods apply according to the processing/types of data/media used for the storage, please specify all data retention periods) 

· the justification for the period(s), i.e.explain what justifies the conservation of data for the specified period.
13a) Time limits for blocking and erasure of the different categories of data (following a justified, legitimate request from the data subject)

Please specify if the system allows for the blocking and erasure of personal data and if so, specify the time limits for doing so.

14) Historical, statistical or scientific purposes 

Please specify if personal data are kept beyond the initial conservation period mentioned in point 13 above for historical, statistical or scientific purposes, and if so whether this data is anonymised or not (or with the identity of the persons concerned encrypted). 

If the data are not kept in an anonymous form, please specify why they are kept in a form which permits the identification of the persons concerned, and the safeguards in place to ensure that the data are not processed for other purposes. 

If the data are kept in an anonymous form, please specify how they are anonymised.

15) Proposed transfers of data to third countries or international organisations
Please indicate the legal grounds for transfer under Article 9 of the Regulation.
16) Specific risks

Please indicate why you consider that the processing operation is subject to prior checking by the EDPS. 
17) Comments

Any notification should be sent to the EDPS before implementation of the processing or adoption of the decision, etc. Therefore, please specify if the notification concerns such a true prior or an ex-post prior check (the processing operations are already implemented).

Please include any other relevant information. 

18) Measures to ensure security of processing. Please check all points of Article 22 of Regulation (EC) 45/2001. Not to be published in the EDPS' Register (article 27.5 of Regulation (EC) 45/2001)

Please provide a detailed description of the security measures applied to the infrastructure, personnel, organisation and technology of the processing.

Please also specify:
· Has a privacy/data protection and security risk assessment for the specific processing been carried out? If so, please provide a copy with the notification.

· Are there any standards on information security management?

· Has a specific security policy for the processing concerned been adopted?

· If so, please provide a copy with the notification. 

· If not, is there a general security policy within the institution or body which already covers the specific processing? If so, please provide a copy.

· Is any information and training provided to your staff with regard to the processing of personal data?

· Are there any IT security audit procedures (internal or external) that this processing will be subject to? If so, please specify.

· Are staff members subject to a code of conduct or confidentiality agreement with regard to the processing of personal data? If so, please provide a copy.
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