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March 2020 - Start

May 2020 – Final version DP3T

April 2020 – GAEN is announced

June 2020 – Pilot SwissCovid
(& other EU apps)

July 2020 – SwissCovid launch

August / Sept 2020 – Towards 
international interoperability



Interdisciplinary team 
(30+ researchers, 10 countries) 
Privacy, Systems, Cryptography, 
Wireless security, SW Security, 
Requirements engineering, 
Epidemiologists, Ethicists, Law
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3The protocol…
A small piece in the puzzle

Protocol(crypto)

App
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How it works
Walking around
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§ A is nearby B: records B’s 
number

§ B is nearby A and C: records 
A,C’s number

§ C is nearby B: records B’s 
number

When a phone with the app 
hears a random identifier 
from a nearby app, it records 
having seen that number.

Iu&^#&980
B

SEEN 
NUMBERS
...

Iu&^#&980

Kja&#^@hk

SEEN 
NUMBERS
...

Lyvdka((@

Lyvdka((@

SEEN 
NUMBERS
...

Lyvdka((@
Kja&#^@hk

A

C



How it works
Exposure notification
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§ Uploads their own list
§ Other phones download this 

list, and compare against 
stored identifiers.

A user with a positive 
diagnosis:

B

C

A

ACA

ACA

list
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...
list
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Focus: protecting who is SARS-CoV-2 positive 



How it works
Notification
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§ Uploads their own list
§ Other phones download this 

list, and compare against 
stored identifiers.

A user with a positive 
diagnosis:

B

C

A

ACA

ACA

list

Iu&^#&980

kbdf4933&

...
list

list



Design
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§ A request to the CovidCode
server; then

§ A request to the Key server

How it works: Notification
Reality
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What a network adversary 
sees:

A

(jwt)Sig

ACA

Iu&^#&980

kbdf4933&

Jhbd**@65

...

Key server CovidCode
server

ACA

(jwt)Sig

ACA

ACA
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These dummy uploads must:
§ Have the same size,
§ Sequence,
§ Timing

Dummy uploads
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Add randomly timed dummy 
uploads so that observing 
an upload does not imply a 
positive diagnosis.
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Request to CovidCode server

Request to Key server

real
upload



These dummy uploads must be 
indistinguishable from real 
uploads:
§ Have the same size,
§ Sequence,
§ Timing

Dummy uploads
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Add randomly timed dummy 
uploads so that observing 
an upload does not imply a 
positive diagnosis.

IP
EN

 2
02

0 
C

on
ta

ct
 T

ra
ci

ng
 A

pp
s 

w
eb

in
ar

Request to CovidCode server

Request to Key server

real
upload

dummy
upload

dummy
upload



Design meets the 
development lifecycle
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Quiz: Is this a problem?
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Proposal: Whenever the user opens the app, the app 
will retrieve the latest public announcement 
messages.
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Proposal: Whenever the user opens the app, the app 
will retrieve the latest public announcement 
messages.

Dummy uploads must be 
indistinguishable from real 
uploads
§ Have the same size,
§ Sequence,
§ Timing

Add randomly timed dummy 
uploads so that observing 
an upload does not imply a 
positive diagnosis.

real
upload

Request to CovidCode server

Request to Key server

Retrieve announcements

user
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W
ou

te
r L

ue
ks

15

IP
EN

 2
02

0 
C

on
ta

ct
 T

ra
ci

ng
 A

pp
s 

w
eb

in
ar

Proposal: Whenever the user opens the app, the app 
will retrieve the latest public announcement 
messages.

Dummy uploads must be 
indistinguishable from real 
uploads
§ Have the same size,
§ Sequence,
§ Timing

Add randomly timed dummy 
uploads so that observing 
an upload does not imply a 
positive diagnosis.

real
upload

dummy
upload

Request to CovidCode server

Request to Key server

Retrieve announcements

user???



Quiz: Is this a problem?
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Proposal: Whenever the user opens the app, the app 
will retrieve the latest public announcement 
messages.

These dummy uploads must:
§ Have the same size,
§ Sequence,
§ Timing

Add randomly timed dummy 
uploads so that observing 
an upload does not imply a 
positive diagnosis.

real
upload

dummy
upload

Request to CovidCode server

Request to Key server

Retrieve announcements

user???

Yes, this is a problem: Retrieve 
announcements in the 
background instead.



Take away message 17

Cryptographic protocol is only a (small) 
part of the design

Deployed systems are more complex and 
more agile, impacting privacy-friendly 
designs.

Need to iterate with development teams 
to ensure properties remain.

Innocent-looking changes can have big 
consequences for privacy properties
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Cryptographic protocol is only a (small) 
part of the design

Deployed systems are more complex and 
more agile, impacting privacy-friendly 
designs.

Need to iterate with development teams 
to ensure properties remain.

Innocent-looking changes can have big 
consequences for privacy properties



Thank you for 
your attention

Wouter Lueks


