Privacy by
design in an
agile world
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IPEN 2020 Contact Tracing Apps webinar

A collaborative (continued) sprint

March 2020 - Start

April 2020 — GAEN is announced

May 2020 — Final version DP3T

June 2020 — Pilot SwissCovid
(& other EU apps)

July 2020 — SwissCovid launch

August / Sept 2020 — Towards
international interoperability

Decentralized Privacy-Preserving Proximity Tracing
Version: 25 May 2020.

Contact the first author for the latest version.
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How it works
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When a phone with the app
hears a random identifier
from a nearby app, it records
having seen that number.

= A is nearby B: records B'’s
number

= B is nearby A and C: records
A,C’s number

= C is nearby B: records B's
number
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How it works
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A user with a positive
diagnosis:

= Uploads their own list

= Other phones download this
list, and compare against
stored identifiers.
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Focus: protecting who is SARS-CoV-2 positive
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How it works

A user with a positive
diagnosis:

= Uploads their own list

= Other phones download this
list, and compare against
stored identifiers.
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=PFL How it works: Notification
Reality

(Jwt) siq ] ] What a network adversary
o= o= sees:
Key server ~ CovidCode = A request to the CovidCode

server

(Jwt) sig server; then
Ai = Arequest to the Key server
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B IPEN 2020 Contact Tracing Apps webinar
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real
upload

L] Request to CovidCode server
B Request to Key server

Add randomly timed dummy
uploads so that observing
an upload does not imply a
positive diagnosis.

These dummy uploads must:
= Have the same size,

= Sequence,

= Timing
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dummy real
upload upload

L] Request to CovidCode server
B Request to Key server

dummy
upload

\ 4

Add randomly timed dummy
uploads so that observing
an upload does not imply a
positive diagnosis.

These dummy uploads must be
indistinguishable from real
uploads:

= Have the same size,
= Sequence,
= Timing
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Design meets the
development lifecycle

ct Tracing Apps webinar
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=PFL - Quiz: Is this a problem?

Proposal: \Whenever the user opens the app, the app
will retrieve the latest public announcement
messages.

B IPEN 2020 Contact Tracing Apps webinar
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Proposal: \Whenever the user opens the app, the app
will retrieve the latest public announcement
messages.

user

II

real
upload

- Retrieve announcements

L] Request to CovidCode server
B Request to Key server

Add randomly timed dummy
uploads so that observing
an upload does not imply a
positive diagnosis.

Dummy uploads must be
indistinguishable from real
uploads

= Have the same size,
= Sequence,
= Timing
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B IPEN 2020 Contact Tracing Apps webinar

Proposal: \Whenever the user opens the app, the app
will retrieve the latest public announcement

messages.
?77? user
«— —> I
upload upload

- Retrieve announcements

L] Request to CovidCode server
B Request to Key server

Add randomly timed dummy
uploads so that observing
an upload does not imply a
positive diagnosis.

Dummy uploads must be
indistinguishable from real
uploads

= Have the same size,
= Sequence,
= Timing
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Proposal: \Whenever the user opens the app, the app
will retrieve the latest public announcement

messages.
?7? user
«— —> I
upload upload

- Retrieve announcements

L] Request to CovidCode server
B Request to Key server

Yes, this is a problem: Retrieve

announcements in the
background instead.

Add randomly timed dummy
uploads so that observing
an upload does not imply a
positive diagnosis.

These dummy uploads must:
= Have the same size,

= Sequence,

= Timing
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Take away message

Cryptographic protocol is only a (small)
part of the design

Deployed systems are more complex and
more agile, impacting privacy-friendly

designs.

Need to iterate with development teams
to ensure properties remain.
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Take away message

Cryptographic protocol is only a (small)
part of the design

Privacy Engineering Meets Software Engineering.

Deployed systems are more complex and
more agile, impacting privacy-friendly
designs.

Need to iterate with development teams
to ensure properties remain.

On the Challenges of Engineering Privacy By
Design

Blagovesta Kostova Seda Giirses
TU Delft / KU Leuven

nl

Carmela Troncoso
EPFL

blagovesta.pirelli@epfl.ch f

Abstract—Current day software development relics heavily on
the use of service i and on agile if i

‘methods to design, implement, and deploy systems. These prac-
tices result in systems made up of multiple services that introduce

new data flows and evolving designs that escape the control of a |3
single designer. Academic privacy engineering literature typically

abstracts away such conditions of software production in order to
achieve generalizable results. Yet, through a systematic study of
the literature, we show that proposed solutions inevitably make

ions about software archi ‘methods

and scope of designer control that are misaligned with current  th

practices. These misalignments are likely to pose an obstacle

to operationalizing privacy engineering solutions in the wild. *

System

Fig. 1. Privacy-pres
nd:
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Thank you for
your attention
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