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1. Procedure  
 
Between 3 and 15 February 2011, the European Data Protection Supervisor (EDPS) received 
notifications for prior checking from the Data Protection Officers (DPO) of the:  
 
- Executive Agency for competitiveness and innovation (EACI) 
- Trans-European Transport Network Executive Agency (TEN-T EA) 
- European Research Council (ERC) 
- Education, Audiovisual and Culture Executive Agency (EACEA) 
- Executive Agency for Health and consumers (EAHC) 
- Research Executive Agency (REA) 
 
regarding "the anti-harassment policy and the setting up of an interagency network of 
confidential counsellors" and "the selection of confidential counsellors". A Manual of 
procedures, a Memorandum of Understanding and a Code of ethics have been prepared jointly 
by the Executive Agencies (EA). The EDPS therefore endorses the EA's suggestion to issue a 
joint Opinion. 
 
On 21 February 2011, the EDPS sent the "Guidelines concerning the processing of personal 
data during the selection of confidential counsellors and the informal procedures for cases of 
harassment in European institutions and bodies" (EDPS Guidelines) to the European Union 
institutions and bodies. Institutions and bodies were requested to submit their notifications 
accompanied by a cover letter from the Data Protection Officer (DPO) highlighting the 
specific aspects vis-à-vis the EDPS Guidelines in this field. Considering the simultaneity of 
the six notifications and the EDPS Guidelines, the EDPS follows the same methodology 
applied whenever guidelines are published. The EDPS will first underline the practices which 
do not seem to be in conformity with the principles of the Regulation and with the EDPS 
Guidelines and will then restrict his legal analysis to those practices. It is clear that all the 
relevant recommendations made in the Guidelines apply to the processing operations put in 
place in the frame of "the anti-harassment policy and the setting up of an interagency network 
of confidential counsellors" and "the selection of confidential counsellors" at the Executive 
Agencies. 
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2. Legal aspects 
 
2.1. Prior checking 
 
The processing operations under examination are subject to prior-checking in conformity with 
Article 27(2)(b) of Regulation 45/2001, since they involve (i) an evaluation of the applicants’ 
ability to perform as a confidential counsellor (ii), an evaluation of the conduct of the data 
subject in case of harassment, and possibly processing operations related to their health. It 
constitutes an additional ground for prior-checking in the light of Article 27(2)(a) of the 
Regulation. 
 
The processing operation concerning the selection of confidential counsellors is an "ex post 
prior checking Opinion" since the selection procedure has been carried out in 20101 whereas 
the anti-harassment policy as well as the setting up of an interagency network of confidential 
counsellors are "true prior checking Opinions" as the procedures will only be launched after 
the adoption of the EDPS Opinion. 
 
Due to the fact that the six notifications were submitted to the EDPS by 15 February 2011 and 
the EDPS' decision to issue a joint opinion, the EDPS considers this date as a date of receipt 
of notifications. According to Article 27(4) of the Regulation this Opinion must be delivered 
within a period of two months. The two months period was suspended for 19 days to allow 
comments from the DPOs. Thus the present opinion must be issued no later than the 5 May 
2011.  
 
2.2. Transfer of data 
 
Articles 7, 8 and 9 of the Regulation set forth certain obligations which should apply when 
data controllers transfer personal data to third parties. Transfers of harassment related data 
might take place, first, within or between different EU institutions or bodies (internal 
transfers: Article 7) and, second, between EU institutions or bodies and third recipients 
(external transfers: Article 8 and 9). In the latter case it has to be determined whether the 
recipient is subject to national law adopted pursuant to Directive 95/46/EC or not.  
 
Transfers of data should always be analysed in the light of Articles 7, 8 and 9 of the 
Regulation. Restrictions foreseen in Article 20 (1)(c) do not apply to transfers of personal 
data. As far as Articles 7 and 8 are concerned, the consent of the data subject cannot be the 
main basis for a transfer of data.  
To keep the confidential character of the informal procedure, transfers of data should be 
avoided. Nevertheless, they cannot be excluded a priori. Articles 7 and 8 must be strictly 
respected. Article 7.1 provides for strict and cumulative conditions (necessity, legitimate 
performance of tasks, competence of the recipient) to allow transfer of data. Article 7.2 makes 
clear that both the controller and the recipient bear the responsibility for the legitimacy of the 
transfer in case the request comes from the recipient. All the conditions established under 
Article 7 must be evaluated in the light of the confidential character of the informal 
procedure.  
 
Recommendation: The paragraphs 6.4 on "processing and transmission of data" and 6.8 on 
"data recipients" in the Manual of procedures and the privacy statement (see also the point 
2.5) should be adapted accordingly. 

                                                 
1 The AEs mention that a specific training was indispensable before launching the procedure and therefore an 

early selection of candidates was necessary.   



  3

 
Reminder: To clarify how and in which circumstances transfers of data may be done, the 
EDPS refers to the above mentioned Guidelines concerning "the processing of personal data 
during the selection of confidential counsellors and the informal procedures for cases of 
harassment in European institutions and bodies".  
 
As far as internal transfers are concerned, structural (automatic), and ad hoc (case by case) 
transfers should be distinguished. 
 
In connection with the informal procedure, with regard to cases of structural transfers, the 
EDPS considers that the HR Department may also be the recipient of the data processed (in 
this respect see the point 2.5). Indeed, due to the sensitive nature of the informal procedure, 
the counsellors' network is in charge of the core activity of the procedure whereas the HR 
Department plays a role of administrative support. The HR Department may therefore be 
considered as the recipient when receiving information from the confidential counsellors' 
network. These transfers to HR Department should be limited to the data necessary for the 
legitimate performance of their tasks (administrative support) as foreseen in Article 7(1). In 
this respect, only "hard data"2 should be transferred. 
In addition, the EDPS welcomes the involvement of a so called "contact person" within the 
HR Department, usually in charge of the networks of the confidential counsellors and 
possibly of certain security facilities (keys, lock boards containing the files, list of passwords 
or USB sticks). Transfers of harassment related hard data to him/her are allowed under the 
same modalities as to the HR Department; and the same limitations apply as regard the 
processing of "soft" data3.  
 
 
The EDPS underlines that: 
 

 the tasks of the HR are to provide for an administrative support to the core activity and 
network of the confidential counsellors;   

 in this regard, the HR might keep in its facilities the electronic or paper files 
containing "hard" and "soft" data, so as to best safeguard security and confidentiality 
of all data;  

 however, while processing of "hard" data by the HR is allowed so as to perform its 
administrative tasks, consultation and processing of "soft" data shall be excluded for 
reasons of confidentiality (in particular to the personal notes of the counsellors). 

 
Ad hoc transfers of harassment related data (be hard or soft data) may take place, for example, 
to the DPO, the appointing authority, the Directors (in the event of recurrent cases) or the 
internal audit of the European institution or body concerned. Data may also be transmitted to 
the Court of the European Union, the EDPS or the Ombudsman. Such transfers may be 
considered as legitimate if they are necessary for the legitimate execution of the tasks of those 
recipients. If the transfer follows a request from the recipient, then both the controller and the 
recipient shall bear the responsibility of the legitimacy of this transfer in accordance with 
Article 7 (2). The controller should verify the competence of the recipient and evaluate the 

                                                 
2 Data qualified as "hard" or "objective", i.e. administrative and identification data, usually collected directly 

from the data subjects (possibly by means of opening and closing forms). The collection of "hard" data aims at 
the identification of the person, the management of historical records and most importantly at the identification 
of recurrent and multiple cases. 

3 Data qualified as "soft" or "subjective", i.e. allegation and declaration based upon the subjective perceptions of 
data subjects, usually collected by means of the personal notes of the counsellors. 
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necessity for the transfer of the data. If doubts arise as to the necessity, the controller shall 
seek further information from the recipient. 
 
Recipients should process the data received only for the purposes for which they were 
transmitted (Article 7(3) of the Regulation), i.e. within the strict framework either of the 
selection procedure, or of the informal procedure. 
 
 
The EDPS underlines that:  
 

 transfer of "soft" data can not be structural (except for security and confidentiality 
purposes and only under the conditions explained above);  

 in case of transfer of data, each paragraph of Article 7 must be taken into account.  
 
External transfers  
 
External transfers are in accordance with the Regulation if, according to Article 8, they are 
"necessary for the performance of a task carried out in the public interest or subject to the 
exercise of public authority" (paragraph a) or "if the recipient established the necessity of 
having the data transferred and if there is no reason to assume that the data subject's 
legitimate interests might be prejudiced" in cases of recipients subject to national law adopted 
pursuant to Directive 95/46/EC (paragraph b). 
 
As to the informal procedure, in exceptional circumstances, external transfers may take place, 
for example, when data are transferred to third actors who have to play a role in the 
harassment procedure (social advisors/psychologists) or to judicial national authorities. As 
reminded above, confidentiality plays a crucial role in the informal procedure. The necessity 
for transferring data must be carefully analysed beforehand on a case by case basis, in 
compliance with Article 8.  
 
The EDPS enjoins the EAs: 
 

 decide on a case by case basis the transfer of which documents (containing personal 
data) are relevant and necessary to the third party recipients in compliance with Article 
8;  

 comply with Article 9 of the Directive 95/46/EC in case of transfers to recipient not 
subject to the same Directive. 

 
 
2.3. Rights of access and rectification  
 
Article 13 of the Regulation provides for a right of access and sets out the modalities of its 
application following the request of the staff member concerned. Article 14 of the Regulation 
provides that "the data subject shall have a right to obtain from the controller the rectification 
without delay of inaccurate or incomplete personal data".  
 
Right of access and rectification are enforceable rights of the data subject. Their application 
may be restricted pursuant to Article 20(1)(c). This reality should be reflected in the 
paragraph 6.9 of the Manual of procedures and in the privacy statement on the protection of 
personal data where Articles 13 and 14 are not properly quoted currently. Articles 13 and 14 
are the general rule and any application of the limitations foreseen in Article 20 (1) (c), as 
stated in the Manual of procedures, must be based on a on a case by case analysis. 
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As to the description of the circumstances where access will be granted, the EDPS 
recommends to better emphasise that these circumstances are only examples. EAs should also 
distinguish access to document and access to personal data, in particular in bullet point 4.   
 
2.4. Information to be given to the data subject 
 
Articles 11 and 12 of the Regulation 45/2001 provide that data subjects must be informed of 
the processing of data relating to them and list a range of general and additional items. The 
latter apply insofar as they are necessary in order to guarantee fair processing in respect of the 
data subject having regard to the specific circumstances of the processing operation. 
 
The EDPS carefully analysed the Manual of procedures and the specific privacy statement on 
the protection of personal data within the framework of an informal procedure.  
 
Recommendation: The paragraphs "recipients of the data" and "right of access and of 
rectification" should be modified according to the points 2.2 and 2.3.  
 
2.5. Processing data on behalf of controllers  
 
Article 2(e) of the Regulation 45/2001 states that "'processor' shall mean any natural or legal 
person, public authority, agency or any other body which process personal data on behalf of 
the controller". Article 23 of the Regulation stipulates the role of the processor and the 
obligations of the controller in ensuring sufficient guarantees in respect of the technical and 
organisational security measures. 
 
In the case in point, the confidential counsellors and the anti-harassment coordinators are 
considered as "processors" (see the manual of procedures page 19 and 20, section 6).  
 
The EDPS is not in favour of the distinction controller/processor within an Agency. The 
EDPS encourages an approach of a co-controllership between the agencies, here represented 
by their HR departments, and the network of the confidential counsellors4. Even if, in the case 
in point, some confidential counsellors are part of the EA in question and others belong to the 
five other EAs, the EAs together determined the purpose and the means of the processing 
operations and the confidential counsellors are staff of the six EAs.   
 
 
Recommendation: The EDPS recommends that the network of the confidential counsellors 
and the agencies, represented by their HR departments are treated as co-controllers.  
 
2.6. Security 
 
On the basis of the information available, the EDPS has no reason to believe that measures 
implemented and/or foreseen by the EAs are not adequate in the light of Article 22 of the 
Regulation.  

                                                 
4 The EDPS always recommends in his Article 28.2 consultations relating to the implementing rules concerning 

the tasks, duties and powers of the Data Protection Officer4 not to use the notion of processor within an 
Agency. See among other the consultation under Article 28 of the Regulation dated 20 May 2010, case number 
2010-341, on the implementing rules pursuant to Article 24.8 adopted by the European Research Council 
Executive Agency. 
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Reminder: The Guidelines listed a series of practical measures that should be taken into 
account by the EAs. 
 
Conclusion 
 
The EDPS recommends that the EAs adopt specific and concrete measures to implement these 
recommendations regarding the "anti-harassment policy and the setting up of an interagency 
network of confidential counsellors", no recommendation have been made with regard to the 
selection of confidential counsellors. As concerns the reminders mentioned in this note, the 
EDPS would like to be informed about the situation regarding the compliance with the 
Guidelines. To facilitate our follow-up, it would therefore be appreciated if you could provide 
the EDPS with all relevant documents within 3 months of the date of this letter which prove 
that the recommendations have been implemented. A joint answer would be most welcomed. 
 

 

 
 
 
Giovanni BUTTARELLI 
Assistant European Data Protection Supervisor 

 


