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Summary

ÅCREDENTIAL

ïSummary

ïPbDTechnologies

ÅRe-encryption

ÅRedactablesignatures

Å2Factor authentications

ïPbDProcess

ÅPRIPARE

ÅOutcomes
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CREDENTIAL

ÅDuration: Oct 2015 ςSept 2018

ÅEstimated Project Cost: сΨспрΨмурΦллϵ

ÅCall:DS-02-2014: Access Control

ÅConsortium: 
ï6 Industry partners

ï3 Universities

ï2 Applied research institutions
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Name: John Doe
Date of birth: 01.01.1990
Citizenship: CR. island
Expiration date: 31.12.2020

CREDENTIAL
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eBusiness

eHealth

eGovernment



CREDENTIAL & PbD

ÅCREDENTIAL isa privacy/security-oriented
project

ÅPbDin the coretechnologies

ÅPbDat processlevel
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Name: John Doe
Date of birth: 01.01.1990
Citizenship: CR. island
Expiration date: 31.12.2020

CREDENTIAL
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asdlkjasdas3: 74aflkavfnv
portu834298: fnlakj433l
kljdfgireot: 4rj3k1l^412
hgyr840sdf: nal0ao+21

CREDENTIAL Project overview

Minimizelevelsof trust 
requiredtowardsthe

cloud



Technology Pillars
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Proxy Re-Encryption
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ÅExample Application: Data Sharing

Encrypt& 
Upload

Re-Encryption
Key Generator

Re-encrypt

Download& 
Decrypt



Proxy Re-Encryption
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Å Extends public key encryption

Å Allows to transform ciphertextfor user A to ciphertextfor user B  
Ą Secureend-to-end encryption

Alice controls re-encryption
- Generates re-encryption 

key from her private key


