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Fitness wristbands: what?

- Track work-outs, number of steps,

heart rate, etc. GARMIItL
= Lifestyle- and health-information Charge HR VivoSmart HR

- Connected to a smart phone and

controlled through an app
- Data is collected and used for

analytics, development, and

commercial purposes (marketing)
- 720 000 wristbands (including smart : JAW EP?N &

use

watches) sold in
Norway during 2015
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http://www.elektronikkbransjen.no/content/download/26331/223207/version/1/file/Elektronikkbransjen+Mobil+totalomsetning+tabell+2015.xlsx

15 @ iJhor ¥ 4 @ 11:00

Why?
1,281 steps
1.33 km
- What happens to user data? cen
- How is the user informed of their rights? 2 Trackyour exercise
- How much control does the user have over @ 58
their data? ) st Foss i

- |s sensitive data used for marketing purposes? O
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North American services targeting European consumers

JAWBONE

o |
ar—
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Singapore

South Africa
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- fitbit
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Methodology

- Read terms & conditions and privacy policies

- Criteria based on laws, the European Commission’s code
of conduct for mobile health apps, and our understanding
of consumer protection

- Install relevant apps and record required permissions,
default settings, required information, etc.

- Visual representation where red is negative, green is positive,
and yellow means questionable
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Recent surveys

- 2016 survey from the Chartered Institute of Marketing

* 9in 10 people have no idea what companies do with their
personal data.

* 57% do not trust companies to handle this data responsibly.
- 2016 study from European Commission

* Simpler and clearer terms = more people reading ToS and
PP.
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Accessibility: Are the terms easily available?

= fitbit GARMIN. ) JAWBONE
The terms are available online v, v ? <
| get the opportunity to read
the terms before accepting v v NV w

them

* The terms are only available through the app store, not on their website.
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Readability: Are the terms written in clear language,
and with a user-friendly layout?

= . . A

= fitbit carRMIN. JAWBONE
Word count 7522 6671 4915 6136
Use of word “may” or “can’:
Terms of service 25 10 49 25
Privacy policy 17 48  for both 10
Total 42 58 49 35
The service uses v % v ¢

clear language

The service have made
an effort to make the v v X X
terms readable (layout, etc.)
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- “We may combine the personal information and/or the location
information that you provide via your Account with information
from other Services or third parties in order to enhance your
experience and/or to improve the overall quality of the Services.
For certain Services, we may give you an opportunity to opt out of
the combination of such information.” (emphasis added)

- Mio Privacy Policy
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Advance notice: Will the service notify me in advance if they
change their terms?

i fitbit gGARMIN JAWBONE

| will be given notice if
terms are changed A A 2 s

«We may update this Privacy Statement
from time to time without prior notice. »

Mio Privacy Policy
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Notice: Will the service notify me by appropriate means?

. - . A
== fitbit GARMIN. JAWBONE
The service will provide me
with appropriate notice if the -
terms are changed in a way e X 7 X

that changes functionality,
rights, or user interface.

* State that <we may notify you=, but it is unclear whether this actually happens

«You are bound by any such modification and
should therefore visit this page periodically to
review these Terms of Use.»

e Garmin Terms of Service
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Definition of personal data:

Is data collected about me categorized according to Norwegian and
European law?

i fitbit GARMIN JAWBONF

My personal data is defined
according to European privacy X X v X
regulations

[Garmin does not define location data as personal data. ]

14 | Fitness wearables ‘r




Data minimization: Does the service limit the amount of required
personal information to what’s necessary to provide the service?

Height
Weight
" fltblt GARMlﬁ. JAWBONE Birthday
The collection of my personal T
data is strictly necessary in X X X X

order to provide the service Terms of Use
| accept the Terms & Conditions.
D | agree to share my workout data with Mio

r\
You must complete all your personal

information!
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Permissions and privacy by default: Are the required

permissions of the app necessary to provide the service, and does it
respect privacy by default?

= fitbit GARMIN. JAWBONE f Jawbone requires \
The permissions are properly "?‘Ccess to the
explained and justified v ¥ v X microphone and
flashlight-functions.
X v v X This is not explained,
although the other

Visible when viewed by: You Friends Anyone \ permISSIOnS are. /

Last 30 Days

The settings respect my right
to privacy by default

Calorie Intake vs Burn L
Steps and Distance o)

Floors Climbed o)

Weight vs Target Weight ! '. )
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Third parties: am | informed about who the service
shares my information with?

i fitbit GARMIN. JAWBONE

The service informs me about
which commercial third parties X X X X
my data can be shared with

\
Our technical test (forthcoming) revealed that Garmin and

Jawbone transmit data to graph.facebook.com upon starting

\the apps. This is not mentioned in either set of terms. ,
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Explicit and informed consent: will the service ask me for

separate consent if they want to share my data with commercial third
parties?

& fitbit carmin. /NN JAWBONE

Separate consent will be asked
for if my data will be shared
with commercial third parties. . . . .

You must accept the terms and conditions in order to finalise the purchase

A

Source: European Commission
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Sharing with the service provider: does the service allow me
to opt out of sharing my fithess data with the service provider?

i fitbit GARMIN JAWBONE

The app lets me opt out of
sharing my fitness data with X X v X
the service provider.

Terms of Use

|:| | accept the Terms & Conditions.

| agree to share my workout data with Mio
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Data portability: can | easily move my data from and to
the service?

- . . A

= fitbit cARMIN. JAWBONE
| can export my fithess- and
health data (data portability) ¥ ¥ s ¥
| can upload data from y. - v ”,

another service

* Lets users upload their data, but in a different file format than the other services
export data to.
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Data retention : is my data deleted when | delete my account?

- fitbit GARMIN JAWBONF

My data are deleted when
| delete my account X X X X

Is my data deleted if | have stopped using the service or have been
inactive for a while?

i fitbit carRMIN JAWBONE

My data are deleted after a set
period of inactivity X X X X
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Deleting an account: can I delete my account, and if so, can | do it directly in
the app?

- . . A

= fitbit GARMIN JAWBONE
| can delete my user account < X 7 u'
| can delete my user account > > v ™

inside the app

" States that you can <delete certain personal information=. It is unclear what
exactly this entails.

[«There is no way to delete a myGarmin or Garmin Connect account.» ]

e Garmin FAQ
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Termination: will the service notify me if my account is blocked or terminated?

i fitbit GARMIN JAWBONE

The service will provide me
with notice if my account is X X ? X
blocked or terminated

* Does not mention termination of account. Because of the lack of a social function, it is
unclear whether this is relevant.

N
If you violate these Terms, we reserve the right to deactivate

your account or terminate these Terms at our sole discretion, at

Kany time and without notice or liability to you )

e Fitbit Terms of Service (emphasis added)
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Main findings

N

Definitions of personal data are either broad or unclear.
Hard to know what happens to user-generated data.
Users are not properly informed about changes in terms.
Purpose limitation is not sufficiently respected.

It is always easier to create an account than deleting it.

It is hard or impossible to move user data between services.
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Demands from the NCC

1. Users should be notified about changes in the terms that amends
functionality, user rights, or user interface.

2. The service should process and define personal data according to
European data protection legislation.

3. If user-generated content is shared with third-parties, the nature of
this content should be clearly defined and restricted to functional

purposes. The user should be able to see which third parties will
receive their personal data.
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Demands from the NCC

4. The user should be able to change privacy settings in the app itself.
5. The user should be able to download and move their data.

6. User data should not be stored for longer than necessary.
Data retention periods should be specified.

7. 1t should not be more difficult to delete an account than it was
to create It.
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