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Consumer Rights in the terms & conditions



I Effective consumer action on terms and conditions



An assessment of the terms & conditions of 4 connected wristbands

Activity trackers
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Fitness wristbands: what?

Fitness wearables

‐ Track work-outs, number of steps, 
heart rate, etc. 

= Lifestyle- and health-information

‐ Connected to a smart phone and 
controlled through an app

‐ Data is collected and used for 
analytics, development, and 
commercial purposes (marketing)

‐ 720 000 wristbands (including smart 
watches) sold in 
Norway during 2015
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http://www.elektronikkbransjen.no/content/download/26331/223207/version/1/file/Elektronikkbransjen+Mobil+totalomsetning+tabell+2015.xlsx
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Why? 

Fitness wearables5

‐ What happens to user data?

‐ How is the user informed of their rights?

‐ How much control does the user have over 

their data?

‐ Is sensitive data used for marketing purposes?
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North American services targeting European consumers

Fitness wearables6
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Methodology

Fitness wearables

‐ Read terms & conditions and privacy policies

‐ Criteria based on laws, the European Commission’s code

of conduct for mobile health apps, and our understanding

of consumer protection

‐ Install relevant apps and record required permissions, 

default settings, required information, etc.

‐ Visual representation where red is negative, green is positive, 

and yellow means questionable
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Recent surveys

Fitness wearables8

‐ 2016 survey from the Chartered Institute of Marketing

• 9 in 10 people have no idea what companies do with their

personal data.

• 57% do not trust companies to handle this data responsibly.

‐ 2016 study from European Commission 

• Simpler and clearer terms more people reading ToS and 

PP.
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Accessibility: Are the terms easily available?

Fitness wearables9
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Readability: Are the terms written in clear language, 

and with a user-friendly layout?

Fitness wearables10
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‐ “We may combine the personal information and/or the location 

information that you provide via your Account with information 

from other Services or third parties in order to enhance your 

experience and/or to improve the overall quality of the Services. 

For certain Services, we may give you an opportunity to opt out of 

the combination of such information.” (emphasis added)

‐ Mio Privacy Policy
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Advance notice: Will the service notify me in advance if they 

change their terms?

Fitness wearables12

«We may update this Privacy Statement 
from time to time without prior notice.»

• Mio Privacy Policy
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Notice: Will the service notify me by appropriate means?

Fitness wearables13

«You are bound by any such modification and 
should therefore visit this page periodically to 

review these Terms of Use.»

• Garmin Terms of Service
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Definition of personal data:
Is data collected about me categorized according to Norwegian and 

European law?

Fitness wearables14

Garmin does not define location data as personal data.
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Data minimization: Does the service limit the amount of required

personal information to what’s necessary to provide the service?
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Jawbone requires
access to the

microphone and 
flashlight-functions. 
This is not explained, 
although the other

permissions are.

Permissions and privacy by default: Are the required

permissions of the app necessary to provide the service, and does it 

respect privacy by default?
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Third parties: am I informed about who the service 

shares my information with?

Fitness wearables17

Our technical test (forthcoming) revealed that Garmin and 
Jawbone transmit data to graph.facebook.com upon starting
the apps. This is not mentioned in either set of terms.
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Explicit and informed consent: will the service ask me for 

separate consent if they want to share my data with commercial third

parties?

Source: European Commission
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Sharing with the service provider: does the service allow me

to opt out of sharing my fitness data with the service provider?

Fitness wearables19
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Data portability: can I easily move my data from and to 

the service?

Fitness wearables20
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Data retention : is my data deleted when I delete my account?

Fitness wearables21

Is my data deleted if I have stopped using the service or have been

inactive for a while?
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Deleting an account: can I delete my account, and if so, can I do it directly in 

the app?

Fitness wearables22

«There is no way to delete a myGarmin or Garmin Connect account.»

• Garmin FAQ
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Termination: Will the service notify me if my account is blocked or terminated?

Fitness wearables23

If you violate these Terms, we reserve the right to deactivate
your account or terminate these Terms at our sole discretion, at 
any time and without notice or liability to you

• Fitbit Terms of Service (emphasis added)
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Main findings

‐ Definitions of personal data are either broad or unclear.

‐ Hard to know what happens to user-generated data.

‐ Users are not properly informed about changes in terms.

‐ Purpose limitation is not sufficiently respected.

‐ It is always easier to create an account than deleting it.

‐ It is hard or impossible to move user data between services.
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Demands from the NCC

1. Users should be notified about changes in the terms that amends

functionality, user rights, or user interface. 

2. The service should process and define personal data according to 

European data protection legislation. 

3. If user-generated content is shared with third-parties, the nature of

this content should be clearly defined and restricted to functional

purposes. The user should be able to see which third parties will

receive their personal data. 
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Demands from the NCC

4. The user should be able to change privacy settings in the app itself. 

5. The user should be able to download and move their data. 

6. User data should not be stored for longer than necessary. 

Data retention periods should be specified.

7. It should not be more difficult to delete an account than it was

to create it. 
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