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Development of Mobile Apps

e everymobileappisdeveloped
on top of many buildingblocks

e buildingblocks offersimple API
to carry outcomplex tasks:

o SensorAPI to take photos, record
audio, get geo localisation, etc.

o Software Development Kit (SDK)
to e.g. authenticate against
Facebook usingcryptography

e mostappsusebuildingblocks
provided by third parties
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https://source.android.com/devices/sensors/sensor-stack

Privacy of Mobile Phone Users at Stake
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Example: Health Insurance Endorsed Health App
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e MobileappAdahelpsuserstolog health conditions
and provides automated diagnoses.
e Appincorporated Facebookloginandin-app
analysis with Amplitude \© :
e InQ12018, TUVNord certified ADA: ISO/IEC27001
e 1In09/2019, app wasfoundtotransferidentifiersand
health data tothird parties,amongstothers:
sessionid,androidadid, userid,deviceid, age, sex,
and userinput like finding=Urinarylncontinence
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Are you sneezing
frequently?

What does this mean?

Answer

Sources: AdaApp on Google Play Store Ada's questions
Kuketz IT Security Blog (German), 25/09/2019



https://play.google.com/store/apps/details?id=com.ada.app
https://amplitude.com/
https://play.google.com/store/apps/details?id=com.ada.app
https://www.kuketz-blog.de/ada-gesundheits-app-mit-facebook-tracker/

The EDPS Mobile App Inspection comes certainly

EUROPEAN DATA PROTECTION SUPERVISOR

Guidelines on the
protection of personal
data processed by

mobile
applications

provided by European
Union institutions
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Step 1: Guidance (link) Step 2: Awareness Step 3:
Training in Florence Inspection



https://edps.europa.eu/data-protection/our-work/publications/guidelines/mobile-applications_en

Hands-On Exercise in Groups
(inverse class)
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Work in Groups: Data Collection Practices of Mobile Apps

Use your smartphone to investigate data processing practices of any app!

Who is the controller?

How to contact the
DPO?

Which personal data is
processed by the app?

Find the shortest and longest

policy for apps on your phone!

Which permissions do
apps have?

Can you link these
permissions to app
purposes?

Are some permissions
too broad or not always
necessary?

Find the app with most and least

permissions on your phone!

In the life cycle of an
app, when are users
asked to give consent?

How can valid consent
be obtained on
smartphones?

How is consent
withdrawn?

EDPS




Plenum Debate: App Stores

e AreApp Stores Data Controllers, Processors or Joint-Controllers?

Apple App Store Statistics Google Play Store Developer Dashboard
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https://android-developers.googleblog.com/2019/07/make-stronger-decisions-with-new-google-play.html
https://developer.apple.com/app-store-connect/analytics/

Progressive Web Apps: Concept

PWA

e PWAarewebsites optimised for modern mobile browserand theirweb APIs.
e Theyprovideseveralfeaturesthatgivethemthesameuserexperienceadvantages
asnative apps (offline, notifications, etc). Read more.
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https://developer.mozilla.org/en-US/docs/Web/Progressive_web_apps

Progressive Web Apps: Advantages

Data Protection Advantages

no app stores means less 37 parties
oneversion for all terminal devices
for less complexity/documentation
no interference with otherinstalled
apps (shared contacts, calendar, etc.)
open standards, linkable,searchable

PWVA

https://www.instagram.com
https://mobile.twitter.com
https://m.uber.com
https://m.alibaba.com
https://tinder.com
https://app.ft.com
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https://www.instagram.com/
https://mobile.twitter.com/
https://m.uber.com/
https://m.alibaba.com/
https://tinder.com/
https://app.ft.com/

Wrap-Up
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Personal Data Processing with Mobile Apps: Cheat Sheet

Is a mobile app required or is a mobile-friendly website (PWA) enough?

Privacy by Default/Design Third-Party Services

employ layered data limit processing to the avoid 3"-party services
protection notices and strictly necessary whenever possible
in-context notices .
use as few permissions conclude data
considertarget as possible processing agreements
audience (children, etc.) : :
employ optional monitor for changes of
permissions if possible their terms of service
monitor security
throughout lifecycle | EDPS
Check EDPS Guidelines on -
_ _ testthe app and assess Joosss B
Mobile Apps and Devices! all its data flows g:‘;};g.b




Homework



Mobile App Inventory

Some EU institutions and bodies required several monthsto compile theinventory of
theirweb services for the EDPS inspection.

1. Pleaseupdateyour mobileappinventory.
2. Pleaseupdateyourrelated records of processing activities (EU-DPRArt. 31)

3. Pleaseensurethatdata processingagreements with third-partiesarein place.

The Mobile App Inspection team may inquire technical documentation and software
from controllersto carry out theiranalysis.

EDPS



Your Questions



Further Reading

e EDPSGuidelines:
Mobile Applications(2016), Mobile Devices (2015)

e WP29 Opinion:
Opinion 02/2013 on appson smart devices

e ProgressiveWeb Apps:
https://developer.mozilla.org/en-US/docs/Web/Progressive_web_apps

e SpanishDPATechnical Survey on mobile app privacy (2019):
https://www.aepd.es/media/notas-tecnicas/nota-tecnica-IMDEA-android-en.pdf
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https://edps.europa.eu/data-protection/our-work/publications/guidelines/mobile-applications_en
https://edps.europa.eu/data-protection/our-work/publications/guidelines/mobile-devices_en
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2013/wp202_en.pdf
https://developer.mozilla.org/en-US/docs/Web/Progressive_web_apps
https://www.aepd.es/media/notas-tecnicas/nota-tecnica-IMDEA-android-en.pdf
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