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Setting of ULD in 
Schleswig-Holstein

• Data Protection Authority (DPA) for both 
the public and private sector

• Both privacy and freedom of information
• Projects on EC level in 2009:

www.maps-for-free.com

Source: en.wikipedia.org/
wiki/Schleswig-Holstein



www.datenschutzzentrum.de

Data breaches also in our region

• In 2008 several incidents
• 6 million customer data records including 

financial accounts, 
phone numbers, 
sometimes age 
or profession

Photo: Markus Hansen, ULD
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Overview

• Perspective of a supervisory authority

• European Privacy Seal as a solution?

• Data Protection Management Systems

• The full picture
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Perspective of a supervisory body

To prevent data breaches:
be compliant with the data protection law
and minimise risks by privacy-enhancing technologies

⇒ Have a look at the EuroPriSe criteria
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Scope of EuroPriSe

The European Privacy Seal certifies that an IT product or 
IT-based service facilitates* the use of that product or 
service in a way compliant with European regulations on 
privacy and data protection.

*) “facilitates the use” = 
allows to use it in 
an easy way

© EuroPriSe®



www.datenschutzzentrum.de

EuroPriSe Procedure

© EuroPriSe®

IT product
or IT-based service

IT product
or IT-based service

Admitted experts evaluate  
product or service

Admitted experts evaluate  
product or service

Award of European 
Privacy Seal

Award of European 
Privacy Seal

Accredited certification 
authority checks evaluation

Accredited certification 
authority checks evaluation

Validity: 2 Years



www.datenschutzzentrum.de

EuroPriSe Certification Criteria

1. Fundamental issues

2. Legitimacy of 
data processing 

3. Technical-organisational 
measures

4. Data subjects’ rights 

• Legal basis
• Purpose limitation
• Note: also for log data!

• Data minimisation
• Transparency

Security safeguards
Incl. separation of data, encryption, 

logfiles, security policy, risk analysis, test & 
release, incident management, …

• Provision of info / notification
• Right of access, correction,

erasure, objection
• In comm.networks: right to be

informed of security risks
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Louis Abate

No risk:      no fun!X
maybe

No personal data ⇒ no risk

⇒ Data minimisation
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Directive 95/46/EC, Recital 46



www.datenschutzzentrum.de

mhaithaca

Directive 95/46/EC, Art. 17
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Two important properties of ICT security

1. Security is like a chain – only as secure as the weakest 
link.

2. Security is not a status, but a process
– effort is needed to keep the desired level over time. 
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Data Protection Management System
• ISMS = Information Security Management System
• Analogue: Data Protection Management System

Permanent tasks in defined processes 
(derived from ISO 9000 quality management)

1. Plan

2. Do

4. Act

3. Check

Deming Cycle

C
ertification

V
alidity ends

M
onitoring 

R
eport 1

M
onitoring 

R
eport 2

0 168 24m t

EuroPriSe approach: 
monitoring for IT-based services

© EuroPriSe®
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1. Security is like a chain – only as secure as the weakest 
link.

2. Security is not a status, but a process
– effort is needed to keep the desired level over time. 

3. There is no 100% security – at least it’s not affordable.

Two important properties of ICT security
Three

------

⇒ Establish processes to deal with data breaches
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Full picture

• Be compliant with the data protection law
and minimise risks by privacy-enhancing technologies

• Technological solutions alone are not sufficient:
Risks may also stem from

Overgrowing complexity 
of ICT systems
Dependencies, e.g., 
from admins or data processors
Unaware staff
Disgruntled employees

Ca
th

y 
Co

le
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Conclusion

• EuroPriSe plays a role in preventing data breaches

• Legally demanded breach notification processes of IT 
products or IT-based services are part of the EuroPriSe
evaluation

• Data Protection Management Systems complement 
Information Security Management Systems:
regular and ongoing checking necessary

• Think of the full picture!



Thank you for your attention!

Any questions?

Marit Hansen
ULD6 (at) datenschutzzentrum.de

www.european-privacy-seal.eu


