How to prevent data breaches

Marit Hansen

Deputy Privacy and Information Commissioner
Schleswig-Holstein

EDPS/ENISA Seminar “Responding to Data Breaches”
Brussels, October 23, 2009

ULD &

Unabhéangiges Landeszentrum fiir

Datenschutz Schleswig-Holstein



www.datenschutzzentrum.de

Setting of ULD In
Source: en.wikipedia.org/ SCh/@SWig-HO/Stein
wiki/Schleswig-Holstein

Schleswig-Holstein e Data Protection Authority (DPA) for both
= the public and private sector

— e Both privacy and freedom of information
— e Projects on EC level in 2009:

Detailz Detsils
Location S ,' o
8P Lif 5 ﬁ t)ANMA‘-RK‘f'if\)> S *m:riqézdﬂ
2 fa i Tend . Ll
*‘ s rimedLiie rif;hi. .an arsﬁ dera £ &s}nde(tmrg'\\b s 4./ 4
: syt {7 e s
: : I % Niebal L B, N e
e 30;.. FIanhurg 45 ,IQ( e o g\‘. s
o (Fohy "%~ Bondenay /1 i\ ‘e ™~
* ﬁﬁuml.. ines \9&(I s
? W Langenss |, Q¢ -
y P K- 'b &
. Hd Halligen q;.Schleswl ,,ra“ t\\ e & =
b ?fP orm = -I;Iusumk 7 %‘5 Q,'e*‘ %: X 4, Fehmarr
(- Mo t"‘g\ Eckernfurd% o -;C\‘g <(~\ by Eﬂlﬁ
L f \qo\\ RS et
[ %\w‘ i@,@ Randsbur 5 i LD y
§ denburg
Helgoland A QKIEL o 1,»‘1%’".59@ o
elgolan ¥ “‘Hofste:msebef ungs. w
PRIVACY g %"‘“‘“ otmdine T el 0 £
- 2 _eumu_ns er’ Schwem Neustadt Bead
= o \ \,__
- - \ 3 lizehoe | B Segeberg y \’ o A
Time zone CETICEST (UTCH 2] 5 Biuna R "-:‘ fi o o o ‘
Oﬁ ﬂ-*':‘/:‘ S‘b S LUbeCk M=
Administration Euro 5 xhave! Glockstadt Nugk BOI: e ) i
| .=- * Elmshorn é L = Ratzeburg™. "
Country B Cermany European f e GV S “:5‘9 {\P'“"W 7 "Ej 2 i L i
NUTS Region - LEF Seal s Br%merhaven ] ~ Stade: Plnmqbprg g E:M_Gll.pf.'i.' > 5’-2
- ] 7H-A!EB}JRG & A =g
Ly o
m:;
L @

Capital Hiel : 4
T - uxtehude £
Minister-President Peter Harry Carstenzen i‘ ¥
(COL) ﬁ*ﬂr&m N |WW mapsg



www.datenschutzzentrum.de

Data breaches also In our region

e |In 2008 several incidents

e 6 million customer data records including
= financial accounts,
= phone numbers,

= sometimes age
or profession

Photo: Markus Hansen, ULD
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Overview

e Perspective of a supervisory authority

e European Privacy Seal as a solution?

e Data Protection Management Systems

e The full picture
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Perspective of a supervisory body

To prevent data breaches:

be compliant with the data protection law
and minimise risks by privacy-enhancing technologies

— Have a look at the EuroPriSe criteria

Euro

European \
Privacy Seal
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Scope of EuroPriSe

The European Privacy Seal certifies that an IT product or
IT-based service facilitates* the use of that product or
service in a way compliant with European regulations on

privacy and data protection.

*) “facilitates the use” =

allows to use It In
an easy way

B EuroPriSe® \

/ European
Qoo ' Privacy Seal

Q\\" QB30 van

l"‘\
-

Country of Unique Certification Seal expires

\Cer’c[ﬂca‘clon Body Number yyyy-mm/

© EuroPriSe®
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EuroPriSe Procedure

IT product | | Admitted experts eyaluate
or IT-based service product or service

Privacy Seal authority checks evaluation

Award of European Accredited certification ’

Validity: 2 Years © EuroPriSe®
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EuroPriSe Certification Criteria

Fundamental issues > et illlikeehilelh
e Transparency

//-Legal basis

Legitimacy of e Purpose limitation
data processing e Note: also for log data!

: o Security safeguards
Technical-organisational Incl. separation of data, encryption,

logfiles, security policy, risk analysis, test &
Measures \ release, incident management, ...

e Provision of info / notification\
e Right of access, correction,
Data subjects’ rights | erasure, objection
e |In comm.networks: right to be
informed of security risks
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maybe
NO risk: no fun!

No personal data = no risk

— Data minimisation
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Directive 95/46/EC, Recital 46

(46) Whereas the protection of the rights and freedoms
of data subjects with regard to the processing of
personal dara requires that appropriate technical

and organizational measures be taken, both at the
time of the design of the processing system and at
the time of_the processing itself, particularly in
order t€_maintain security gnd thereby to prevent
any unauthonzed processing; whereas it s
incumbent on the Member States to ensure thart
controllers comply with these meas vhereas
these measures must ensure ai )
security Kine into account th&gtate of the art
and heir implementation in relation to
the risks mincrent in the processing and the nature
of the data to be protected;
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Directive 95/46/EC, Art. 17

Article 17

Security of processing

VICTOR PATENT

i) 1. Member States shall provide that the controller must
- —Ln plement appropriate  technical and  organizational
w rotect personal data against accidental or
uniawial destruction  or accidental loss, alteration,
unauthorized disclosure or access, in particular where the
processing involves the transmission of data over a
network, and against all other unlawful forms of

processing.

¥

(c)DSO) mhaithaca Having regard to the state of the art and the cost of their
implementation, such measures_shall ensure a level of
security appropriate g ypresented by  the
processing and the nature Gf fata to be protected.
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Two important properties of ICT security

1. Security is like a chain — only as secure as the weakest
link.

e

2. Security Is not a status, but a process
— effort is needed to keep the desired level over time.




www.datenschutzzentrum.de

Data Protection Management System

e [SMS = Information Security Management System
e Analogue: Data Protection Management System

= Permanent tasks in defined processes
(derived from I1SO 9000 quality management)

EuroPriSe approach: ®

monitoring for IT-based services 4. Act 1. Plan

3. Check@ 2. Do

I | ---I Deming Cycle
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Three _ _ _
-Fwo-important properties of ICT security

1. Security is like a chain — only as secure as the weakest
link.

—

2. Security Is not a status, but a process
— effort Is needed to keep the desired level over time.

3. There is no 100% security — at least it's not affordable.

— Establish processes to deal with data breaches
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Full picture

e Be compliant with the data protection law
and minimise risks by privacy-enhancing technologies

e Technological solutions alone are not sufficient:
Risks may also stem from

= Qvergrowing complexity
of ICT systems

= Dependencies, e.g., ,. K
from admins or data processors // '

= Unaware staff A
= Disgruntled employees "’"‘H«

[BOSG) cainy cole
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Conclusion

EuroPriSe plays a role in preventing data breaches

Legally demanded breach notification processes of IT
products or IT-based services are part of the EuroPriSe
evaluation

Data Protection Management Systems complement
Information Security Management Systems:
regular and ongoing checking necessary

Think of the full picture!




Thank you for your attention!

Any questions?

Marit Hansen
ULDG6 (at) datenschutzzentrum.de

Euro
European \
Privacy Seal

WWW.european-privacy-seal.eu U L D @
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