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Summary:

This Decision addresses the request from the Court of Justice of the EU for authorisation of
contractual clauses pursuant to Article 48(3)(a) of (EU) 2018/1725 (the ‘Regulation’)'.
Pursuant to Article 58(3)(e) of the Regulation, the EDPS authorises until 30 September 2022
the use of ad hoc contractual clauses between the Court of Justice of the EU, Cisco
International Limited UK and Cisco Systems Inc. in the context of transfers of personal data
in the Court's use of Cisco Webex and related services, given the special circumstances of
the COVID-19 pandemic. The Court is to remedy the compliance issues identified in the
present authorisation to ensure an essentially equivalent level of protection within one year
from the date of this Decision, following which the EDPS will reassess the transfer
authorisation and may order the suspension of data flows. The Court is to provide the EDPS
an intermediate compliance progress report six months after the date of this Decision
demonstrating the implementation of the conditions set for the renewal of the authorisation.

! Regulation (EU) 2018/1725 of the European Parliament and the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC, OJ L 295, 21.11.2018, p. 39.
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1. PROCEEDINGS

1.1.

1.2

1.3.

This Decision concerns the authorisation of ad hoc contractual clauses (to be)
concluded between the Court of Justice of the EU ("the Court"), Cisco International
Limited UK and Cisco Systems Inc. US in the context of transfers of personal data
in the Court's use of Cisco Webex and related services.

The Court submitted its request for authorisation on 23 February 2021, which due
to transmission issues of a technical nature was received by the EDPS on 4 March
2021.

The Court attached a full copy of the contract and its annexes (Annex 1 to the
Court's request letter), as well as the Data protection impact assessment (DPIA) and
its annexes (Annex 2 to the Court's request letter) to its request for authorisation.
According to the request for authorisation and the contract?, in particular, the
following contractual clauses in the contract and its annexes are intended to
provide appropriate safeguards in line with Article 48(3) of Regulation (EU)
2018/1725°% (‘the Regulation’) for transfers to third countries in the Court's use of
Cisco Webex and related services:

e clause 11.2 (Processing of Personal Data by the Supplier) of the contract;

e Annex 1.d to the contract - Attachment A - Information Security Exhibit, and
Attachment B -Contractual clauses providing appropriate safeguards for the
transfer of personal data to third countries;

e Annex 1.f to the contract - Data Privacy Sheets: Attachment 1 - Webex Meetings
Data Privacy Sheet, and Attachment 2 - TAC Data Privacy Sheet.

Based on the information provided by the Court in its request for authorisation and
in its exchanges with the EDPS and with Cisco, the following contractual clauses in
the contract are also intended to provide guarantees and safeguards for transfers "to
offer an equivalent level of protection of personal data":

e clause 7.5 (Suspensive condition) of the contract,
e clause 14 (Security) of the contract,

e clause 19 (Termination) and

e clause 20 (Liability) of the contract.

See clause 7.5 (Suspensive condition) of the contract.
Regulation (EU) 2018/1725 of the European Parliament and the Council of 23 October 2018 on the

protection of natural persons with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC, OJ L 295, 21.11.2018, p. 39.



1.4.

1.5.

1.6.

1.7.

1.8.

The Court also provided further information and clarifications on the circumstances
of the processing and transfers of personal data, as well as on the commitments and
measures taken or planned by the Court and / or by Cisco on 15 April 2021, 18 June
2021 and 5 and 15 July 2021.

It follows from these more recent information and clarifications that the contractual
clauses that had been submitted to the EDPS for authorisation are outdated and will
be heavily modified as the 2010/87/EU SCCs for transfers to processors under
Directive 95/46/EC have been repealed with effect from 27 September 2021 and the
Court intends to rely on the new standard contractual clauses adopted by the
Commission on 4 June 2021 for transfers under the GDPR® ("new SCCs for transfers
under the GDPR") as a model for their future ad hoc contractual clauses, which will
also include updated commitments in the relevant clauses in the main body of the
contract.®

The legal analysis and conclusions of the EDPS (sections 3 and 4 of this Decision)
therefore in particular focus on the safeguards and measures, including
supplementary measures, that must be provided in the new ad hoc
contractual clauses to meet the EU standard of essential equivalence of protection.

The EDPS issues this Decision in accordance with Article 57(1)(n) and Article 58(3)(e)
of the Regulation.

This Decision is addressed to the Court of Justice of the EU.

2. BACKGROUND INFORMATION - ANALYSIS OF THE
FACTS AS UNDERSTOOD BY THE EDPS

2.1.

The Court concluded a contract (the Enterprise License Agreement - ELA) with Cisco
International Limited UK ("the contract"), with certain annexes concluded with
Cisco Systems Inc. US. The contract provides for the use of Cisco software on
premises (Cisco Video Mesh, Cisco Meeting Server, Cisco Unified Communications
Manager), as well as the provision of Cisco cloud services (Cisco Webex Meetings,
Cisco Webex Events) and maintenance/support services (Cisco Technical Assistance

Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the

transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the European
Parliament and of the Council, OJ L 199, 7.6.2021, p. 31.

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection

of natural persons with regard to the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4.5.2016, p. 1.

See in this respect below sections 2 and 3 of this Decision.



(TAC) Service Delivery).” In order to offer an essentially equivalent level of
protection of personal data when it is transferred outside the EU/EEA, the Court
foresees a number of measures and clauses.

2.2. The contract has already entered into force for the other services (e.g. on-premise

software Cisco Meeting Server, Cisco Unified Communications Manager), which are
already in use by the Court. These on-premise services might also involve transfers
of personal data to Cisco or its sub-processors, e.g. if support services were requested
from Cisco in relation to an on-premise software®, where an on-premise software
would be transmitting telemetry data to Cisco or where a software like Cisco Video
Mesh functions as a hybrid service allowing for on-premise and cloud-based use’.
The contract however does not clearly provide appropriate safeguards for such
transfers. It seems from the DPIA report that the Court is taking some technical and
organisational measures to limit and/or prevent those transfers. However, as the
contract and its annexes are generic and not specific to how the Court is
implementing the software and services provided by Cisco, these measures do not
seem to be included in the contract and its annexes and made binding.

2.3. For the use of Cisco cloud services requiring a transfer of personal data, the contract

only enters into force upon the authorisation of the transfer and the necessary
contractual clauses by the EDPS."

24. The contract lists 32-35 types of personal data from four categories of data

(registration(=user) information", host and usage information'?, user-generated
information' and technical support assistance information) that may be concerned
by transfers in the Court's use of Cisco Webex Meeting services. The contract lists
27 types of personal data from two categories of data (technical support assistance
information and customer case attachment) that may be concerned by transfers in
the Court's use of Cisco Technical Assistance (TAC) Service Delivery services.

According to the DPIA by the Court (p. 4), the Court will not use other services available under the product
suites covered by the contract with Cisco. The Court purchases subscription to Cisco Collaboration Flex
Plan Meetings Enterprise Agreements Suite, Cisco Collaboration Flex Plan Calling Enterprise Agreements
Suite, as well as support services for cloud services and on-premise software. The services of the Meetings
Suite can each be configured/deployed as either a cloud service or on-premise software. The services of
the Calling Suite can be configured/deployed as either a cloud service, on-premise software or partner-
hosted software. See clauses 3 and 4 at p. 4 of the contract and Annexes 1a and 1d to the contract.

See Cisco Unified Communications Manager Privacy Data Sheet available on the Cisco Trust Center
Portal.

See the DPIA by the Court, p. 3.

See clause 7.5 (Suspensive condition) at p. 9 of the contract.

Name, Email, Address, Password, IP Address, Browser, Phone Number (Optional), Mailing Address
(Optional), Geographic region, Avatar (Optional), User information included in the Your Directory (if
synched), Unique User ID (UUID).

IP address, user agent identifier, hardware type, operation system type and version, client MAC address,
meeting session information, call attendee information (including email address, IP address, username,
phone number), performance, troubleshooting and diagnostics information etc.

Meeting and call recordings, polling data, transcriptions of call recordings, uploaded files. l.e. content data
of a meeting.




2.5.

2.6.

2.7.

The contract however sets out that personal data will only be processed within the
European Union (EU) and the European Economic Area (EEA) and not leave the
territory or be given access from outside the EU and the EEA. Personal data will be
held in Webex data centres (both Cisco-owned and third-party provider - Amazon
Web Services (AWS)) in The Netherlands and/or in Germany, which cannot be
changed without prior written notification to the Court." However, this seems to
apply only to User Generated Information in use of Cisco Webex Meetings. Other
types of personal data collected and processed in the use of Cisco Webex services or
processed for other purposes, and personal data collected and processed in the use
of Cisco Technical Assistance (TAC) Service Delivery services, as well as the
processing of data stemming from use of Webex app do not seem to be covered by
these transfers restrictions.” Transfers and onward transfers'® of those not-covered
types of personal data are therefore possible.

The contract sets out a temporary derogation from the above data localisation and
access obligation in EU/EEA for transfers to the United Kingdom (UK) during the
specified period laid down in Article FINPROV.10A (the "bridging clause") of the EU-
UK Trade and Cooperation Agreement. At the end of the period under the "bridging
clause" of the EU-UK TCA, the transfers will be covered either by an adequacy
decision for the UK or appropriate safeguards under Article 48 EUDPR." It is not
clear which data would be transferred to which entities in the UK. This would seem
to be User Generated Information in use of Cisco Webex Meetings transferred to
Cisco or AWS data centre in London, UK.

Cisco has agreed to take the necessary measures to end the transfer to the United
States of America (US) of personal data that Cisco qualifies as Billing and Analytics
Data in Attachment 1 to Annex 1f to the contract. Until then there is a temporary
derogation until 31 December 2021 for the transfers to the US of that data, which
can be extended by mutual agreement, and if Cisco cannot put an end to these
transfers, the Court can also terminate the contract.” It is not clear to which
categories and types of data, which may be concerned by transfers in use of various
Cisco services, this qualification as Billing and Analytics Data corresponds to.
Seemingly, Analytics Data corresponds to different types of data under Host and
Usage Information stemming from use of Cisco Webex Meetings, which are
collected and processed for various purposes, including analytics, service

See clause 11.2(b)(i-iv) at p. 14 of the contract.

See Annex 1d Attachment B - Appendix 1 and Annex 1f Attachments 1 and 2. See also DPIA by the Court.
In line with recital 63 and Article 46 of the Regulation, an onward transfer is a transfer of personal data
from a recipient in the third country of destination or a recipient in international organisation:

to another third country or to another international organisation, or
to another controller, processor or other recipient in the same third country or in the same
international organisation.

See clause 11.2(b)(v) at pp. 14-15 of the contract.
See Annex 1f Attachment 1- Webex Meetings Data Privacy Sheet. See also DPIA report by the Court.
See clause 11.2(b)(vi-vii) at p. 15 and clause 19 at p. 22 of the contract.



improvement and diagnosing technical issues.® Whereas Billing Data could
correspond to different types of data under User Information stemming from use of
Cisco Webex Meetings, which are also collected and processed for various purposes,
including billing, service improvement and providing support.”

2.8. Neither does Annex 1d Attachment B to the contract clearly set out which of the
data listed therein is transferred to which entity in which country for which
purposes. Some information on cross-border transfers that might happen in context
of Cisco Webex Meetings services?? and Cisco Technical Assistance (TAC) Service
Delivery services® is provided in Annex 1f to the contract, however the information
on the location of data centres and sub-processors therein is subject to change by
Cisco®. The contract provides that changes in respect to international transfers and
the engagement of new sub-processors will be in all cases notified to the Court as
soon as practically possible for Cisco and in no later than one month prior the
change.”

2.9. The information on transfers of personal data in the contract and the contractual
clauses and measures intended to provide appropriate safeguards initially submitted
to the EDPS: i) do not include all the details on transfers, ii) have been changed since
the signature of the contract or iii) are intended to be changed by the Court and
Cisco.

2.10. From the information provided by the Court in exchanges with Cisco, the EDPS
understands that in a first stage only billing and analytics data will no longer be
transferred to the US, and in a second stage operational data (i.e. for ensuring
security) will no longer be transferred. The EDPS also understands that after the
conclusion of the EU Data Residency Program, ending transfers to the US, all
personal data related to the use of Cisco Webex services will be stored/reside in the
EU by Cisco International Limited UK or Cisco Systems International BV (NL).*

20
21
22

23

24

25
26

See Annex 1f Attachment 1- Webex Meetings Data Privacy Sheet. See also DPIA report by the Court.

See Annex 1f Attachment 1- Webex Meetings Data Privacy Sheet. See also DPIA report by the Court.

It seems that cross-border transfers in context of Cisco Webex Meetings services might happen to Cisco
establishments and its sub-processor Amazon Web Services to different third countries (US, UK, India,
Singapore, Australia, Japan, Canada) - see Annex 1f Attachment 1- Webex Meetings Data Privacy Sheet,
see also DPIA report by the Court. It seems from the description of Cisco services in the DPIA report that
the Court would not be using Cisco services that would entail use of other two possible sub-processors
Akamai and WalkMe, which may locate data globally.

It seems that cross-border transfers in context of Cisco Technical Assistance (TAC) Service Delivery
services might happen to Cisco establishments and its sub-processors (Amazon Web Services, Salesforce,
Aricent, Estarta, Sykes, Concentrix) to different third countries (US, India, Jordan, Costa Rica, Columbia).
See Annex 1f Attachment 2 - TAC Data Privacy Sheet.

Cisco makes the most current Data Privacy Sheets for its different services available on the Cisco Trust
Center Portal. The most current Webex Meetings Data Privacy Sheet available is Version 4.7, June 2021,
whereas the on in Annex 1f to the contract is Version 4.5, January 2021.

See clause 11.2 at p. 16 of the contract.

According to Court exchanges with Cisco provided to the EDPS this is to include user information, host
and usage information, user generated information, billing data and analytics data in the use of Webex,
Webex with End-to-end Encryption and Webex with video Mesh and private meetings (with internal users



2.11.

2.12.

Furthermore, third-party sub-processors (e.g. AWS) already listed in the contract
and pre-approved will remain the same as per the list provided in the Data Privacy
Sheets” incorporated in the contract. Furthermore, while there will still be
worldwide data transfers (including remote access) in provision of Cisco support
(TAC) services, the EDPS understands that such support would in the first place be
provided in and from Europe given that the customer is in the EU, before support
would be provided from third countries (as part of the "Follow-The-Sun" workflow).
The Court further clarified that as regards support in the use of Cisco Webex
services the Court intends to rely primarily on support provided by the Court's
internal and external services prior to relying on Cisco support (TAC) services.

Annex 1d to the contract contains in Attachment B specific contractual clauses
providing appropriate safeguards for the transfer of personal data based on the
2010/87/EU SCCs for transfers to processors under Directive 95/46/EC.?® According
to the Court, they were adapted in order to take into account the Regulation, the
specific situation of the Court as EU institution and the contractual relationship
with Cisco. However, no significant change of those clauses compared to the
2010/87/EU SCCs for transfers under Directive 95/46/EC is apparent. They were
complemented by a few additional provisions mainly in the main body of the
contract in relation to pseudonymisation and encryption and notification,
information and transparency by Cisco to the Court on disclosure requests received
by Cisco. The EDPS will analyse these additional provisions in more detail in section
3 of this Decision, however they are providing for a seemingly limited protection.

On the basis of the contract as agreed by the Court and Cisco, and in the future on
the new ad hoc contractual clauses to be concluded, the Court, Cisco International
Limited UK and Cisco Systems Inc. plan to exchange the types of personal data
mentioned above, in particular under paragraphs 2.3 and 2.5, to the United States,
India, Mexico, Jordan, Costa Rica, Columbia, and other third countries where Cisco
Group entities, Cisco affiliated companies and other sub-contractors (e.g. AWS,
Salesforce) may be located. Transfers will also occur to the United Kingdom, Canada
and Japan, which have been recognised by the European Commission as ensuring
an adequate level of protection.

27

28

only) services. This data is to reside on EU data centres in Amsterdam and Frankfurt. According to Cisco's
response "Frankfurt falls within the territory of Cisco International Limited (in UK), as per the Cisco’s
corporate structure (should it be Amsterdam, it falls within the territory of Cisco Systems International
BV, in the Netherlands)". Furthermore, Cisco has started migrating Webex meeting sites for EU customers
from the London data centre to the Frankfurt data centre, which Cisco will also propose to the Court.
According to Court exchanges with Cisco provided to the EDPS, see in this respect Annex 1f Attachment
1 - Webex Meetings Data Privacy Sheet and Attachment 2 - TAC Data Privacy Sheet.

Commission Decision 2010/87/EU of 5 February 2010 on standard contractual clauses for the transfer of
personal data to processors established in third countries under Directive 95/46/EC of the European
Parliament and of the Council, OJ L 39, 12.2.2010, p. 5.
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3.1.

. LEGAL ANALYSIS

EU standards of protection for transfers of personal data outside the EEA

3.1. Transfers of personal data to recipients outside the European Union (‘the Union’)
may generate additional risks for data subjects, as the applicable data protection
rules in the recipient’s jurisdiction may be less protective than inside the Union. For
this reason, the Union legislator adopted specific rules for such transfers in Chapter
V of the Regulation (Articles 46 to 51 of the Regulation). In line with Article 46 of the
Regulation, all transfers are subject to the other provisions of the Regulation and no
provisions in Chapter V may be applied in order to ensure that the level of protection
of natural persons guaranteed by the Regulation is undermined.

3.2. In line with Article 47(1) of the Regulation, personal data may be transferred to a
third country or an international organisation where the Commission has decided
pursuant to Article 45 GDPR or Article 36 LED* that the third country or an
international organisation provides a standard with regard to data protection that
is essentially equivalent to that within the EU, and the personal data may be
transferred solely to allow tasks within the competence of the EUI to be carried out.
The Commission has adopted adequacy decisions for transfers to the UK*, Japan®
and Canada®. However, no Commission adequacy decision exists concerning
transfers to e.g. the US, India and Mexico.

3.3. In the absence of an adequacy decision, controllers and processors may transfer
personal data to a third country® only if appropriate safeguards are provided, and
on condition that enforceable data subject rights and effective legal remedies for
data subjects are available.*® Standard data protection clauses adopted by the
European Commission or by the EDPS and approved by the European Commission
may provide for such appropriate safeguards.®*® Such safeguards may also be
provided, subject to the authorisation from the EDPS, by contractual clauses

29

30

31

32

33
34
35

Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data by competent authorities for the
purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution
of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA, OJ L 119, 4.5.2016, p. 89 (also called "the Law Enforcement Directive" - LED).

Commission Implementing Decision of 28.6.2021 pursuant to Regulation (EU) 2016/679 of the European
Parliament and of the Council on the adequate protection of personal data by the United Kingdom, not
yet published in the OJ.

Commission Implementing Decision (EU) 2019/419 of 23 January 2019 pursuant to Regulation (EU)
2016/679 of the European Parliament and of the Council on the adequate protection of personal data by
Japan under the Act on the Protection of Personal Information, OJ L 76, 19.3.2019, p. 1.

Commission Decision 2002/2/EC of 20 December 2001 pursuant to Directive 95/46/EC of the European
Parliament and of the Council on the adequate protection of personal data provided by the Canadian
Personal Information Protection and Electronic Documents Act, OJ L 2, 4.1.2002, p. 13.

Remote access by an entity from a third country to data located in the EEA is also considered a transfer.
Article 48(1) of the Regulation.

Article 48(2)(b) and (c) of the Regulation.




3.4.

3.5.

3.6.

between the controller or processor and the controller, processor or the recipient of
the personal data in the third country or international organisation ("ad hoc
contractual clauses").* Where the processor is not an EUI, such safeguards may also
be provided by binding corporate rules ("BCRs"), codes of conduct or certification
mechanisms pursuant to points (b), (e) and (f) of Article 46(2) of GDPR.*

The transfer tool relied on must ensure that data subjects, whose personal data are
transferred to a third country pursuant to that transfer tool, are afforded a level of
protection in that third country that is essentially equivalent to that guaranteed
within the EU by EU data protection law, read in the light of the Charter.*® Standard
contractual clauses for transfers (under Article 46 GDPR or Article 48 of the
Regulation) mainly contain appropriate safeguards of a contractual nature® that
may be applied to transfers to all third countries. In accordance with the
interpretation provided in the Court’s Schrems Il judgment®, where the transfer by
the EUI or on its behalf relies on Article 48 of the Regulation or Article 46 GDPR
transfer tools, supplementary measures may be necessary depending on the third
country law/practices to ensure an essentially equivalent level of protection.

EUls must therefore carry out an individual case-by-case assessment in accordance
with the Schrems Il judgment, to determine whether, in the context of the specific
transfer, the third country of destination affords an essentially equivalent level of
protection to that in the EU. The EUI, where appropriate in collaboration with the
data importer in the third country, must carry out this assessment of the
effectiveness of the proposed safeguards before any transfer (including by way of
remote access) is made or a suspended transfer is resumed. The use of SCCs or
another transfer tool (e.g. ad hoc contractual clauses, BCRs) does not substitute this
individual case-by-case assessment in accordance with the Schrems Il judgment.

The assessment by the EUI should take into consideration the specific circumstances
of the transfer (e.g. categories of transferred data, purposes for which they are
transferred and processed in the third country and how) and all the actors
participating in the transfer (e.g. controllers, processors and sub-processors
processing data in the third country), as identified in the mapping of the transfers.
The EUI will also need to factor into this assessment any envisaged onward
transfer.”!

36
37

38

39

40

41

Article 48(3)(a) of the Regulation.

Article 48(2)(d) of the Regulation.

See paragraphs 96 and 103 of the Schrems Il judgment and recitals 65 and 70 and Article 46 of the
Regulation.

See paragraph 23 of the EDPB Recommendations 01/2020. The same is valid also for the other Article 46
GDPR / Article 48 of the Regulation transfer tools, (e.g. BCRs, codes of conduct or ad hoc contractual
clauses).

Judgment of the Court of Justice of 16 July 2020 in case C-311/18, Data Protection Commissioner v.
Facebook Ireland LTD and Maximillian Schrems ("Schrems 11"), ECLI:EU:C:2020:559.

See Article 46 of the Regulation and paragraphs 33 and 34 of the EDPB Recommendations 01/2020.

10



3.7.

3.8.

3.2.

3.9.

Where the required essentially equivalent level of protection for the transferred data
is not effectively ensured, because the law or practice of the third country impinges
on the effectiveness of the appropriate safeguards contained in the used SCCs for
transfers or another transfer tool, the EUl must implement contractual, technical
and organisational measures to effectively supplement the safeguards in the
transfer tool, where necessary together with the data importer.*

This process of assessing the level of protection in the third country and whether
supplementary measures are needed, and then identifying effective supplementary
measures, is commonly called a ‘transfer impact assessment’. The methodology to
be used is available in the EDPB Recommendations 01/2020** and, as regards the
assessment of access by public authorities for surveillance purposes, in the EDPB
Recommendations 02/2020 on European Essential Guarantees*.

Assessment of the safeguards (to be) provided

Based on the above-mentioned EU standards of protection for transfers, ad hoc
contractual clauses should include a series of guarantees, safeguards and
commitments by the EUI and the recipient in the third country of destination to
take actions and measures. The EDPS is of the opinion that new ad hoc contractual
clauses, based on the model of the new SCCs for transfers under the GDPR adopted
by the Commission in 2021 and including updated relevant clauses in the main body
of the contract, could provide sufficient guarantees for transfers of personal data in
the Court's use of Cisco Webex and related services, provided they are
complemented with additional guarantees and supplementary measures to ensure
that the processing will meet the requirements of the Regulation and ensure an
essentially equivalent level of protection to that guaranteed in the European
Economic Area (EEA), as explained below.

3.2.1. Need to know and control data flows

3.10. The contract, in particular the Annexes 1.d and 1.f, do not provide clear information

on what personal data is likely to be transferred to which recipients (processors and
sub-processors) in which third countries covered in the contract. In addition, the
contract suggests that Cisco International Limited UK and Cisco Systems Inc. and
other Cisco establishments and its affiliates are not the only (sub-)processors
potentially engaged through the Court’s use of Cisco Webex and related services.

42

43

44

See paragraphs 54 and Annex 2 of the EDPB Recommendations 01/2020.
EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with
the EU level of protection of personal data, version for public consultation adopted on 20 November 2020

and version after public consultation adopted on 18 June 2021.
EDPB Recommendations 02/2020 on the European Essential Guarantees for surveillance measures,
adopted on 10 November 2020.

11



3.11.

3.12.

3.13.

This is because Cisco Webex Meeting and support (TAC) services are also hosted on
cloud infrastructure and storage services provided by AWS and Cisco support (TAC)
services might also engage services of other sub-processors.* The EDPS therefore
takes the view that the initial safeguards and measures in the contract do not appear
to be based on all the information necessary for the Court to fully assess all the risks
concerning international transfers and implement appropriate safeguards.

From the information provided by the Court in exchanges with Cisco, the EDPS
understands that since the signature of the contract, Cisco is in the process of
stopping certain transfers to the US