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(BASIC) PSEUDONYMISATION

Mapping Table -
(Pseudonymisation Secret)
Mary Adams -> 1

John Brown -> 2
Anna Frank -> 3
Initial Record Tom Hill -> 4 Final Record

Mary Adams Female 23 Female 23

John Brown Male 26 Male 26

Anna Frank Female 32 Female 32

Tom Hill Male 42 Male 42

2 | On overview of existing pseudonymisation techniques *



PSEUDONYMISATION SCENARIOS 13

DATA SUBJECTS

Alice ‘ Alice
Bob ‘ Bob
Charly ‘ Charly

DATA CONTROLLER &
PSEUDONYMISATION ENTITY

Alpha Corp.

Pseudonymisation Secret

Identifier Pseudonym
Alice 15

Bob 28

Charly 3

3 | On overview of existing pseudonymisation techniques

DATA SUBJECTS

Alice ‘ Alice
Bob & Bob

DATA PROCESSOR DATA CONTROLLER &

PSEUDONYMISATION ENTITY

Beta Inc.

Alpha Corp.

Alice
Bob
Charly

Charly Charly

Pseudonymisation Secret

Identifier Pseudonym
Alice 15
Bob 28
Charly 3
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PSEUDONYMISATION SCENARIOS 2/3

DATA SUBJECTS DATA CONTROLLER & DATA PROCESSOR DATA SUBJECTS DATA PROCESSOR & DATA CONTROLLER
PSEUDONYMISATION ENTITY ! PSEUDONYMISATION ENTITY

Alpha Corp. &
Alice Alice Alice Alice
Bob ‘ Bob Bob ‘ Bab
Charl & Charl
Charly & Charly arty ary

Beta Corp. Alpha Corp.

15
28

Pseudonymisation Secret
Pseudonymisation Secret

Identifier ~ Pseudonym

Identifier Pseudonym Alice 15
Alice 15 Bob 28
Bob 28 Charly 3

Charly 3
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PSEUDONYMISATION SCENARIOS 373

DATA SUBJECTS TRUSTED THIRD PARTY & DATA CONTROLLER
PSEUDONYMISATION ENTITY

& Gamma SE Alpha Corp.
Alice Alice
Bob ‘ Bob 15

28

P § 3

Charly Charly

Pseudonymisation Secret

Identifier Pseudonym

Alice 15
Bob 28
Charly 3
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Pseudonymisation Secret

Identifier  Pseudonym
Alice 15
Identifier = Pseudonym
Bob 28
Identifier = Pseudonym
Charly 3

DATA SUBJECTS AND DATA CONTROLLER

PSEUDONYMISATION
ENTITY

Alice 1 15
Bob & 28
Charly ‘ 3

Alpha Corp.




(SOME) PSEUDONYMISATION | = -
TECHNIQUES

e Counter

Pseudonymisation

 Random Number Generator (RNG) techniques and best

practices

 Cryptographic hash function (!)
« MAC - HMAC

e Symmetric encryption

 Advanced techniques

« Asymmetric encryption
 Ring signatures and group pseudonyms EQIE,’RCKE\CZEEBS”%EEIM.'SGE'SE:
« Pseudonyms based on multiple identifiers or attributes

« Pseudonyms with proof of ownership
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COUNTER & RANDOM NUMBER
GENERATOR (RNG)

E-mail address Pseudonym (Random number generator) Pseudonym (counter generator)
alice@abc.eu 328@abc.eu 10@abc.eu
bob@wxyz.com 105@wxyz.com 11@wxyz.com
eve@abc.eu 209@abc.eu 12@abc.eu
john@ged.edu 83@cqed.edu 13@qged.edu
alice@wxyz.com 512@wxyz.com 1l4@wxyz.com
mary@clm.eu 289@cIim.eu 15@clm.eu

E-mail address Pseudonym (RNG) retaining the info on

Pseudonym gRNG) retaining also the

identical domains info on identical country/extension
alice@abc.eu 328@1051 328@1051.3
bob@wxyz.com 105@833 105@833.7
eve@abc.eu 209@1051 209@1051.3
john@qged.edu 83@420 83@420.8
alice@wxyz.com 512@833 512@833.7
mary@clm.eu 289@2105 289@2105.3
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HASH FUNCTIONS & (SYMMETRIC)
ENCRYPTION PSEUDONYMISATION

Check  Pseudonyms

E.g. known, guessed, found by Hash
internet/social networks etc. function
HaSh Value . 66828B3C5
21C3EC2D597CAA41 7C12F82872DB15F4
05E471798
PseUdonymS . FD3D1COC
FF9124B39720E48B498A723B45E6CF52 (38ADB

alice@abc.eu
bob@wxy.com

Conventional vs. S D—— P> CABEDD86A0@ CAB0 D7 CBAD 59
Format Preserving — jkcbw@pzukx
Format preserving encryption

Encryption alice@abc.eu
Pseudonyms
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TREE-BASED PSEUDONYMISATION

H(H

B B

Hospital A Hospital B
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Y Level-3 pseudonyms

H = H(h(h(A(...), h(h(D1),...), h(h(M1),...))

person *

A

h(h(Name), h(...), h(...)) h(h(A), ....n(E))

A A

\ Level-2 pseudonyms
h(h(D1), ..., h(D3)) h(h(M1), ..., h(M6))

A A
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h(Name) h(ID) h (Address) h(A) h(B) ... h(E)
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D1 D2 D3 M1 M2 M3 M4 M5 M6

Diagnosis Medication



TREE-BASED PSEUDONYMISATION

h(A)
h(M2)
h(M3)

Data Source

h(M3)
l h(M4)

h(M6)

Data Source
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h(D1)
h(D3)
h(B)

h(B)
h(E)

h(M5)
h(C)

h(C)

h(M5)
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UTILITY AND DATA PROTECTION

MORE UTILIZABLE, * No “one size fits all” solution
LESS PROTECTED
\y « Each pseudonym carries the risk of
\ being subject to a re-identification
A attack
Increasing Increasing data
utility protection

* Pseudonymisation should be performed
following a risk based approach

» Clear definition of the personal data
processing operation

« Selecting what and how to
pseudonymise
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