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• The notion of pseudonymisation 
• Engineering and legal perspectives 

• “Classical” cryptographic techniques as pseudonymisation tools 

• Advanced cryptographic techniques as pseudonymisation tools 
• Indicative examples: 

• User-generated pseudonyms 

• Private Set Intersection 

• Secret sharing 

• Conclusions 

Overview 
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Pseudonymisation: Engineering perspective 

• A pseudonym is defined as an identifier of a subject, which is different from the 
subject’s “real name” 

• More generally, the pseudonym replaces a data subject’s identifier (i.e. an identifier allowing to explicitly 
identify the data subject within a specific context) 
 

 

 

 

 

 

 See also, e.g., ISO 25237:2017 – “Pseudonymisation is a particular type of de-identification that 
both removes the association with a data subject and adds an association between a particular 
set of characteristics relating to the data subject and one or more pseudonyms” 
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 In the GDPR: “Pseudonymisation means the processing of personal data in such a 
manner that the personal data can no longer be attributed to a specific person 
without the use of additional information, provided that such additional 
information is kept separately and is subject to technical and organisational 
measures to ensure that the personal data are not attributed to an identified or 
identifiable natural person”. 

 Pseudonymous data are personal (and not anonymous) data… 

 There exist additional data, being protected, that allow re-identification (in some context) 
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Pseudonymisation: Legal perspective 
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• Encrypted data are unintelligible to anyone not having the decryption key (which inverses the encryption) 

• Not even (???) statistical analysis can be performed on encrypted data 

• This is general not the case in pseudonymisation 

• Hence, the difference between pseudonymisation and encryption is obvious 
• However, appropriate use of cryptography may give rise to “good” pseudonymisation techniques… 

• The secret key could coincide with the “additional information needed for re-identification” 
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Pseudonymisation ≠ Encryption  
Initial data Encrypted data  

Encryption key 
Mary Adams Female  23 

John Brown  Male    26 

Anna Frank  Female  32 

Tom Hill     Male     42 

. . . .  

. . . . 

hIwDY32hYGCE8MkBA/wOu7d

45aUxF4Q0RKJprD3v5Z9… 

 

 

 

IPEN webinar 9 Dec. 2021:  
“Pseudonymous data: processing personal data while mitigating risks” 

 



6 

Pseudonymisation techniques based on  
(classical) cryptography 

1. Cryptographic hash function 

Hash function  
(e.g. SHA-1, SHA-

2,SHA-3) 

0f9fcf7055408935673f4e3e229142f

49479e2a9 

Hash function  

(e.g. SHA-1, SHA-

2,SHA-3) 

f15308f87bbc569fc41c518eabf77b

d3b8e3aa2d 

Pseudonym (Hashed value) 

alice@abc.eu 

E-mail address 

alice@abc.edu 

Properties of a hash function: 

• Deterministic pseudonymisation (The same input always yields the same output ) 

• The output does not provide any information on the input 

• Mathematically irreversible (there is no reverse hashing) 

 

People believe that hashing is a nice pseudonymisation technique. But… 
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Pseudonymisation techniques based on  
(classical) cryptography 

1. Cryptographic hash function (Cont.) 
Pseudonym (Hashed value) E-mail address 

Hash function  
(e.g. SHA-1, SHA-

2,SHA-3) 

0f9fcf7055408935673f4e3e229142f

49479e2a9 
???? 

The “adversary” can easily verify whether any of the pseudonyms in the pseudonymised list corresponds to, 

e.g., alice@abc.eu 

• Simply computes the hashed value of alice@abc.eu and checks… 

  

• The size and the «predictability» of the input domain highly affects the level of protection (identity hiding) that 

a hash function provides as a pseudonymisation technique 
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Pseudonymisation techniques based on  
(classical) cryptography 

2. Cryptographic hash function with key 

Hash function  
(e.g. SHA-1, SHA-

2,SHA-3) 

7A3A6357A64F50EAC3DDE56DC

6238E50DF70A9EE21A08CE376C

D93A8048CB347  

Pseudonym (Hashed value) 

alice@abc.eu 

E-mail address 

Secret key 

• Deterministic or randomised pseudonymisation, based on whether the secret key is fixed or 
not 

• Knowledge of the pseudonym and the secret key does not allow direct estimation of the 
initial identifier 

• However, given an identifier and the secret key, it can be easily checked which is its corresponding 
pseudonym 

• The key may be considered as the additional information that allow re-identification and should be 
secured. 
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Pseudonymisation techniques based on  
(classical) cryptography 

3. Encryption – the deterministic case  

Symmetric 

encryption  

2E05B5F8AD899B2F0BA5B8E5B1

4E112F4DBDF0983A2C5890A414

57D6FC115DA4 

Pseudonym (Encrypted value) 

alice@abc.eu 

E-mail address 

• Deterministic pseudonymisation, for fixed secret key (and no other randomisation in the 
input) 

• Knowledge of the pseudonym and the pseudonymisation secret allows direct estimation of 
the initial identifier 

• The secret key for encryption/decryption may be considered as the additional information 
that allow re-identification and should be secured. 

 
 
 

 

Secret key 
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Pseudonymisation techniques based on  
(classical) cryptography 

4. Encryption – the probabilistic case  

Asymmetric 

encryption  
69104cc7f96065e68bd3cc53e6138

1c45cc65d7a 

Pseudonym (Encrypted value) 

alice@abc.eu 

E-mail address 

Encryption Κ 

Asymmetric 

encryption  
 

4a2cc561af0823d1eca28b90d10ea

7495bab1a8f 

Pseudonym (Encrypted value) 

alice@abc.eu 

E-mail address 

Encryption Κ 

Random data X  

(not needed for decryption) 

Random data Y  

(not needed for decryption) 

• Randomised pseudonymisation (different pseudonyms for the same identifier and the same encryption key) 

• The decryption key (different from the encryption key, in the asymmetric encryption) may be considered as the additional 
information that allow re-identification and should be secured. 
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• Classical cryptographic techniques provide the means for transforming 
“identifiers” into “pseudonyms” 

 The proper pseudoymisation approach depends on the specific scenario and 
needs 

 On a risk-based approach  

 Finding out which is the proper approach, is not always an easy task  

 See also ENISA reports on pseudonymisation, 2018-2021 

 Advanced cryptographic techniques may be prerequisite to address specific data 
protection challenges 
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Results so far… 
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Special case: User-generated pseudonyms 

Organisation (e.g. data controller) 

Free figure from www.freepik.com  

• Pseudonyms are being produced in a decentralized approach, in which the users actively participate in 
the generation of their pseudonyms 

• The additional information needed to attribute a pseudonym (e.g. “15”) to an original user’s identifier 
(e.g. “Alice”) is under the control of the user 

• Enhancing user’s trust in the processing 

• In several scenarios, such a property may be prerequisite to ensure the principle of data minimisation 
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Use case: e-ticketing system for public 
transports in Athens  
• 2017: Initial inquiry of the Organisation of Domestic Transport in Athens (OASA) 

to the Hellenic DPA describing a processing system to support e-ticket services 
• Before the GDPR enters into force…. 

• To achieve all the desired (legal) purposes, OASA would store such information 
allowing to gain personalized information for a large proportion of the passengers 

• E.g. John Brown entered the metro station in Sintagma square at 8:00 at 8/10/2018 and 
arrived at Omonia square at 8:09 at 8/10/2018 

•  Not proportionate with respect to the prescribed goals of the system 

• The Hellenic DPA asked for an appropriate re-design of the process (Opinion 1/2017)  

• With the GDPR terminology, the data protection by design principle was not present  
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Use case: e-ticketing system for public 
transports in Athens (Cont.) 

• OASA finally adopted a system in which a user-based pseudonymisation approach is being used 
(HDPA Opinion 4/2017) 

 

 

 

 
 

• The data controller (OASA), as well as any other party getting access to the card ID, will not be able to reverse it 
into the Social Security Number or into any other user’s identifier 

• Essential property for protecting privacy in transportations, since each transportation is associated with this ID 

• Once the user looses his card, she/he will be able to prove that this specific card ID corresponds to her/him – i.e. to 
prove ownership of the card ID (pseudonym) 

  

 

 

 

 

 

 

 

 

 
Hash function 

  

Social Security Number 

PIN (entered by the card 

holder) 

Card ID (associated with customer’s 

transportations and the type of the ticket) 
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Several research approaches 
 Schartner et. al - 2005 

 Lehnhardt et. al. – 2011 

 Tunaru et. al. – 2015 

 The main design are the following for user-generated pseudonyms (Lehnhardt et. al. – 2011):  

 “Hiding identities” - Linking a pseudonym to its owning user should not be possible for any other than the 
user herself, unless it is explicitly permitted 

 “Unlinkability” - In cases that users may have multiple pseudonyms, it should not be possible to identify 
different pseudonyms as belonging to the same user, 

 Injectivity -  the pseudonym generation process should avoid duplicates 

 Flexibility - possible to add new pseudonyms to the user entities with minimal effort. 

 Ease of use 

 
 

 

Based on classical asymmetric cryptographic algorithms 
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A recent approach (in Proc. of APF 2021) 

•  Usage of cryptographic accumulators for pseudonym generation 
• Data structures allowing set membership operations 

• They allow to accumulate a finite set of values {x1, x2, . . . , xn} into a succinct value  

• Focus on the Merkle trees (see also the recent ENISA report, 2021) 

 

 

 

 

 

 

 

 

• Hash functions are much more efficient than public key encryptions and, moreover, post-quantum secure 
 

H1= H2= H3= H4= 

H12 = H34 = 

H1234 = 

hash(H1 || H2) hash(H3 || H4) 

hash(H12 || H34) 

hash(A) hash(B) hash(C) hash(D) 
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Merkle trees as pseudonymisation technique 
– The main idea 
Example: Derivation of a pseudonym PA based on four identifiers of the user A: 

 H: Cryptographic hash function 
 Hk : Keyed-hash function  
 The same key k for all the leafs -  known only to the user A (chosen by her) 
 For another pseudonym, based on the same identifiers, simply change k 
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Properties of the Merkle tree-based 
pseudonymisation scheme 

• Scenario: User A with some domain-specific identifiers IDA0, IDA1, … IDAn-1 for n organisations 

Org0, Org1, … Orgn-1 

 

 

 

 

 

 

 

 

 

• Each organisation Orgi can verify that the pseudonym PA(i) stems indeed from the user with identifier IDAi 

• Important property: The user A can prove to, e.g., Org1 , that she has the pseudonym 𝑃𝐴(0) in Org0 

• Without revealing any other information on other identifiers of her (e.g. on IDA0) 
• Prerequisite: The initial registration of each 𝑃𝐴(𝑖) to Orgi must be authenticated 

 
• Possible application area: Facilitate exchange of information between data controllers, with respect to data minimisation 

• Upon the user’s request 
 

 
 

IDA0 

IDA1 

IDAn-1 

…. 

User A Org0  Org1  

…. 

Orgn-1  

A IDA0 A IDA1 A IDAn-1 

User-generated pseudonyms: 𝑃𝐴(0) 𝑃𝐴(1) 
…. 

𝑃𝐴(𝑛−1) 

The IDs could be of 
any form 
depending on the 
context, such as 
Social Security 
Number, VAT 
Registration 
Number, e-mail 
address, device ID 
etc.  

Free figures from www.freepik.com  
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Private set intersection 

• Problem: Find the common entries between two sets with personal 
data, without revealing anything more 

 Naïve approach: Exchange hashed values and compare 

 Recall the weaknesses of hashes in terms of pseudonymisation…. 
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Private set intersection (Cont.) 
• Several protocols exist for efficient solution 

• A simple approach, based on the classical Diffie-Hellman protocol: 

{x1, x2, …, xn} {y1, y2, …, ym} 

1. Choose random a 1. Choose random b 

2. H(x1)a, H(x2)a , … , H(xn)a  2. H(y1)b, H(y2)b , … , H(ym)b  

3. Exchange values 3. Exchange values 

4. Compute H(y1)ba, H(y2)ba , … , H(ym)ba  4. Compute H(x1)ab, H(x2)ab , … , H(xn)ab  

5. Send the values (with the same order) 

5. Compare each H(yi)
ba with each H(xj)

ab 

• More efficient approaches exist, based on oblivious transfer protocols (see, e.g. Pinkas et. al. – 2018) 

• Note that the values exchanged are fully compatible with the GDPR’s notion on pseudonymisation! 
• The additional information needed for re-indentification is indeed protected…. 
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• The basic idea: “Split” a secret s into n shares 
• Re-construction of s is possible only if any t + 1 parties exchange their information, but no less 

• First proposed by a pioneering work from Shamir (1979) 
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Secret sharing 

An example for n=4 and t=2 

• The “obvious” application is to protect the secret key 

• But it can also facilitate pseudonymisation 
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• “Split” an identifier ID into n shares 
• Re-construction of ID is possible only if any t + 1 parties exchange their information, but no less 

22 

Secret sharing (Cont.) 

An example for n=4 and t=2 

• Several applications have been proposed in this context  

• Again, this is compatible with the GDPR’s  notion on pseudonymisation! 

Original 
identifier 

Original 
identifier 

Original 
identifier ?? 

Pseudonyms Pseudonyms 
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• Ring signatures 
• Allowing to verify that a signature is valid and stems from a member of a 

group, but without being able to explicitly identify which member of the 
group is the actual signer 

• Zero-knowledge proofs 
• Allowing to prove that a statement is valid, without exposing anything else 

but the statement itself (i.e., such a statement is derived from secret 
information, but this piece of information is not revealed). 

• Homomorphic encryption 
• Allowing to perform (some) operations on encrypted data  

• *…+ 
• The term Privacy Enhancing Cryptography has been recently 

introduced (NIST, 2021) 

23 

Other advanced cryptographic techniques 

They may suffice to 
provide 
pseudonymisation 
(according to the 
GDPR) solutions for 
“challenging” 
scenarios 

Note that it is not, at a 
first glance, obvious that 
these cryptographic 
techniques can also be 
pseudonymisation 
techniques 
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• Recall the “famous” AOL incident…. 

• The risk of re-identification is not only a matter 
of reversing pseudonyms… 
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But, don’t forget… 

Conclusion 
• (Advanced) cryptographic techniques should be taken 

into account towards deciding which is the proper 
pseudonymisation technique 
• Depending on the context of the processing… 
• On a risk-based approach  
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