
EDPS Formal comments on the draft Proposal for a Commission Delegated
Regulation amending Commission Delegated Regulation (EU) 2018/389
supplementing Directive (EU) 2015/2366 of the European Parliament and of the
Council with regard to regulatory technical standards for strong customer
authentication and common and secure open standards of communication

THE EUROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the European Union,

Having regard to Regulation (EU) No 2018/1725 of the European Parliament and of the
Council of 23 October 2018 on the protection of individuals with regard to the processing of
personal data by the Community institutions and bodies and on the free movement of such
data (‘EUDPR’)1, and in particular Article 42(1) thereof,

HAS ADOPTED THE FOLLOWING FORMAL COMMENTS:

1. Introduction and background

1. The European Commission issued a draft Proposal for a Commission Delegated
Regulation amending Commission Delegated Regulation (EU) 2018/389
supplementing Directive (EU) 2015/2366 of the European Parliament and of the
Council with regard to regulatory technical standards for strong customer
authentication and common and secure open standards of communication (‘the draft
Proposal’).

2. The objective of the draft Proposal is to update the regulatory technical standards
(‘RTS’) adopted as Commission Delegated Regulation 2018/3892 (‘the Delegated
Regulation’) and applicable since 14 September 2019.

3. The existing RTS were adopted pursuant to Article 98(1) of Directive (EU) 2015/23663

(‘the PSD2 Directive’), which provides for the development by the European Banking

1 OJ L 295, 21.11.2018, p. 39.
2 Commission Delegated Regulation (EU) 2018/389 of 27 November 2017 supplementing Directive (EU)
2015/2366 of the European Parliament and of the Council with regard to regulatory technical standards for
strong customer authentication and common and secure open standards of communication (OJ L 69, 13.3.2018,
p. 23).
3 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation
(EU) No 1093/2010, and repealing Directive 2007/64/EC (OJ L 337, 23.12.2015, p. 35). See also the Opinion of the
European Data Protection Supervisor on a proposal for a Directive of the European Parliament and of the
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Authority (‘EBA’) of RTS on strong customer authentication (‘SCA’) and common and
secure open standards of communication. Article 98(5) of the PSD2 requires the
review and update of the RTS on a regular basis.

4. The present formal comments of the EDPS are issued in response to a consultation
by the European Commission of 2 May 2022, pursuant to Article 42(1) of Regulation
2018/17254 (‘EUDPR’).

5. These formal comments do not preclude any additional comments by the EDPS in
the future, in particular if further issues are identified or new information becomes
available, for example as a result of the adoption of other related implementing or
delegated acts5.

6. Furthermore, these formal comments are without prejudice to any future action that
may be taken by the EDPS in the exercise of his powers pursuant to Article 58 of the
EUDPR and are limited to the provisions of the draft Proposals that are relevant from
a data protection perspective.

2. Comments

2.1. New exemptions to the use of SCA

7. The EDPS notes that Article (1) of the draft Proposal, which would replace Article 10
of the Delegated Regulation by a new Article 10, introduces a modification to the
exemption to SCA applying when a customer uses an account servicing payment
service provider (‘ASPSP’) to directly access her or his payment account information
and that access is limited to either or both of the following items online without
disclosure of sensitive payment data:
(a) the balance of one or more designated payment accounts;

Council on payment services in the internal market amending Directives 2002/65/EC, 2006/48/EC and
2009/110/EC and repealing Directive 2007/64/EC, and for a Regulation of the European Parliament and of the
Council on interchange fees for card-based payment transactions.
4 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection
of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No
1247/2002/EC (OJ, 21.11.2018, L.295, p. 39).
5 In case of other implementing or delegated acts with an impact on the protection of individuals’ rights and
freedoms with regard to the processing of personal data, the EDPS would like to remind that he needs to be
consulted on those acts as well. The same applies in case of future amendments that would introduce new or
modify existing provisions that directly or indirectly concern the processing of personal data.
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(b) the payment transactions executed in the last 90 days through one or more
designated payment accounts.
In this case, the timeline for the mandatory renewal of the SCA is extended by the
amended Article 10 from 90 days to 180 days since the last time the payment service
user accessed online its payment account and SCA was applied6.

8. Article 1(2) of the draft Proposal would introduce a new Article 10a in the Delegated
Regulation, having regard to access by a customer to the payment account
information via an account information service provider (‘AISP’). In this case, the
payment service providers shall not apply SCA when a customer uses an AISP to
access her or his payment account information and that access is limited to either or
both of the following items online without disclosure of sensitive payment data:
(a) the balance of one or more designated payment accounts;
(b) the payment transactions executed in the last 90 days through one or more
designated payment accounts.

9. Also in this case (access via AISP), as laid down in case of direct access with the
ASPSP, the timeline for the mandatory renewal of the SCA is extended from 90 days
to 180 days since the last time the payment service user accessed online its payment
account and SCA was applied.
The EDPS also notes that in case of access via AISP payment service providers shall
be allowed to apply SCA where a payment service user is accessing the payment
account online and the payment service provider has objectively justified and duly
evidenced reasons relating to unauthorised or fraudulent access to the payment
account7.
Furthermore, ASPSP that offer the access interface8 shall be allowed to apply SCA for
the purpose of the contingency mechanism in case the access interface does not
perform in compliance with Article 32 of the Delegated Regulation, there is unplanned
unavailability of the interface and there is a systems breakdown9.

10. The EDPS recalls that the EDPB “Guidelines on the interplay of the Second Payment
Services Directive and the GDPR”10 stress that service providers should be held to
high standards, including strong customer authentication mechanisms and high
security standards for the technical equipment.

6 See Article 10(2)(b).
7 See Article 10a(3).
8 Interface referred to in Article 31 of the Delegated Regulation.
9 See Article 10a(4).
10 EDPB Guidelines 06/2020 on the interplay of the Second Payment Services Directive and the GDPR, Version
2.0 Adopted on 15 December 2022, paragraph 71, page 23.
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11. The EDPS notes that the draft Proposal is based on an extensive public consultation
where a plural set of stakeholders has expressed positive views on the amendments
introduced, as documented in the impact assessment performed by EBA11.

12. The EDPS agrees with the assessment conducted by EBA, namely that the changes
introduced by the draft Proposal strike the right balance between user-experience
and the high level of security that is required for payment services12. Therefore, the
EDPS does not have any further recommendations in this regard.

2.2. Absence of the reference to this consultation in a Recital of the draft Proposal

13. The EDPS notes the absence of the reference to this consultation in a Recital of the
draft Proposal. Hence, the EDPS recommends inserting such reference in a Recital of
the draft Proposal.

Brussels, 7 June 2022

(e-signed)
Wojciech Rafał Wiewiórowski

11 EBA Final Report, Draft Regulatory Technical Standards amending Commission Delegated Regulation (EU)
2018/389 supplementing Directive (EU) 2015/2366 of the European Parliament and of the Council with regard
to regulatory technical standards for strong customer authentication and common and secure open standards
of communication, EBA/RTS/2022/03, 5 April 2022 (‘EBA Final Report’).
12 EBA Final Report, paragraph 17, page 9. In particular, on the exemption from SCA for AISP, see paragraph 20,
page 9; on the modification of the SCA’s renewal frequency, see paragraph 27, page 11.


