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The European Data Protection Supervisor (EDPS) is an independent institution of the EU, responsible
under Article 52(2) of Regulation (EU) 2018/1725 ‘With respect to the processing of personal data… for
ensuring that the fundamental rights and freedoms of natural persons, and in particular their right to
data protection, are respected by Union institutions and bodies’, and under Article 52(3)‘…for advising
Union institutions and bodies and data subjects on all matters concerning the processing of personal
data’.

Wojciech Rafał Wiewiorówski was appointed as Supervisor on 5 December 2019 for a term of five years.

Under Article 42(1) of Regulation (EU) 2018/1725, the Commission shall ‘following the adoption of
proposals for a legislative act, of recommendations or of proposals to the Council pursuant to Article
218 TFEU or when preparing delegated acts or implementing acts, consult the EDPS where there is an
impact on the protection of individuals’ rights and freedoms with regard to the processing of personal
data’ and under Article 57(1)(g), the EDPS shall ‘advise on his or her own initiative or on request, all
Union institutions and bodies on legislative and administrative measures relating to the protection of
natural persons’ rights and freedoms with regard to the processing of personal data’.

This Opinion relates to the EDPS' mission to advise the EU institutions on coherently and consistently
applying the EU data protection principles. This Opinion does not preclude any future additional
comments or recommendations by the EDPS, in particular if further issues are identified or new
information becomes available. Furthermore, this Opinion is without prejudice to any future action
that may be taken by the EDPS in the exercise of his powers pursuant to Regulation (EU) 2018/1725.
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Executive Summary

The European Commission adopted on 8 December 2021 a Proposal for a Regulation of the
European Parliament and of the Council on automated data exchange for police cooperation
(“Prüm II”), amending Council Decisions 2008/615/JHA and 2008/616/JHA and Regulations (EU)
2018/1726, 2019/817 and 2019/818 of the European Parliament and of the Council (the so-called
‘Prüm Decisions’). The Proposal is part of a larger legislative package, referred to as ‘EU Police
Cooperation Code’, which also includes a Proposal for Directive of the European Parliament and
of the Council on information exchange between law enforcement authorities of Member States
(subject to a separate EDPS opinion), and Proposal for Council Recommendation on operational
police cooperation.

The objective of the Proposal is to enhance law enforcement cooperation and in particular the
information exchange between the competent authorities responsible for the prevention, detection
and investigation of criminal offences, by laying down the conditions and procedures for the
automated searching of DNA profiles, dactyloscopic data (fingerprints), facial images, police
records and certain vehicle registration data, as well as the exchange of data following a match.

While the EDPS understands the need for the law enforcement authorities to benefit from the best
possible legal and technical tools to detect, investigate and prevent crimes, he notes that the
proposed new Prüm framework does not clearly lay down essential elements of the exchange of
data, such as the types of crimes, which may justify a query, and is not sufficiently clear about the
scope of data subjects affected by the automatic exchange of data, e.g. whether the databases,
subject to a query, contain data only of suspects and/or convicted persons, or also data of other
data subjects, such as victims or witnesses.

The EDPS considers in particular that the automated searching of DNA profiles and facial images
should be possible only in the context of individual investigations into serious crimes, instead of
any criminal offence, as provided for in the Proposal. Furthermore, the EDPS considers necessary
to introduce in the Proposal common requirements and conditions concerning the data in the
national databases that are made accessible for automated searches, taking due account of the
obligation under Article 6 of the Law Enforcement Directive 680/2016 (LED) to make a distinction
between different categories of data subjects (i.e. convicted criminals, suspects, victims, etc.).

The EDPS is also concerned about the implications for the fundamental rights of the concerned
individuals by the proposed automated searching and exchange of police records. He considers
that the necessity of the proposed automated searching and exchange of police records data is not
sufficiently demonstrated. If such a measure is nevertheless adopted, even on voluntary basis, then
additional strong safeguards would be required to comply with the principle of proportionality. In
particular, given the data quality challenges, the future Regulation should, inter alia, explicitly
define the types and/or the seriousness of crimes that may justify an automated query in the
national police records.

Regarding the inclusion of Europol within the Prüm framework, the EDPS considers that his
comments and recommendations in Opinion 4/2021 on the Proposal for Amendment of the Europol
Regulation remain fully valid in the context of Prüm cooperation, in particular those related to the
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so-called “big data challenge”, i.e. processing by the Agency of large and complex datasets. The
EDPS would like to recall two of the key messages in the Opinion on Europol: with stronger powers
should always come a stronger oversight, and, equally important, any applicable exceptions in the
form of derogations should not be allowed to become the rule.

The Proposal provides for a complex architecture for the automated searching and exchange of
data within the Prüm framework with three separate technical solutions, developed and
maintained by three different entities. The EDPS considers that the Proposal should be more
explicit regarding the responsibility for the processing of personal data, in particular in EUCARIS,
which is not based on EU law and has an intergovernmental nature. In addition, the EDPS is of the
opinion that, given the scale and the sensitivity of the personal data processing, the proposed
horizontal governance model of the Prüm framework is not suitable and should be further
strengthened, e.g. by assigning a central coordination role to an EU entity, e.g. the Commission.

In addition, in the interest of legal certainty, the EDPS considers that the relationship of the data
protection rules in the Proposal with the existing legal framework on data protection in the EU, in
particular the LED and the Regulation (EU) 1725/2018 (EUDPR), should be explicitly clarified.

The Opinion also analyses and provides recommendations on a number other specific issues, such
as the link of the Prüm framework with the interoperability framework, the transfer of data to
third countries and international organisations, or the supervision of the processing operations for
the purposes of Prüm cooperation.
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THE EUROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article
16 thereof,

Having regard to the Charter of Fundamental Rights of the European Union, and in particular
Articles 7 and 8 thereof,

Having regard to Regulation (EC) No 2018/1725 of the European Parliament and of the Council of
23 October 2018 on the protection of individuals with regard to the processing of personal data by
the Community institutions and bodies and on the free movement of such data1, and in particular
Article 42(1) thereof,

HAS ADOPTED THE FOLLOWING OPINION:

1. Introduction

1. On 8 December 2021 the European Commission adopted a Proposal for a Regulation of the
European Parliament and of the Council on automated data exchange for police cooperation
(“Prüm II”), amending Council Decisions 2008/615/JHA and 2008/616/JHA and Regulations (EU)
2018/1726, 2019/817 and 2019/818 of the European Parliament and of the Council (the
‘Proposal’)2.

2. The Proposal is part of a larger legislative package, referred to as ‘EU Police Cooperation Code’,
which also includes:

- a Proposal for Directive of the European Parliament and of the Council on information
exchange between law enforcement authorities of Member States, repealing Council
Framework Decision 2006/960/JHA3, and

- a Proposal for Council Recommendation on operational police cooperation4.

3. The objective of the EU Police Cooperation Code, as stated by the Commission, is to enhance
law enforcement cooperation across Member States and in particular the information
exchange between the competent authorities5. In this regard, the Proposal lays down the
conditions and procedures for the automated searching of DNA profiles, dactyloscopic data
(fingerprints), facial images, police records and certain vehicle registration data and the
exchange of data following a match between authorities responsible for the prevention,
detection and investigation of criminal offences.

4. The Proposal, as well as the EU Police Cooperation Code more generally, is linked to the policy
goals of several EU strategic documents in the area of Justice and Home Affairs, in particular
the EU Security Union Strategy6, the EU Strategy to tackle Organised Crime 2021-20257 and
2021 Strategy on Schengen area8. Moreover, the proposals establishing the Police Cooperation
Code should be considered in the light of the ongoing reform of Europol and the growing role
of the Agency as a central criminal information hub of the Union, collecting and processing
ever-increasing amounts of data9.
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5. The Commission consulted the EDPS on the Proposal for Regulation Prüm II on 5 January 2022,
pursuant to Article 42(1) of Regulation (EU) 2018/1725. The comments and recommendations
in this Opinion are limited to the provisions in the Proposal that are most relevant from data
protection perspective.

2. General Comments

6. Terrorism and serious crime pose a serious threat within the European Union and globally and
their detection, prevention and prosecution undoubtedly represents an important objective of
the general interest, which may justify limitations on the exercise of the fundamental rights
and freedoms of the individual, in accordance with Article 52(1) of the EU Charter of
Fundamental Rights.

7. The EDPS understands the need for the law enforcement authorities to benefit from the best
possible legal and technical tools to accomplish their tasks, which are to detect, investigate
and prevent crimes and other threats to public security. In this regard, Article 87 TFEU
recognises police cooperation, including exchange of relevant information between the law
enforcement authorities, as an important instrument for the establishment of an area of
freedom, security and justice.

8. The aim of the current Opinion is to provide a fair and objective assessment of the necessity
and proportionality of the proposed measures, accompanied by a number of specific
recommendations for ensuring the right balance between the values and interests at stake.

9. The EDPS has already commented on the issue of automated data exchange in his 2007
Opinion on the legislative initiative of 15 Member States for adopting a Council Decision on
the stepping up of cross-border cooperation, particularly in combating terrorism and cross-
border crime10. Already then the EDPS pointed out the quite unusual legislative procedure
followed for the adoption of the Prüm legal framework, which had raised questions about its
transparency and democratic legitimacy.  The cross border exchange of information, in
particular DNA and fingerprints, was first stipulated as an intergovernmental treaty, the Prüm
Convention of 2005. Its subsequent integration in the EU legal framework in 2008 as Council
Decisions 2008/615/JHA and 2008/616/JHA actually avoided the standard legislative procedures
and instead was based on initiatives by certain Member States. Hence, it could be concluded
that with Proposal for Regulation Prüm II, this specific form of police cooperation will for the
first time be subject to a proper legislative scrutiny.

10. The EDPS notes with regret that 15 years after the first Opinion, his main concerns regarding
the necessity and proportionality of the initiative are still valid and are even further
exacerbated by the proposed significant extension of the scope of the automated exchange of
data. Neither further increase of security threats, nor development of European and
international law as well as no new technology implemented since 2007, changed the principal
concerns of the EDPS. In particular, the proposed legal framework does not clearly lay down
essential elements of the exchange of data, such as the types of crimes, which may justify a
query (search), especially of DNA profiles, i.e. any criminal offence or only more serious crimes.
In addition, the Proposal is not clear about the scope of data subjects affected by the automatic
exchange of data, i.e. whether the databases, subject to a query (search), contain (biometric)
data only of suspects and/or convicted persons, or also data of other data subjects, such as
victims or witnesses.
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11. These two elements play a very substantial role for the assessment of the proportionality of
Prüm framework, therefore they are subject to a detailed analysis in following part of this
Opinion, together with other aspects of Proposal that are considered relevant from data
protection perspective.

3. Specific Comments

3.1. Relationship with the existing legal framework on data protection

12. According to the Explanatory Memorandum, the legal basis for the Proposal are the following
provisions of the Treaty on the Functioning of the European Union (TFEU): Article 16(2), Article
87(2)(a) and Article 88(2). Article 87(2)(a) refers to measures on the collection, storage,
processing, analysis and exchange of relevant information to ensure police cooperation among
Member States’ competent authorities in relation to the prevention, detection and
investigation of criminal offences. Article 88(2) refers to Europol’s structure, operation, field of
action and tasks.

13. Under Article 16(2), the Union has the power to adopt measures relating to the protection of
individuals with regard to the processing of personal data by Union institutions, bodies, offices
and agencies and by Member States when carrying out activities which fall within the scope
of Union law,

14. In line with the jurisprudence of the CJEU, Article 16 TFEU provides an appropriate legal basis
in cases where the protection of personal data is one of the essential aims or components of
the rules adopted by the EU legislature11. At the same time, a comprehensive data protection
framework adopted on the basis of Article 16 TFEU already exists, consisting of Regulation
(EU) 2016/679 (GDPR), of Regulation (EU) 2018/1725 (EUDPR) and the Law Enforcement
Directive (LED)12. Therefore, in the interest of legal certainty, the relationship of the Proposal
with the existing legal framework on data protection in the EU should be explicitly clarified.

15. The EDPS notes that the Explanatory Memorandum to the Proposal states that “[a]s regards
Prüm, the applicable data protection legislation is Directive (EU) 2016/680”13. Furthermore,
according Commission Communication of 24 June 2020 on the way forward on aligning the
former third pillar acquis with data protection rules, one of the objectives of the revision of the
Prüm Decisions is to ensure “full alignment of the new Prüm Framework with the LED,
especially regarding the data protection safeguards”14.

16. The EDPS notes that Chapter 6 of the Proposal is specifically dedicated to data protection,
with legal provisions related to purpose limitation, accuracy, data retention, security,
supervision, penalties and others. Most of these provisions correspond to similar legal rules in
the LED and, respectively, in Chapter IX of the EUDPR. However, a clarification of the
relationship between the data protection rules in the Proposal for Regulation Prüm II, on the
one hand, and the horizontal rules of the LED (or the EUDPR with regard to Europol and eu-
LISA), on the other hand, is not provided for - neither in the recitals, nor in the operative part
of the Regulation. The EDPS stresses that the lack of legal clarity is not an abstract question
of legal technique but a substantial issue, which may have direct impact on the practical
implementation and enforcement of the data protection rules.
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17. Therefore, in the interest of clarity and certainty, the EDPS recommends specifying in the
Proposal that the provisions of Chapter 6 are without prejudice to the application of
both the LED and the EUDPR as regards the processing of personal data in the context
of law enforcement cooperation under Prüm framework.

3.2. Scope of the Proposal

18. According to Article 1, the Proposal would establish a framework for the exchange of
information between authorities responsible for the prevention, detection and investigation of
criminal offences. Pursuant to Article 3 of the Proposal, it would apply to the national
databases used for the automated transfer of the categories of DNA profiles, dactyloscopic
data, facial images, police records and certain vehicle registration data.

19. In order to assess the necessity and proportionality of the interference with the fundamental
right to the protection of personal data, in the light of Article 52(1) of the Charter, it is essential
to identify the personal and the material scope of the measures, i.e. the categories of data
subjects who will be directly affected, and the objective conditions which may justify an
automated query in the respective database of other Member States or of Europol.

20. Article 25, Article 33 and Article 39 of the Proposal refer to categories of data subjects whose
personal data may be subject to specific processing operations within the scope of Prüm
framework, namely ‘suspects’, ‘criminals’ or ‘perpetrators’. The EDPS notes that the
Regulation does not provide definitions of the categories of ‘suspects’, ‘criminal’ and
‘perpetrator’. Moreover, these terms deviate from the data subject categories laid down in the
Europol Regulation (‘persons who are suspected of having committed or taken part in a
criminal offence, or who have been convicted of such an offence’ and ‘persons regarding whom
there are factual indications or reasonable grounds to believe that they will commit criminal
offences’15), or in the Law Enforcement Directive (‘persons convicted of a criminal offence’16).

21. The EDPS underlines the importance of clearly defining the categories of data subjects, in
particular, where there is an intention to limit processing to specific data subject categories
due to the particularly intrusive nature of the measure, e.g. sharing of DNA profiles or police
records. Therefore, the EDPS considers that the data subject categories should be
aligned with the Law Enforcement Directive and the Europol Regulation in order to
avoid inconsistencies in application. In this context, references to ‘criminals’ or
‘perpetrators’ should therefore be replaced by ‘persons convicted of a criminal
offence’.

22. Article 33 of the Proposal would require Member States’ competent authorities and Europol to
keep a justification of the queries entered under the Prüm framework. The justification should
include the purpose of the query, link to the specific case or investigation and indication on
whether the query concerns a suspect or a ‘perpetrator’ of a criminal offence (the latter
understood as a ‘person convicted of a criminal offence’).

23. However, there is no obligation to provide, as part of the justification, a reference to the specific
criminal offence to which the individual is suspected of having committed, or been convicted.
As explained later on in the Opinion, in line with the case law of the CJEU, a serious
interference with fundamental rights could be justified only if related to a serious crime17.
Therefore, in order to ensure the necessity and proportionality of the processing, and reduce
the risks of possible abuse, the EDPS recommends adding to the justification required
under Article 33(2) information about the specific criminal offence.
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3.3. Automated searching of DNA profiles

24. One of the key novelties in the field of police cooperation, introduced with the Prüm
framework (the Prüm Convention and the Prüm Decisions), has been the automated searching
of DNA profiles. The EDPS already observed in his 2007 Opinion that in fact the Prüm
Convention had been set up as a ‘laboratory’ for cross border exchange of information, in
particular DNA analysis files, which had enabled the Member States to experiment with such
exchange18.

25. According to Article 4 of the Proposal, ‘DNA profile’ means a letter or number code, which
represents a set of identification characteristics of the non-coding part of an analysed human
DNA sample, the particular molecular structure at the various DNA locations; where ‘non-
coding part of DNA’ means chromosome regions not genetically expressed, i.e. not known to
provide for any functional properties of an organism. Respectively, the DNA profiles exchanged
under the Prüm framework represent biometric data. In this regard, the EDPS recalls his
consistent position that that the collection and storing of biometric personal data, given their
very nature and sensitive character, entails higher risks for data subjects and should always be
accompanied by stringent safeguards19.

26. The EDPS is particularly concerned by the fact that the Proposal fails to clearly spell out
common conditions and requirements with regard to the justification of an automated
searching of DNA profiles. Article 6 of the Proposal defines the scope generally to
“investigation of criminal offences” and refers to the compliance with national law. However,
assessments by both the Council20 and the European Parliament21 have revealed significant
discrepancies among Member States regarding the material and personal scope of their
national DNA databases. For instance, while the majority of Member States allow access to
DNA data of convicted criminals and suspects, there are some countries, which extend the
scope also to data of crime victims and relatives of missing persons22.

27. In addition, the case law of the European Court of Human Rights (ECtHR) reveals considerable
differences in the national practices concerning the retention periods of the DNA profiles23. In
fact, the legislation of two current EU Member States even provide for indefinite retention of
DNA profiles following a conviction for a minor criminal offence24.

28. The Explanatory Memorandum to the Proposal recalls the case law the Court of Justice of the
EU (CJEU), according to which the right to the protection of personal data is not an absolute
right but must be considered in relation to its function in society25. It also refers to the criteria
in Article 52(1) of the EU Charter of Fundamental Rights regarding possible limitations on the
exercise of the fundamental rights and freedoms, in particular the requirements of necessity
and proportionality26.

29. The EDPS agrees that the investigation of criminal offences represents an important objective
of general interest, which may justify such limitations. At the same time, he recalls that the
principle of proportionality requires that serious interference with fundamental rights – in this
case access to highly sensitive category of biometric data like DNA – can only be justified in
situations where the crime is also be considered ‘serious’27.

30. Therefore, the EDPS considers that the envisaged Regulation should introduce common
conditions and requirements for automated searching of DNA profiles, which correspond to
the sensitive nature of the processed data and level of intrusiveness of this form of police
cooperation. The EDPS considers in particular that the automated searching of DNA
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profiles should only be possible in the context of individual investigations of serious
crimes, and not of any criminal offence, as provided for in the Proposal. Furthermore,
taking due account of the obligation under Article 6 of the Law Enforcement Directive
680/2016 (LED) to make a distinction between different categories of data subjects
(i.e. convicted criminals, suspects, victims, etc.). The Proposal should specify the
categories of data subjects whose DNA profiles, stored in the national DNA databases, would
be made accessible for automated searches. It is the view of the EDPS that access to data of
other categories than convicted criminals or suspects requires a detailed justification, as data
from such other categories are usually collected for limited purposes.

3.4. Automated searching of facial images

31. The Proposal aims to extend the scope of automated searches by introducing the exchange of
facial images in the Prüm framework28. The definitions in Article 4(10) and 4(11) clarify that
“facial image” means digital image of the face and thus biometric data. Hence, the already
made observations about the sensitive character of biometric data, the higher risks for data
subjects and the need for stringent safeguards fully apply in the case of automated searching
of facial images in the context of Prüm.

32. The exchange of facial images in the Prüm framework for police cooperation raises additional
challenges, which are specific for this type of biometric data. The EDPS recalls the concerns of
the EDPB, expressed in 2020 in a letter to Members of the European Parliament29,  about the
“great risk that Member States could disproportionately collect and process vast amount of facial
recognition data, as the difference between DNA and fingerprint data on the one hand and facial
recognition data on the other is, inter alia, that the latter data can be collected much more easily
and also without the knowledge of the data subjects.” In this regard the EDPB called for a
thorough impact assessment, in order to ensure that the necessity and proportionality of such
measure, and the essence of the fundamental right to data protection are respected.

33. The above-mentioned study by the EP LIBE committee30 reached similar conclusions about the
“acute fundamental rights implications of searches by facial images”, recommending, inter alia,
clarity about the sources of facial images and data protection safeguards ensuring that “the
quality of facial images is high enough to prevent the risk of increased false matches, which
may lead to discriminatory practices”. In addition, the study urged that “the specific purposes
for searching facial images should also be circumscribed so as to prevent wide-ranging
surveillance practices at the national level”.

34. The EDPS notes the assurances by the Commission in the Impact Assessment Report
accompanying the Proposal31, such as that “the exchange of facial images under the Prüm
framework does not provide for a remote biometric identification system to be used in publicly
accessible spaces”32 and that “there would be no profiling entailed”. However, none of these
safeguards is provided for in the Proposal itself, which only refers to the “compliance with the
national law of the requesting Member State”.

35. The EDPS also notes that automated searching of facial images is not limited only to serious
crimes but could be carried out for the prevention, detection and investigation of any criminal
offences, even a petty one. Given the risks for the fundamental rights and freedoms of the
affected individuals, already explained above, the EDPS has serious doubts whether this type
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of exchange of biometric data in its current form could meet the requirements of necessity and
proportionality.

36. Therefore, the EDPS considers that the Proposal should be further developed for what
concerns the safeguards for the fundamental rights of the data subjects in the case of
exchange of facial images, by laying down common requirements and conditions
concerning the automated searching of facial images stored in national databases. In
particular, in line with the obligation under Article 6 LED to make a distinction
between different categories of data subjects, only the facial images of convicted
criminals and suspects should be made available for queries. In addition, automated
searching of facial images must be limited only to individual investigations of serious
crimes, and not of any criminal offence, as provided for in the Proposal.

3.5. Automated searching and exchange of police records

37. The Proposal would bring about another substantial change of the Prüm framework, namely
is the possibility for automated searching and exchange of police records33. While this element
does not concern biometric data, such as DNA or facial images, it nevertheless raises serious
concerns with regard to the impact on the fundamental rights and freedoms of the affected
individuals.

38. In this context, issues of particular importance for the assessment of the necessity and
proportionality of the initiative are the definition of what constitutes a police record; the
amount of information included in the index; the retention period of a police record; the
purposes for which it may be used; and the authorities that could access such it34.

39. The definition in Article 4(16) of the Proposal defines police records as “any information
available in the national register or registers recording data of competent authorities, for the
prevention, detection and investigation of criminal offences”. The criteria for entering and
storing data about an individual in a police record are left entirely to Member States’ and their
national rules. The fact that pursuant to Article 25(1) of the Proposal the automated exchange
of police records under Prüm would be limited to “biographical data of suspects and criminals
from their national police records indexes established for the investigation of criminal
offences” does not provide more clarity about the material and personal scope of the proposed
personal data processing.

40. The EDPS notes once again that the proposed automated exchange is not related and
conditioned to the seriousness of the criminal offence, i.e. it might be justified by both an
investigation of a terrorist act and of a (minor) traffic violation, if criminalised under national
penal law. Furthermore, the Impact Assessment accompanying the Proposal does not mention
any study about the quality of the data in the national police records, in particular to what
extent the data are adequate, relevant and not excessive in relation to the purposes for which
they are processed.

41. The EDPS recalls that, in accordance with Article 7 LED, the competent law enforcement
authorities  have to distinguish between personal data based on facts, as far as possible, from
personal data based on personal assessments. In the same vein, in all cases of transmission of
personal data, the necessary information enabling the receiving competent authority to assess
the degree of accuracy, completeness and reliability of personal data, and the extent to which
they are up to date, should be added.
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42. Moreover, it should be borne in mind that national police records may contain data that have
not been reviewed by a judicial authority, e.g. criminal intelligence about a potential ‘suspect’
in a crime, which may have not been further pursued and formally investigated for various
reasons. Thus the proposed exchange of data from police records differs substantially from the
existing system for exchange of information about convictions from the national criminal
records - the European Criminal Records Information System (ECRIS)35.

43. The risks for the fundamental rights of the affected individuals by the processing of data in
the national police records have been examined by the ECtHR, which have found in a number
of cases violation of Article 8 ECHR36. Therefore, the EDPS believes that the proposal to expand
the Prüm framework with automated searching and exchange of police records should be
subject to a more detailed and thorough impact assessment. The fact that the participation in
the exchange of police records is voluntary, subject to the decision of each Member State37, is
not sufficient to mitigate the risks for the data subjects, and might even be interpreted as an
indication of the doubts the Commission itself has about this aspect of the Proposal.

44. The EDPS positively notes the proposed use of pseudonymisation for the purpose of automatic
exchange of police records. According to Article 25 (2) of the Proposal, all search data apart
from the date of birth and gender would be pseudonymised. While the EDPS welcomes the
envisaged practical application of the principles of data protection by design, he nevertheless
reminds that pseudonymised data are still personal data and need to comply with the rules on
data protection.

45. The EDPS draws the attention on another important aspect, which may have an impact on the
right to protection of personal data, namely the quality of matches as a result of automatic
searching of police records. Since most of the data would be pseudonymised and there would
be obligatory and optional search fields38, the EDPS highlights the need for effective tools and
measures to assess and guarantee the quality of matches, thus avoiding, inter alia, false hits.
In addition, the EDPS invites the Commission to provide more information on the
pseudonymisation method(s) (e.g. in the implementing act stipulated in Article 44(7) of the
Proposal)39.

46. In view of all these considerations, the EDPS considers that the necessity of the proposed
automated searching and exchange of police records data is not sufficiently
demonstrated. In this regard, the Impact Assessment accompanying the Proposal does
not provide convincing evidence that this measure will be genuinely effective and the
least intrusive for the fundamental rights at stake, including the data protection risks
introduced by the proposed new processing activity40.

47. If the co-legislators nevertheless decide that it should become part of the Union law, even on
voluntary basis, then additional strong safeguards are likely to be required to comply
with the principle of proportionality41. While technical measures like
pseudonymisation are welcome, they are not sufficient. The future Regulation should
at least lay down the types and/or seriousness of crimes that may justify an automated
search in the national police records, without prejudice to the need for additional
safeguards to address the data quality challenges that would inevitably arise.

3.6. The role of Europol

48. Chapter 5 of the Proposal provides for the inclusion of Europol within the Prüm framework,
enabling Member States to access third country-sourced biometric data stored by Europol
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(Article 49) and enabling Europol to check third-country sourced data against the national
databases of Member States (Article 50). Furthermore, Europol would be responsible for the
development and the technical management of the European Police Records Index System
(EPRIS) - the tool for automated searching of police records (Article 64).

49. According to Recital 13 of the Proposal, “[i]n recent years, Europol has received a large amount
of biometric data of suspected and convicted terrorists and criminals from several third
countries. Including third country-sourced data stored at Europol in the Prüm framework and
thus making this data available to law enforcement authorities is necessary for better
prevention and investigation of criminal offences”.

50. The EDPS recalls the ongoing legislative process aimed at strengthening and expanding the
mandate of Europol, which has entered its final stage42. The EDPS provided his comments and
recommendations in Opinion 4/2021 on the Proposal for Amendment of the Europol
Regulation43, as well as in the subsequent remarks to the co-legislator44. Those
recommendations remain fully valid in the context of the envisaged participation of
Europol in the Prüm framework, in particular those related to the so-called “big data
challenge”, i.e. processing by the Agency of large and complex datasets. The EDPS
would like to recall two of the key messages in the Opinion on Europol: That is, on
the one hand, that with stronger powers there should always come a stronger
oversight, to be provided for by the co-legislators. On the other hand, and equally
important, the exceptions and derogations granted to Europol should not be allowed
to become the rule.

51. Furthermore, according to Article 49(1) of the Proposal, Member States will have access to and
be able to search biometric data, which has been provided to Europol by third countries for the
purposes of Article 18(2), points (a), (b), and (c) of the Europol Regulation. The EDPS notes that
almost all personal data provided by third countries to Europol would fall under one of the
purposes listed under Article 18(2), points (a), (b) and (c) and therefore this condition serves as
no limitation to searches by Member States. Access should, however, be compliant with the
conditions under which third countries have shared personal data with Europol (e.g. prior
authorisation for onward transmission, where relevant), therefore Article 49 should include a
reference to this requirement.

52. In addition, as third countries may share biometric data with Europol on a wider set of data
subject categories (contacts, associates, victims), the EDPS recommends clarifying the
personal scope, i.e. specifying the data subject categories subject to queries under
Article 49 and Article 50.

53. The Proposal would lay down provisions for the keeping of logs by Member States and Europol
of data processing operations under the Prüm framework (Articles 20, 40, 45) as well as a record
of the justifications of the queries that competent authorities and Europol make (Article 33).
Logs provide for data protection monitoring, checking the admissibility of a query and the
lawfulness of data processing, including by the supervisory authorities and the EDPS in
accordance with Article 56, 60 and 61 of the Proposal. The Proposal stipulates that the above-
described logs and justifications should be erased one year after their creation. Where those
Articles concern Europol, the EDPS notes that this retention period deviates from the three-
year retention period accorded to logging and documentation laid down in Article 40 of the
Europol Regulation. The EDPS recommends alignment of the retention periods for logs,
in order to ensure consistency with the Europol Regulation and to allow for effective
supervision and investigation of data subject complaints.
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3.7. Transfer of personal data to third countries and international organisations

54. According to Article 62 of the Proposal, “[d]ata processed in accordance with this Regulation
shall not be transferred or made available to third countries or to international organisations
in an automated manner”. Taking into account the comments under 3.1 above about the
relationship between the data protection safeguards in the Proposal and the general data
protection legal framework of the EU, the EDPS stresses that any transfer to a third
country or an international organisation must be in full compliance with Chapter V
of the LED and the relevant provisions of Regulation (EU) 2016/794.

3.8. Technical solutions for exchange of data and governance model

55. The Proposal envisages a complex architecture for the automated searching and exchange of
data within the Prüm framework with three separate technical solutions:

- a central router for exchange of DNA profiles, dactyloscopic data and facial images;

- European Police Records Index System (EPRIS) for exchange of police records; and

- European Vehicle and Driving Licence Information System (EUCARIS) for the exchange of
vehicle registration data.

56. Each of the above-mentioned tools would be developed and maintained by a different entity:
the router by the EU Agency for the Operational Management of Large-Scale IT Systems in
the Area of Freedom, Security and Justice (eu-LISA) and the EPRIS by Europol. The EUCARIS
is already existing and, unlike the previous two systems, in not based on EU legal act but has
an intergovernmental nature - the EUCARIS Treaty45.

57. The EDPS notes that the Proposal attempts to address the complexity of the governance model
in Chapter 7, dedicated specifically on the responsibilities of the various actors. In addition,
according to Article 53, eu-LISA and Europol are declared as processors, respectively for the
router and EPRIS. The EDPS considers that the current provisions are not sufficient and should
be further developed.

58. The EDPS underlines the need for a clear distinction of data protection roles. While Member
States and Europol will retain ‘ownership’46 of the exchanged personal data (as controllers),
there could be situations where the Agency and one or more Member States would act as joint
controllers. Furthermore, proposed assignment of eu-LISA and Europol as processors creates
uncertainty about the responsibilities in case of personal data breach, e.g. which supervisory
authority should be informed, but also who should inform the data subjects, if needed. The
EDPS reminds that biometric data are of sensitive nature and in case of a personal data breach,
it would most probably result in high risk for the data subjects. Notwithstanding any legal
basis to delay, restrict or omit notification to the data subjects, e.g. to avoid obstructing
investigations, the data breach notifications to the data subjects should be thoroughly
assessed, documented and followed upon.

59. The EDPS also notes the provision of Recital 9, last sentence, that there will be no central
component needed for the communication via EUCARIS as each Member State will
communicate directly to the other connected Member States, as well as Article 19(2), according
to which the information exchanged via EUCARIS should be transmitted in encrypted form.
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However, the EDPS considers that the Proposal should explicitly lay down the
responsibility for the processing of personal data in EUCARIS.

60. In addition, the EDPS is convinced that, given the scale and the sensitivity of the
personal data processing, the current horizontal governance model of the Prüm
framework is not suitable and should be further strengthened, e.g. by assigning a
central coordination role to a EU entity, such as the Commission.

3.9. Interoperability

61. Another important element of the Proposal which requires careful analysis of its fundamental
rights implications, is the alignment of the Prüm framework with the interoperability
framework of the EU information systems in the area of justice and home affairs47.

62. Interoperability is the ability of the information systems to exchange data and share
information. To this end, the interoperability regulations introduced several new components,
including Common Identity Repository (CIR) and European Search Portal (ESP). The CIR
would store the personal data that are necessary to enable the identification of the individuals
whose data are stored in the interoperable systems, including their identity data, travel
document data and biometric data, regardless of the system in which the data were originally
collected. The ESP would act as a single window or ‘message broker’ to search the various
central systems and retrieve the necessary information.

63. The EDPS is convinced that interoperability should be viewed first and foremost as a policy
choice, not as a technological solution, due to its far-reaching legal and societal consequences.
As we live in a data-driven world, it is not surprising that the Union policy in the area of
freedom, security and justice rely more and more on effective and efficient information
sharing. However, the EU legal framework must ensure that any limitations to the
fundamental rights of all affected individuals apply only in so far as is strictly necessary.

64. Pursuant to Article 39 of the Proposal, the users of the router referred to in Article 35 of the
Proposal may launch a query to Member States’ databases and Europol data simultaneously
with a query to the Common Identity Repository where the relevant conditions under Union
law are fulfilled and in accordance with their access rights. For this purpose, the router shall
query the Common Identity Repository via the European Search Portal. The simultaneous
queries may only be launched in cases where it is likely that data on a suspect, perpetrator or
victim of a terrorist offence or other serious criminal offences are stored in the Common
Identity Repository.

65. The EDPS recalls that the Common Identity Repository contains the identity data
(alphanumeric information) of the data subjects, logically separated per originating IT system,
while biometrics are stored in the shared Biometric Matching Service (sBMS). The latter stores
only fingerprints and facial images, not DNA profiles. This fact should be taken into account
by eu-LISA when developing the communication infrastructure between the Prüm framework
and the interoperability architecture.

66. Furthermore, the EDPS draws the attention to the fact that facial images from the national
databases, subject to automated searches in the context of Prüm, may differ from the ones
stored in the EU large scale IT systems (e.g. VIS, EES) in terms of format and quality. In this
regard, there are questions about the performance of the biometric matching algorithm of
sBMS when matching facial images of data of suspects captured under different conditions,
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e.g. by a security camera, with facial images taken in controlled environment, e.g. in a booth
during visa procedure. Appropriate measures should be developed and implemented to
address the risks stemming from low performance of matching algorithms.

67. Finally, the EDPS notes that Article 30 of the Proposal, which delegates to the Commission the
power to adopt implementing acts in order to specify the technical arrangements, does not
include the interoperability element under Article 39. Therefore, the EDPS invites co-
legislator to consider the need for a specific implementing or delegated act on
interoperability.

3.10. Supervision

68. The exchange of data, including biometric data, under the Prüm framework represents serious
interference with the right to protection of personal data and obliges strict and effective
supervision at national and Union level. The EDPS therefore welcomes the approach in
Article 61 of the Proposal, which refers to the coordinated supervision model between
the national supervisory authorities and the EDPS, established with Article 62 of
Regulation (EU) 2018/1725. The latter provides for regular and structured cooperation within
the framework of the European Data Protection Board.

69. The EDPS also positively notes the obligation under Article 60(1) of the Proposal for regular
audits of the personal data processing operations by eu-LISA and Europol for the purposes of
the Regulation Prüm II. At the same time, he considers that the requirement for regular
audits should be extended and should cover also personal data processing operations
at national level. In this regard, in order to guarantee the effectiveness of the supervision,
the EDPS recalls the need for the supervisory authorities to be provided for with
sufficient human and technical resources48.

70. The EDPS notes that Article 60(2) of the Proposal refers to some of the supervisory powers of
the EDPS vis-a-vis eu-LISA and Europol, namely unrestricted access to documents and
premises. However, in the absence of clear provisions on the relationship between this
Regulation and the existing data protection legal framework, in particular the EUDPR and the
LED, as explained under 3.1 above, there is a risk for restrictive interpretation of the powers of
the EDPS. Therefore, Article 60(2) of the Proposal should be amended to refer to the
powers of the EDPS pursuant to Article 58 EUDPR in general, and not only to some of
them.

71. Chapter 9 of the Proposal would lay down provisions for the authorities concerned to obtain
reports and statistics in order to assess the efficiency of cooperation under the framework.
Statistics should include, in particular, the numbers of queries and the numbers of matches.
The EDPS believes that reporting on the accuracy of hits by the requesting Member
State/Europol, would be highly valuable to measure the effectiveness of Prüm,
particularly where it concerns matches of biometric data, such as facial images.
Therefore, he recommends including explicitly this element in the statistics.

72. According to Article 55 of the Proposal, eu-LISA and Europol have to notify CERT-EU of any
security incidents involving significant cyber threats, vulnerabilities or incidents. In this regard,
the EDPS reminds that this obligation is without prejudice to the obligation of the EU
institutions, bodies and agencies to notify personal data breaches to the EDPS,
pursuant to Article 92 and 34 of the EUDPR.
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4. Conclusions

73. The proposed new Prüm framework does not clearly lay down essential elements of the
exchange of data, such as the types of crimes, which may justify a query (search), especially
of DNA profiles, i.e. any criminal offence or only more serious crimes. In addition, the Proposal
is not clear about the scope of data subjects affected by the automatic exchange of data, i.e.
whether the databases, subject to a query, contain data only of suspects and/or convicted
persons, or also data of other data subjects, such as victims or witnesses.

74. In order to ensure the necessity and proportionality of the interference with the fundamental
right to the protection of personal data, in the light of Article 52(1) of the Charter, it is essential
to clarify the personal and the material scope of the measures, i.e. the categories of data
subjects who will be directly affected, and the objective conditions which may justify an
automated query in the respective database of other Member States or of Europol.

75. The EDPS considers in particular that the automated searching of DNA profiles and facial
images should only be possible in the context of individual investigations of serious crimes,
and not of any criminal offence, as provided for in the Proposal. Furthermore, in line with the
obligation under Article 6 LED to make a distinction between different categories of data
subjects, the Proposal should provide for a limitation of the categories of data subjects whose
DNA profiles and facial images, stored in the national databases, should be made accessible
for automated searches, considering especially the inherent purpose limitation for data from
other categories than convicted criminals or suspects.

76. The EDPS considers that the necessity of the proposed automated searching and exchange of
police records data is not sufficiently demonstrated. If such measure is nevertheless adopted,
even on voluntary basis, then additional strong safeguards would be required to comply with
the principle of proportionality. In particular, given the data quality challenges, which cannot
be solved by technical measures like pseudonymisation alone, the future Regulation should as
a minimum lay down the types and/or seriousness of crimes that may justify an automated
search in the national police records.

77. Regarding the inclusion of Europol within the Prüm framework, the EDPS considers that his
comments and recommendations in Opinion 4/2021 on the Proposal for Amendment of the
Europol Regulation remain fully valid in the context of Prüm cooperation, in particular those
related to the processing of large datasets by the Agency. In addition, the EDPS recommends
clarifying the personal scope, i.e. specifying the data subject categories subject to queries under
Article 49 and Article 50, as well as alignment of the retention periods for logs, in order to
ensure consistency with the Europol Regulation.

78. The Proposal provides a complex architecture for the automated searching and exchange of
data within the Prüm framework with three separate technical solutions, developed and
maintained by three different entities. Moreover, one of them - EUCARIS - in not based on EU
legal act but has an intergovernmental nature. Therefore, the EDPS considers that the Proposal
should explicitly address the responsibility for the processing of personal data in EUCARIS. In
addition, the EDPS considers that, given the scale and the sensitivity of the personal data
processing, the current horizontal governance model of the Prüm framework is not suitable
and should be further strengthened, e.g. by assigning a central coordination role to a EU entity,
such as the Commission.

79. Another important element of the Proposal, which requires careful analysis of its fundamental
rights implications, is the alignment of the Prüm framework with the interoperability
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framework of the EU information systems in the area of justice and home affairs. The EDPS
invites co-legislator to consider the need for a additional rules in this regard, e.g. in an
implementing or delegated act, which should address specific challenges such as the quality
and the performance of the matching algorithms for facial images.

80. Taking into account that the legal basis of the Proposal includes, inter alia, Article 16 TFEU, in
the interest of clarity and certainty, the EDPS recommends specifying in the Proposal that the
data protection provisions in Chapter 6 are without prejudice to the application of the LED
and the EUDPR, as regards the processing of personal data in the context of law enforcement
cooperation under Prüm framework.

81. Furthermore, the EDPS considers that the requirement for regular audits of the personal data
processing operations for the purposes of the Regulation Prüm II should be extended and
should cover also personal data processing operations at national level. In this context, the
EDPS recommends that Article 60 (2) of the Proposal refers generally to the powers of the
EDPS, pursuant to Article 58 EUDPR, and not only to some of them.

Brussels, 2 March 2022

[e-signed]
Wojciech Rafał WIEWIÓROWSKI
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