To:

CC: dataprotectionoffice
; <dataprotectionoffice@frontex.europa.eu>; ||| |

Sent at: 26/01/18 17:10:36
Subject: FW: Some more technical data about FAR

Dear NN

| am writing on behalf of | | . to provide you with the requested
information:

1. the CERT-EU Test report - please find it attached

2. descriptive list of the adopted and planned measures to address the vulnerabilities
detected by the previous assessment:




3. Is there any Application Level Firewall or any other security measure that could
prevent injection attacks (e.g. SQL injection)?:

What concrete measures we have to avoid SQL injection in SharePoint are:
1

Please feel free to contact i}, if you need any further information.

Best regards,

= FRONTEX H

EUROPEAN BORDER AND COAST GUARD AGENCY

Frontex - European Border and Coast Guard Agency - Plac Europejski 6, 00-844 Warsaw, Poland - Tel: +48 22 205
9500 - Fax: +48 22 205 9501 - www.frontex.europa.eu

DISCLAIMER: This e-mail message, including any attachments, cannot be construed as automatically constituting any
form of commitment by Frontex, unless its contents clearly indicate otherwise. It is intended solely for the use of the
addressee(s). Any unauthorised disclosure, use or dissemination, either in whole or in part, is prohibited. If you have
received this message in error, please notify the sender immediately via e-mail and delete the e-mail from your system.

From: I

Sent: 17 January 2018 17:11
To: I

0@t 0 |
I i taprotectionoffice
<dataprotectionoffice@frontex.europa.eu>

Subject: RE: Some more technical data about FAR

Hola I

As soon as we have the information gathered | will pass it on to you.
If there is any other thing you might need, please feel free to ask us about it.




From: I

Sent: 17 January 2018 16:50

To: [
0000000000000 |

cc: I

Subject: Some more technical data about FAR

Dear I

| hope had a nice trip back to Warsaw.

To conclude with my part of the prior check, | would like you to provide me the
following technical info about FAR:

Copy of the results of the vulnerability assessment conducted by EUCERT to FAR.

2. A descriptive list of the adopted and planned measures to address the
vulnerabilities detected by the previous assessment.

3. Is there any Application Level Firewall or any other security measure that
could prevent injection attacks (e.g. SQL injection)?

Thanks for your collaboration,

Xabier Lareo Léopez de Vergara

Technology and security officer

| Tel. (+32) 228 31855 | >
xabier.lareo@edps.europa.eu

European Data Protection Supervisor

Postal address: Rue Wiertz 60, B-1047 Brussels

Office address: Rue Montoyer 30, B-1000 Brussels

1 @EU_EDPS [# www.edps.europa.eu

This email (and any attachment) may contain information that is internal
or confidential. Unauthorised access, use or other processing is not
permitted. If you are not the intended recipient please inform the sender
by reply and then delete all copies. Emails are not secure as they can be
intercepted, amended, and infected with viruses. The EDPS therefore
cannot guarantee the security of correspondence by email.
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