











Introduction

* Personal data breach obligations vary depending on whether the International
Organisation (l10) is granted Privileges and Immunities, has its own data protection
framework or is subject to specific privacy regulations (e.g., GDPR)

* Inany case, the IO must have a tailored and effective Data Breach Management
Policies and Procedures in order to minimize the risk/harm for individuals, assure

business continuity and safeguard the IO’s reputation

* Today we will discuss Data Breach Management under GDPR, but the reflections
can be applied mutatis mutandis to other cases
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Severity < 2

Low

Individuals either will not be affected or may encounter a few inconveniences, which they
will overcome without any problem (time spent re-entering information, annoyances,
irritations, etc.).

2 < Severity <3

Individuals may encounter significantinconveniences, which they will be able to overcome
despite a few difficulties (extra costs, denial of access to business services, fear, lack of
understanding, stress, minor physical ailments, etc.).

3 < Severity <4

High

Individuals may encounter significant consequences, which they should be able to
overcome albeit with serious difficulties (misappropriation of funds, blacklisting by banks,
property damage, loss of employment, subpoena, worsening of health, etc.).

4 < Severity

Very High

Individuals may encounter significant, or even irreversible, consequences, which they may
not overcome (financial distress such as substantial debt or inability to work, long-term
psychological or physical ailments, death, etc.)




















































































