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Data protection aspects in 
Blockchains

 

European Commission



EU 'gold standard' for blockchain:

• Environmental sustainability

• Data protection

• Digital Identity

• Cybersecurity

• Interoperability
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Data refer to 2021. Source: Blockchain Market Size, Growth | Global Forecast Report [2029] (fortunebusinessinsights.com)

Global blockchain market share by sector

Banking, Financial Services, and Insurance

Energy and Utilities

Government

Healthcare and Life Sciences

Manufactoring

Telecom, Media and Entertainment

Retail and Consumer Goods

Travel and Transportation

Others



Data protection

• Does data envisaged to be on the blockchain contain personal data?

• Principles of fairness, lawfulness, transparency, purpose limitation, 
data minimization, accuracy, storage limitation

• “Miners” and the concepts of controller, joint controller and 
processor

• Data subject rights





Digital Transformation and 
Data Protection: an Oxymoron?

The challenges of cloud

EDPS - WFP Conference on Data Protection within International 
Organisations

12-13 May 2022

(Supervision and 
Enforcement Unit at the EDPS)





WHAT ARE THE CHALLENGES and how to approach them?

➢ WHO ARE YOU, WHAT DO YOU DO, WHY DO YOU DO IT – Know yourself

➢ WHAT DO YOU WANT – Know enough from the start about your use case

➢ WHO DOES WHAT – Clarify roles and responsibilities

➢ WHO IS ACCOUNTABLE – Take informed decisions to be in control

➢ HOW TO GO TO CLOUD – Have a comprehensive data protection strategy



WHAT ARE THE CHALLENGES and how to approach them?

➢ WHAT ARE YOU GETTING INTO – Carry out risk assessments

➢ WHEN & WHERE TO INCLUDE DATA PROTECTION –

Embed data protection principles and safeguards in procurement, processing 

& all that supports it

➢ HOW TO SELECT THE RIGHT SERVICE & PROVIDER – Impose requirements 

during procurement

➢ HOW TO GET THE RIGHT TERMS & CONDITIONS – Be in control, get informed 

& take action



WHAT CAN GO WRONG?

 your data may be processed for further incompatible purposes

 your data will end up in unknown locations, with unknown sub-processors

 security of processing compromised

 onward transfers to further third parties

 unauthorized access – including foreign public authorities

 unilateral amendments – applicable law, substantial conditions change

 other law, foreign jurisdiction applicable – not providing for equivalent
level of protection for people as you would under your rules

 unauthorized access to your premises, access to confidential data

You are responsible for the processing








