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Overview 

This document provides the detailed technical specification for cryptographic key scheduling for a new 

privacy-preserving Bluetooth protocol to support Contact Tracing. Contact Tracing makes it possible to 

combat the spread of the COVID-19 virus by alerting participants of possible exposure to someone 

who they have recently been in contact with, and who has subsequently been positively diagnosed as 

having the virus. This specification complements the Bluetooth specification that contains further 

information about the scheduling of the advertisements and the higher-level lifecycle of the protocol.
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External Functions 

Concatenation 

We use the symbol  to denote concatenation. 

HKDF 

HKDF designates the HKDF function as defined by IETF RFC 5869, using the SHA-256 hash function: 

 

HMAC 

HMAC designates the HMAC function as defined by IETF RFC 2104, using the SHA-256 hash 

function: 

 

Truncation 

Truncate defines a truncation function: 

 

The Truncate function returns the first L bytes of the data. The input data size being greater or equal 

to L is a precondition. 

DayNumber 

Provides a number for each 24-hour window. These time windows are based on Unix Epoch Time. 

 

DayNumber is encoded as a 32-bit (uint32 t) unsigned little-endian value. 

TimeIntervalNumber 

Provides a number for each 10-minute window in a 24-hour window as defined by DayNumber.  

This value will be in the   interval. 

 

where : Seconds Since Start of DayNumber   Number of Seconds since Epoch % (60*60*24) 

TimeNumberInterval is encoded as a 8-bit (uint8 t) value. 

CRNG 

CRNG designates a cryptographic random number generator.  

. 

| |

Output ← HK DF (Key, Salt, Info, OutputLength)

Output ← HM AC(Key, Data)

Output ← Truncate(Data, L)

DayNumber ← Number of Seconds since Epoch

60 × 60 × 24

[0,143]

TimeNumberInterval ← Seconds Since Start of DayNumber

60 × 10
←

Output ← CR NG (OutputLength)
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identifiers yields a low probability of collisions and limits the risk of false positive matches, while 

keeping device storage requirements low. 

Matching Values from Users Tested Positive 

Upon a positive test of a user for COVID-19, their Diagnosis Keys and associated DayNumbers are 

uploaded to the Diagnosis Server. A Diagnosis Server is a server that aggregates the Diagnosis Keys 

from the users who tested positive and distributes them to all the user clients who are using contact 

tracing. 

In order to identify any exposures, each client frequently fetches the list of Diagnosis Keys. Since 

Diagnosis Keys are sets of Daily Tracing Keys with their associated Day Numbers, each of the clients 

are able to re-derive the sequence of Rolling Proximity Identifiers that were advertised over Bluetooth 

from the users who tested positive. In order to do so, they use each of the Diagnosis Keys with the 

function defined to derive the Rolling Proximity Identifier. For each of the derived identifiers, they 

match it against the sequence they have found through Bluetooth scanning. Additional validation can 

be used to confirm that the advertising happened in a time window comparable to the one expected 

based on the TimeIntervalNumber. 

Matches must stay local to the device and not be revealed to the Diagnosis Server. 

Privacy Considerations 

• The key schedule is fixed and defined by operating system components, preventing applications 

from including static or predictable information that could be used for tracking. 

• A user’s Rolling Proximity Identifiers cannot be correlated without having the Daily Tracing Key. This 

reduces the risk of privacy loss from advertising them. 

• A server operator implementing this protocol does not learn who users have been in proximity with 

or users’ location unless it also has the unlikely capability to scan advertisements from users who 

recently reported Diagnosis Keys. 

• Without the release of the Daily Tracing Keys, it is not computationally feasible for an attacker to 

find a collision on a Rolling Proximity Identifier. This prevents a wide-range of replay and 

impersonation attacks. 

• When reporting Diagnosis Keys, the correlation of Rolling Proximity Identifiers by others is limited to 

24h periods due to the use of Daily Tracing Keys. The server must not retain metadata from clients 

uploading Diagnosis Keys after including them into the aggregated list of Diagnosis Keys per day. 

Test Vectors 

Test vectors for interoperability testing between implementations of this specification are available 

upon request in a machine readable format.
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Privacy

Maintaining user privacy is an essential requirement in the design of this specification.  The protocol does this by the 

following means: 

• The Contact Tracing Bluetooth Specification does not require the user’s location; any use of location is completely 

optional to the schema.   In any case, the user must provide their explicit consent in order for their location to be 

optionally used. 

• Rolling Proximity Identifiers change on average every 15 minutes, making it unlikely that user location can be tracked 

via bluetooth over time. 

• Proximity identifiers obtained from other devices are processed exclusively on device. 

• Users decide whether to contribute to contact tracing. 

• If diagnosed with COVID-19, users consent to sharing Diagnosis Keys with the server. 

• Users have transparency into their participation in contact tracing. 
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Overview 

The ContactTracing Framework is designed to help developers implement a privacy

preserving contact tracing solution. It covers two user roles: 

1. Affected User. A user who reports themself as positively diagnosed as having the 

virus. 

2. Exposed User. A user who has notified themself as potentially exposed to an 

Affected User. 

Affected User 

When a user is positively affected, their Daily Tracing Keys should be shared with other 

uses to alert them to potential exposure. These Daily Tracing Keys are retrieved using 

CTSelfTracingInfoRequest. 

Exposed User 

Given a set of positively affected Daily Tracing Keys, the framework allows you to 

determine whether those Daily Tracing Keys were observed locally by the user, 

indicating potential exposure. If so, additional information such as date and duration 

may also be retrieved. Possible observations can be retrieved using 

CTExposureDetectionFinishHandler, and additional information using 

CTExposureDetectionContactHandler. 

The following illustration outlines the flow of the ContactTracing Framework for iOS.
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CTStateGetRequest 

Overview 

Requests whether contact tracing is on or off on the device. 

typedef void ( ^CTErrorHandler )( NSError * _Nullable inError ); 

The type definition for the completion handler. 

@property CTErrorHandler completionHandler; 

This property holds the completion handler that framework invokes when the request completes. The 

property is cleared upon completion to break any potential retain cycles. 

@property dispatch_queue_t dispatchQueue; 

This property holds the the dispatch queue used to invoke handlers on. If this property isn’t set, the 

framework uses the main queue. 

@property CTManagerState state; 

This property contains the snapshot of the state when the request was performed. It’s valid only after the 

framework invokes the completion handler. 

- (void)perform; 

Asynchronously performs the request to get the state, and invokes the completion handler when it's done. 

- (void)invalidate; 

Invalidates a previously initiated request. If there is an outstanding completion handler, the framework will 

invoke it with an error. 

Don’t reuse the request after this is called. If you require another request, create a new one. 
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CTStateSetRequest 

Overview 

Changes the state of contact tracing on the device. 

@property CTErrorHandler completionHandler; 

This property holds the completion handler that framework invokes when the request completes. The 

property is cleared upon completion to break any potential retain cycles. 

@property dispatch_queue_t dispatchQueue; 

This property holds the the dispatch queue used to invoke handlers on. If this property isn’t set, the 

framework uses the main queue. 

@property CTManagerState state; 

This property contains the state to set Contact Tracing to. Call the perform method to apply the state 

once set. 

- (void)perform; 

Asynchronously performs the request to get the state, and invokes the completion handler when it's done. 

- (void)invalidate; 

Invalidates a previously initiated request. If there is an outstanding completion handler, the framework will 

invoke it with an error. 

Don’t reuse the request after this is called. If you require another request, create a new one. 
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Meeting between Apple, Google and the EDPS – 10.04.20 
 
 

 
The meeting was requested by Apple and Google on Friday 10th April and took place the same 
day. 
 
The representatives of Apple – Gary Davis – and Google – William Malcom – aimed to present 
to the Supervisor their joint initiative for an interoperable API to enable contact tracking. 
 
The presentation outlined two different phases of the project. A first phase was said to be 
scheduled to start in Mid-May, when the API would be made available to developers. The 
second phase would bring the contact tracing system to the operating systems.   
 
The EDPS remarked the importance of ensuring the highest level of data protection, in 
particular in such a case where the scope of the initiative is global and the risk of adopting 
lower standards is high.  
 
The EDPS asked whether other data protection authorities were consulted or made aware of 
the initiative. The EDPS also recommended to inform the European Data Protection Board.  
 

38


